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0x01. Python Script 1

Lenal51 Tutorial
Basic nag removal + header problems

RegisterMe.exe

import immlib
import pefile

def main():
imm = imm lib.Debugger()
path = imm.getModule(imm.getDebuggedName()).getPath()
pe = pefile.PE(path)

03

changing the entry point to 00401024 will
skip the nag too. We can do that because
the code before the nag is not important.

pe.OPTIONAL_HEADER.AddressOfEntryPoint=0x1024
pe.write(filename='RegisterMel.exe’)

if _name__ ==" main__"

print "This module is for use within Immunity Debugger only"
[ 1-1. Script]
i Registerte exe BB S22 Z=]H
[ 1-1. ]

[

Point)

1-1]
[

Script
1-1]

http://forum.immunityinc.com/index.php?topic=141.0

http://www.tuts4you.com/download.php?view.124

Script
.RegisterMel.exe" Script

Register Me

Remove the nags to register .
This will make programm fully registered )

(Entry
Script



http://forum.immunityinc.com/index.php?topic=141.0
http://www.tuts4you.com/download.php?view.124

You need to register me now!
It is supposed to be quite easy.
Just patch the program to remove the Mags.

Immunity Debugger
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[ 1-5. Disassembly ]




0x0040101F MessageBoxA API [ 1-2]
l 1-2]
MessageBoxA API 0x90(NOP)
script MessageBoxA API
(Entry Point) ) Script Script

19 Part 1 Block Comment  module import
Line 11 ~ 16
def main():

imm = immlib.Debugger()

path = imm.getModule(imm.getDebuggedName()).getPath()
pe = pefile.PE(path)
pe.OPTIONAL_HEADER.AddressOfEntryPoint=0x1024
pe.write(filename="RegisterMel.exe’)

imm = immlib.Debugger()

immlib module Debugger Class  imm

path = imm.getModule(imm.getDebuggedName()).getPath()
imm.getDebuggedName method Debugging
imm.getModule.getPath method

Irnrnunity Debugger Python Shell

»»»a = imm.getDebuggedMame]]
»era
'RegisterMe.exe’

»»»path = imm.getModule[a].getPath[]
»>rpath

'C:HHprojecttisnd-reversingwithlena-tutorial03.tutorial¥HilesWHRegisterMe.exe'
b

pe = pefile.PE(path)

pe
PE(Portable Executable) Win32

PE (Portable Executable File Format)

pe.OPTIONAL_HEADER.AddressOfEntryPoint=0x1024
PE OPTIONAL_HEADER AddressOfEntryPoint

PE

0x1024

exe, dll




Irnrnunity Debugger Python Shell
>»»a = pe.OPTIONAL HEADER.AddressOfEntryPoint
»rra
4096
>»rhex|a]
'0=1000'
-3
[ 1-7. AddressOfEntryPoint ]
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O EE X MR 1 emtwhocecPkDz
HE4E 1888

[SISEYERElElE] | 5 & quk 5 e = HULL

[] 18 . - leHand ler

e s Wiy u oy g v Ry

]
i
:

GE4E16Z4
BAEGALR

[ 1-9. AddressOfEntryPoint]



HEADERS INFO

[ 1-10. PE Explorer

AddressOfEntryPoint  PE

. RVA offset
PE [
. ImageBase  PE
0x00400000 dil  0x10000000
0x00400000 RVA  0x00001000
RegisterMe.exe
0x1024 . [ 1-9]

MessageBox API

pe.write(filename = ‘RegisterMel.exe’)
AddressOfEntryPoint ~ 0x1024
Immunity Debugger

RegisterMe.exe

[ 1-2] [ 13]

RegisterMe.exe

1-9]

Field Mame | Drata tfalue | Dezcription |
itMachine 014Ch 1356

MHurnber af Sections 004k

Time D ate Stamp 3801291Eh 16/03/2000 18:34:06

Pointer to Symbal T able 0000000k

Mumber of Symbols 00000000k

Size of Optional Header 00E Ok

Characteristics 010Fk 5!

b anic 010ER PE3Z2

Linker “erzian 1CO05h 512

Size of Code Q00004004

Size of Initialized Data 10000400k

Size of Uninitialized D ata 00000004
£ddress of Epbo Pojrt Q0407 000k )

Baze of Code Q0007 000k

Base of Data 0002000k

Image Baze 00400000k

AddressOfEntryPoint ]

RVA(Relative Virtual Address)
. offset
ImageBase
exe
. RegisterMe.exe
0x00401000  EP(EntryPoint)

ImageBase

RVA
MessageBoxA API

0x1000

RegisterMel.exe

RegisterMel.exe



0x02. Python Script 2

Python Script 1 RegisterMel.exe

Python Script 2

import immlib

def main():

imm = immlib.Debugger()

' Killing the nag ?
The solution is easy though : just
NOP the call to the messagebox.
Butlet &s do it properly and NOP

The arguments too. Like this e "

for nop in range(0x401039, 0x40104C):
imm.writeMemory(nop, "\x90")

_hame__=="__main__":

print "This module is for use within Immunity Debugger only"

[ 2-1.

Line5 ~ 6

def main():

imm = immlib.Debugger()
for nop in range(0x401039, 0x40104C):
imm.writeMemory(nop, "\x90")

imm = immlib.Debugger()

immlib module Debugger Class  imm

for nop in range(0x401039, 0x40104C):

imm.writeMemory(nop, 'Wx90')

for , range imm.writeMemory method

0x40104C nop code(0x90)
sSymbol: range

Likely type: builtin function builtin.range

[ 1-9]

def range{start=MNone, stop=MNone, step=MNone)

rangei[start] stop[, stepld -= list of integers

Feturn a list containing an arithmetic progression
of integers. ranged, jJ returns [i, i+1,i+2, .., -11;

start (1 defaults to 0. When step is given, it
specifies the increment {or decrement). Far

example, rangedd) returns [0, 1, 2, 3]. The end
paintis omitted! These are exactly the valid indices

far a listof 4 elerments.

[ 2-1. range

0x401039




symboal: irmmowriteemorny
Likely type: method DehuggerwriteMermory
def Debugger.writeMemonyself, address, bufy
WWrite buffer to memory address.

itype address: DWORD
param address: Address

itype buf: BUFFER
param buf. Buffer

[ 2-2. Imm.writeMemory method]
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0x03. Python Script 3

Script RegisterMe.Oops.exe

Lenal51 Tutorial 03
Basic nag removal + header problems

RegisterMe.Oops.exe
i mport immlib
import pefile

def main():
imm = immlib.Debugger()
module = imm.getModule(imm.getDebuggedName())
pe = pefile.PE(module.getPath())
""" some virii but also protectors

(see later tuts, | 6l come back to this)
Can deliberate ly manipulate data in the
PE header as anti - debug tricks ( éetc). "™

pe.OPTIONAL_HEADER.SizeOfCode = 0x400
pe.OPTIONAL_HEADER.SizeOflnitializedDate = 0xA00
pe.OPTIONAL_HEADER.BaseOfCode = 0x1000
pe.OPTIONAL_HEADER.BaseOfData = 0x2000
pe.OPTIONAL_HEADER.NumberOfRvaAndSizes = 0x10

""" Export Table address
pe.OPTIONAL_HEADER.DATA_DIRECTORY/[0].VirtualAddress = 0
""" Export Table size
pe.OPTIONAL_HEADER.DATA_DIRECTORY[0].Size = 0
pe.write('RegisterMe.Oops.1.exe")

if __name__=="__main__"

print "This module is for use within Immunity Debugger only"

[ 3-1. Script]
[ 3-1] Block Comment virii  protector PE header
anti-debug tricks . RegisterMe.Oops.exe  Immunity
Debugger [ 3-1]
PE data , Immunity Debugger
Debugger PE
Python Script 1

Errar

@ Ead or unknown format of 32-bit executable file "C:¥projectisnd-reversingwithlena-tutorial03 tutorialWRegisterhde, Oops, exe’

[ 3-1. PE header Immunity Debugger  Error MessageBox]



PE Header
PE Header

PE Explorer

HEADERS INFO

Field Mame | Data Value | Description | Field Mame | D ata ' alue | Description |
tachine 4Ch 386 Section Alignment 00001000k
Mumber of Sections 0004k File: Alignment 00000200k
Time Date Stamp 3801291Eh 16/03/2000 183406 Operating Sypsterm Version 00000004k 4.0
Painter to Spmbol T able 00000000k Image Yergion 00000000m nao
MHurnber of Symbols Q0000000kN Subsystemn Wersion 00000004k 4.0
Size of Optional Header (0E Ok Win32 Wergion Walue 00000000k Reserved
Characteristics 010Fk = Size of Image 00005000k 20480 bytes
t agic: 0Bk FE32 Size of Headers 00000400k
Linker %ersion 005k 512 Checkzum 0000E 433k
Size of Code 40000400k Subgystem 000Zh Win3z GUI
Size of Initislized Data 40000400k Ol Characteristics 0000k
Size of Urinitialized Data 00000000+ Size of Stack Rezerve 00100000k
Address of Entry Point 00407000k Size of Stack Commit 00001000k
[Base of Code 40007000k j Size of Heap Reserve 00100000k
Bage of Data 40002000k Size of Heap Commit 00001000k
Image B ase 00400000k Loader Flags 00000000k Obsolete
hurnber of D ata Directonies | 40000004k
[ 3-2. RegisterMe.Oops.exe  PE Header 1]

HEADERS INFO

Field Mame | Data W alue | D escription | Field Mame | DataValue | Description |
 aching 14Ch i386 Section Alignment 00001000k
MHumber of Sections 0004k File Alignment 00000200k
Time D ate Stamp 3B01291Eh 160342000 18:34:.08 Operating System Yersion 000000030 4.0
Fainter to Symbol T able 00000000k Image Version 00000000kH 0o
Mumber of Symbols Q0000000kR Subsystem Verzion 00000004k 4.0
Size of Ophional Header Q0EOR “Win32 Version Walue 00000000 Reserved
Characteristics 010Fk == Size of Image 00005000+H 20480 bytes
 agic M0Eh FE32 Size of Headers 00000400k
Linker %ersion 0205k 512 Checkzum 0000B 493k
Size of Code 00000400k Subsysten 0002k Windz GUI
Size of Initialized Data 00000400k DIl Charactenistics 0000k
Size of Uninitialized D ata 00000000k Size of Stack Reserve 00100000k
Addrezz of Entry Paint 00401 000k Size of Stack Comnit 00007 000k
Baze of Code 00007000k ] Size of Heap Reserve 00700000k
Baze of Data 00002000k Size of Heap Commit 00007000k
Image Easze 00400000k Loader Flags 00000000k Obsolete
{Mumber of Data Directories | 00000010k
[ 3-3. RegisterMe.exe  PE Header 1]



DATA DIRECTORIES
Export T able (00300000 | (00050000 | of  Set tn:nZern:nl

[ireckary b e | irk sl A Adre. | Size |
tE wport Tab

|rpart T able 00402050k 1000003CH
Rezource Table 00404000H Q000035ChkH

Exception T able
Certificate Table
Relocation T able

Debug Data
Architecture-zpecific data
ki achine Y alue [MMIFS GF)
TLS Table

Load Configuration T able
Bound Import T able
|mport Addresz Table 00402000k 00000504
Delay Impart Descriptor
COk+ Runtime Header
[15] Reserved

[ 3-4. RegisterMe.Oops.exe  PE Header 2]

DATA DIRECTORIES
Export Table [oooooooo | (ooodoooo | g ge tn:nZern:nl

[+ 3ME

Ewport Table I
Impaort T able Q0402050hH 00a0003CH
Resource Table 00404000k 0000039CH

Exception Table
Certificate Table
Relocation T able

Debug Data
Architecture-zpecific data
kachine Y alue [MIFS GF]
TLS Table

Load Configuration T able
Bound Impaort T able
Import Address Table 0402000k 00000050k
Delay Impart Descriptor
COMM+ Runtirme Header

[15] Rezemed
[ 3-5. RegisterMe.exe  PE Header 2]
[ 321 | 3-3] [ 3-4] | 3-5] Field
Name Directory Name . Size of Code, Size of Initialized Data,

Base of Code, Base of Data, Number of Data Directories, Export Table
PE Header data [ 3-1] Script



Line 10 ~ 13

def main():
imm = immlib.Debugger()
module = imm.getModule(imm.getDebuggedName())
pe = pefile.PE(module.getPath())

imm = immlib.Debugger()

Debugging  method import  immlib

module = imm.getModule(imm.getDebuggedName())
imm.getDebuggedName method Debugging

imm.getModule method
pe = pefile.PE(module.getPath())
getPath method

pe PE

Line 18 ~ 22

Debugger Class  imm

, pefile.PE method

pe.OPTIONAL_HEADER.SizeOfCode = 0x400
pe.OPTIONAL_HEADER.SizeOflInitializedDate = 0xA00
pe.OPTIONAL_HEADER.BaseOfCode = 0x1000
pe.OPTIONAL_HEADER.BaseOfData = 0x2000
pe.OPTIONAL_HEADER.NumberOfRvaAndSizes = 0x10

pe.OPTIONAL_HEADER.SizeOfCode = 0x400
pe PE OPTIONAL_HEADER
0x400

pe.OPTIONAL_HEADER.SizeOfInitializedDate = 0xA00
pe PE OPTIONAL_HEADER
0xA00

pe.OPTIONAL_HEADER.BaseOfCode = 0x1000
pe PE OPTIONAL_HEADER
0x1000

pe.OPTIONAL_HEADER.BaseOfData = 0x2000
pe PE OPTIONAL_HEADER
0x2000

pe.OPTIONAL_HEADER.NumberOfRvaAndSizes = 0x10
pe PE OPTIONAL_HEADER
0x10

SizeOfCode

SizeOfInitializedDate

BaseOfCode

BaseOfData

NumberOfRvaAndSizes




Line 24 ~ 27

pe.OPTIONAL_HEADER.DATA_DIRECTORYIO0].VirtualAddress = 0
pe.OPTIONAL_HEADER.DATA DIRECTORY[0].Size = 0
pe.write('RegisterMe.Oops.1.exe")

pe.OPTIONAL_HEADER.DATA_DIRECTORY[0].VirtualAddress = 0
pe PE OPTIONAL_HEADER  DATA_DIRECTORY|O0]
VirtualAddress 0

pe.OPTIONAL_HEADER.DATA_DIRECTORY|[0].Size = 0
pe PE OPTIONAL_HEADER  DATA_DIRECTORY[0] Size

pe.write('RegisterMe.Oops.1.exe’)
pe.write method RegisterMe.Oops.1.exe Immunity

Debugger

Script RegisterMe.Oops.l.exe  Immunity Debugger

PE Header Modifications
PE Header Modifications Anti-Debugging tricks
Plug-in . Olly Debugger advancedolly.dll . Immunity
Debugger




0x04. 8¢t PyCommand

PyCommand . Iscanpe
. scanpe.py  Immunity Debugger PyCommand
PyCommand scanpe.py PyCommand
Iscanpe Team PEID Bob Script . Iscanpe UserDB.txt
(Signatures) EP  Scan
Command . PEID
1 4-1] Immunity Debugger
2. Immunity Debugger CommandLine Iscanpe
3.1 4-3] Alt+L Log
& |mrnunity Debu 4, exe - [CPL ain thr module F

File  Miew Debug Plugins Immblib  Options  Window Help
OMBTETE MMx r I MHELEY 1l emtw
3343259?

HOP
HOF
HOP

S:i[ESI]
5:[EDIT, AL

[ 4-1. UPX Crackme ]

|!sc:anpe|
Program entry paint

[ 4-2. scanpe CommandLine ]

H [LZMAT —-* Markus Oberhumer, L r Molnar %

Iscanpe . UserDB.txt
http://www.peid.info/BobSoft/UserDB.zip , Immunity Debugger
Data



http://www.peid.info/BobSoft/UserDB.zip

PyCommand !patch . patch.py scanpe.py
. Ipatch Anti-Debugging protection protection
Anti-Debugging protection

FlsDebuggerFresent_TLS, exe kKB S8 Z=z_]H
[ 4-4, ]

'r"_-., Maingha b S HE[FISLICH
L

[ 4-5] Main
Immunity Debugger

LI HEAL

File “iew Debug Pluging Immblib  Options  Window Help  Jobs
OB EE Maxp I MY+ 1l emtwhcPkb

FCO2ERT4

<4 BE@EDED LER ESF,
424 @@ LEA ESF,
HOP

MOF

Immunity Debugger [ 4-6] “

[ 4-7] EP(Entry Point)
(Disassembly) £

Executable modules



[ 4-8. Executable modules ]

Executable modules [ 4-8]

LAMAT I0M i ME_RPFLHOOAL

aEEHSUOT

[ 4-9, OEP(Original Entry Point)]

[ 4-9] IsDebuggerPresent API
BOOL IsDebuggerPresent(void);
/llsDebuggerPresent API parameters
1 Process Debugger zer o , Debugger
zero
[ 4-1. IsDebuggerPresent API]
00401028 CALL <JMP.&kernel32.IsDebuggerPresent>
//1sDebuggerPresent API
// Debugger Process 0
00401030 CMP EAX, 1
// EAX Register 1 1
00401033 JNZ SHORT IsDebugg.0040104F

//00401030 Zeroflag 0 1




00401033 [ 4-6]
PyCommand !patch

Immunity Debugger Option  Debugger Options(Alt+O)
[ 4-10] . System breakpoint
IsDebuggerPresent EP
Debugging options |
Commands I Dizasm | _____ E F'LI | Hegistersl Stack, I Analyziz 1 I .-’-'-.nalysis:ZI Analyziz 3

5 ecurity I Debug : Ev

Exceptions I Trace I SFH I Stringsl Addrezzes

b ake first pausze at;
% Suztem breakpoint
™ Entry point of main madule

" winkd ain [if location is known]

[" Break on new module [DLL]

[ Break on module [DLL] unloading
[T Break on new thread

[ Ereak on thread end

™ Break on debug shing

_l ] I IIhdo | Eancell

[ 4-10. Debugger Options]

&4 Immunity Debugger - |sDebuggerPresent_TLS, exe - [CPU - main thread, module ntdll]

File Miew Debug Pluging  |Immlib Options  Window  Help  Jobs
O™ EE x| MY 1l emt whoePket

MOU EDI,EDI
HOF

[ 4-11. System Breakpoint]

[ 4-10] [ 4-11] System Breakpoint
CommandLine Ipatch

I!pat[:h -t IsDebuggerPresent| I!pat[:h -t IsDebuggerPresent

| System startup breakpoint |zDebuggerPrezent patched
[ 4-12. patch CommandLine ]
Ipatch [ 4-12] IsDebuggerPresent patched F9

OEP



patch.py . Block Comment

#!/usr/bin/env python

Immunity Debugger Patcher
(c) Immunity, Inc. 2004 - 2007

U{Immunity Inc.<http://www.immunityinc.com>}
__VERSION__="1.1'

NOTES=""

anti - antidebugging is here

DONEIsDebuggerPresent

TODO:

* EnumProcesses

* CreateToolhelp32Snapshot, Process32First, Process32Next,

* UnhandeldExceptionFilter - ZwQuerylnformationProcess
* ProcessHeapFlag & NTGlobalFlag

import immlib
from immlib import BpHook
import getopt

DESG"Patches anti - debugging protection , [ -t TYPE_OF_PROTECTION]"

def usage(imm):
imm.Log("!patch -t TYPE" focus=1)

def main(args):
types={"isdebuggerpresent": 0}
imm = immlib.Debugger()

if not args:
return "give patch typ e..

try:

opts, argo = getopt.getopt(args, "t:s")
except getopt.GetoptError:

usage(imm)

return "Bad patch argument %s" % args[0]

type = None

for 0,a in opts:
ifo==" -t
low=a .lower()
if types.has_key( low ):
type = types[ low ]
else:
return "Invalid type: %s" % a

# IsDebuggerPresent
if type == 0:
imm.Log( "Patching IsDebuggerPresent..." )
ispresent = imm.getAddress( "kernel32.IsDebuggerPresent" )
imm.writeMemory( ispresent, imm.Assemble( "xor eax, eax \nret"))

return "IsDebuggerPresent patched"
else:

usage(imm)
return "Bad patch argument"

[ 4-2. patch.py]




Line 24 ~ 28

import immlib
from immlib import BpHook
import getopt

DESC="Patches anti - debugging protection , [ -t TYPE_OF_PROTECTION]"
import immlib, import getopt
import immlib, getopt module .immlib  Debugging Class
, getopt  main parameter  args CommadLine

from immlib import BpHook

from module import namel,[,name2],...name N]] immlib BpHook

DESC="Patches anti-debugging protection , [-t TYPE_OF_PROTECTION]"

DESC “Patches ...[-t TYPE_OF_PROTECTION]”
Line 30 ~ 31
def usage(imm):
imm.Log("patch -t TYPE" focus=1)
usage imm parameter
Immunity Debugger Log “Ipatch -t TYPE”
Line 33 ~ 45

def main(args):
types={"isdebuggerpresent": 0}
imm = immlib.Debugger()

if not args:
return "give patch type..."

try:

opts, argo = getopt.getopt(args, "t:s")
except getopt. GetoptError:

usage(imm)

return "Bad patch argument %s" % args[0]

def main(args):

args parameter main
types={"isdebuggerpresent": 0}

types isdebuggerpresent 0

Python Mapping ”

imm = immlib.Debugger()

debugging  method immlib  Debugger Class  imm




if not args:

return "give patch type..."

main parameter “give patch type...” return
try:
opts, argo = getopt.getopt(args, "t:s")
try-except try . try-except
. getopt 2 args
(argument)  “ts” . e +(colon)
A : s" (colon)

import getopt

argz = '—t isdebuggerpresent —s whoami’ . split{>
opts,. argo = getopt.getopt{args,. ‘tis’')
opts
—t*,. *isdebuggerpresent’>,. {'—s',. *''>»1]
>>» argo
[*whoami® ]
22 o

[ 4-13. ]
except getopt.GetoptError:
usage(imm)

return "Bad patch argument %s" % args[0]

try-except except . try
usage [ 4-14] Immunity Debugger Log
“Ipatch —t TYPE” , “Bad patch
argument ...”

I!pat-::h -z whoareyou

| Bad patch argument -z

[ 4-14. except]

Line 47 ~ 68

type = None

for o,a in opts:
ifo==" -t
low = a.lower()
if types.has_key( low ):
type = types[ low ]
else:
return "Invalid type: %s" % a

# IsDebuggerPresent

if type == 0:
imm.Log( "Patching IsDebuggerPresent..." )
ispresent = imm. getAddress( "kernel32.IsDebuggerPresent" )

imm.writeMemory( ispresent, imm.Assemble( "xor eax, eax \nret"))




return "IsDebuggerPresent patched"

else:
usage(imm)
return "Bad patch argument"
type = None
type None
for o,a in opts:
if o == "-t"
low = a.lower()
for O 4-15] . opts
. for 0o A" Option”

*>*> opts
[c"—t*.

Yisdebuggerpresent”® >,

type

[(-t', 'isdebuggerpresent’), ('-s

Argument”

[ 4-15. option, argument]

ot Lt (argument) ,jsdebuggerpresent” low
lower T
if types.has_key( low ):
type = types[ low ]
else:
return "Invalid type: %s" % a
has_key types low ,
type types 0
“Invalid type: %s” % a [ 4-16]
I!pat-::h -t beistlab]
|Invaﬁdtype:bemﬂab
[ 4-16. Invalid type]
if type == 0:

imm.Log( "Patching IsDebuggerPresent..." )

ispresent = imm.getAddress( "kernel32.IsDebuggerPresent” )

imm.writeMemory( ispresent, imm.Assemble( "xor eax, eax¥n ret" ) )

return "IsDebuggerPresent patched"

o
1

)]




patch.py . CommandLine
if . Immunity Debugger Log
“Patching IsDebuggerPresent...” , imm.getAddress method  ispresent

kernel32.IsDebuggerPresent

Imrnunity Debugger Python Shell
*** Immunity Debugger Python Shell +v0.1 ***
Immlib instanciated as 'imm' PyObject
READY.
>>>import immlib
>>>imm = immlib.Debugger(]
>>>ispresent = imm.getAddress['kernel32.1sDebuggerPresent”]
>>>ispresent
2088840707
>>>hex|ispresent]
"0x7cB12e03
b0

[ 4-17. getAddress(“kernel32.IsDebuggerPresent”)]

imm.writeMemory method  ispresent (0x7C812E03)
imm.Assemble method  “xor eax, eax#n ret” Assemble code o 4-18] |
19] Assemble code

imm.writeMemory method “IsDebuggerPresent Patched”

AOD BYTE PTR
PTR

[ 4-19. writeMemory 0x7C812E03]

IsDebuggerPresent API : IsDebuggerPresent API
EAX Register XOR 0 : [ 4-9] 0x0040102B ~
0x00401033 EAX O IsDebuggerPresent API

main



0x05. F1AIO|E & #11

Ao
rot

Immunity Debugger — http://www.immunityinc.com/

Immunity Debugger

Immunity Debugger Forum - http://forum.immunityinc.com/
Immunity Debugger

Immunity Debugger Online Documentation -
http://debugger.immunityinc.com/updata/Documentation/ref/

Immunity Debugger API

CORE mo|M =22}l - Wesley J. Chun, ¥HE4H 2| 34
Python

F#2o| Python - 0|24 X

Python

pefile module - http://code.google.com/p/pefile
pefile module

Anti Reverse Engineering Uncovered - http://www.codebreakers-jurnal.com/
Code Breaker Journal

Lenal51 tutorial 03 Script - http://forum.immunityinc.com/index.php?topic=141.0

script

reverseMe.exe - http://www.tuts4dyou.com/download.php?view.124

IsDebuggerPresent_TLS.exe - http://zesrever.xstone.org/9
TLS CallBack



