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Synopsis 
 

 

Immunity Debugger Ѥ Python╙ ͎ױ╬ ᴛ ּת∟ ̆ ▓ᾋѱѻ. ╪ 2ˌᵑ ⁷ҿ  ˿↕ ˆᴏ

 Reverse Engineering ˿╙ ̯  ὡ ▓ᾋѱѻ. ṕ ᶷἌ⁄ἌѤ Immunity Debugger + Python  

̯ⱳ⁄ ҍ Ἄ ѻᴴ̆ ▓ᾋѱѻ. ᶀ♇ Immunity Debugger ⁄ ҍ  ʼѾ ˭ ἒᶘ ̆ ₉Ⱡ ᴛ

˺ ᶷⱠᵑ ╥ע͎ ͙ ─  ᵣө‡ֿב Python scriptᵑ ṪἍ ҵᴜ ˳ᾋѱѻ. ↕ᵙѤ scriptṪ

Ἅ╙ Ἄ script▬Ἓḹ̓ module⁄ ө‡ ▓Ѥ ⁴ױ ꜙᵆ╥ method⁄ ҍ  Ợ↔ḹ╙ Ḥ∂ ὡ 

▓╙ ˦░ѱѻ. ₉Ⱡ ᴛ͎ע╥ ᶷⱠ ˺╙ ─  ᵣө‡ֿב scriptѤ Immunity Debugger Forum ╥ 

f3Ѷ╪ ᵣӥᾐ ˦╙ ╬↔ ₄ᾋѱѻ. ṕ ᶷἌᵑ  ‡ᴎ∑ ′╪ ▄͙ ─ ἌѤ ‡ἣẇᵙ₮ 

Python⁄ ҍ Ἄ ͙  .ᾏ╘ ῼ̆ ▓‡‒ ѱѻתּ 
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0x01. Immunity Debugger  

 

 

Immunity Debugger Ѥ Tool BarϮ ▬‰₅⁵ Ӯ Olly Debugger ₮ ᵰ↕ ẋᾌ  ᶛ‚░ѱѻ. 

Immunity Debugger Ѥ Olly Debugger ᴀ GUI͙ ḙ╪ᶒ command line   .ᾋѱѻ▓ ̆תּʺ ╙

 

[͎ᵝ1-1. Immunity Debugger ᵑ ᾒ  ᶛᾋ] 

 

[͎ᵝ1-1]⁄Ἄ ṒᾎѤ ˦ ᴀ Olly Debugger ₮ Immunity Debugger Ѥ Ữ҉  Ợ  ˦╙ ῼ 

ὡ ▓ᾋѱѻ. ╪ᴅ˭ ẋᾌ  ᶛ‚╙ ̆ ▓ּתᵣ Immunity Debugger ⁄Ѥ Olly Debugger ⁪ ′Ѥ 

ᵢˆ  ͙ѫ╙ ˇ̆ ▓ᾋѱѻ. 

 

[͎ᵝ1-2. Olly Debugger ⁄Ѥ ′Ѥ Immunity Debu ggerᵣ╥ Tool Bar Iconө] 

 



 

[͎ᵝ1-3. Olly Debugger Tool  Bar Icon] 

 

[͎ᵝ1-2]₮ [͎ᵝ1-3]╙ ẋ̪ Ṓᶔ [͎ᵝ1-3]⁄Ѥ ′ּתᵣ [͎ᵝ1-2]⁄Ѥ Ⱶ◓ Ѥ Tool Bar Icon

╙ Ṗ ὡ ▓ᾋѱѻ. [͎ᵝ1-2]ᵑ Ṓᶔ ẙʼự ӎᵙ⁄ 4ˌ╥ icon╪ ▓ᾋѱѻ. ʻʻ╥ ︣╙ ῼ

ῷ Ṓҵᴜ ˳ᾋѱѻ. 

 

[͎ᵝ1-4. Run Python Script]  

 

 Ḵ  icon╘ python script ᾒ  icon░ѱѻ. [͎ᵝ1-4]⁄Ἄ Ṓ╪Ѥ ˦ ᴀ python╖ᴛ ᵣө‡

scriptᵑ ᾒ בֿ ᾎ ѱѻ. Script⁄ ҍשּׁ ἌѤ ▓ѻʺ Ӛ⁄Ἄ ῼῷṒҵᴜ ˳ᾋѱѻ. 

 

[͎ᵝ1-5. Immunity Debugger Python Shell]  

 

ӎ Ḵ  icon╘ Immunity Debugger P ython Shell░ѱѻ. Shell⁄Ἄ ́ụ╙ ˞Ϯ ʼѾ  script

ᵑ ᾅ  Ṗ ὡ ▓ᾋѱѻ. [͎ᵝ1-5]⁄ Ṓ╪Ѥ ˦ ᴀ ♇Ѥ ʼѾ  printᶷ╙ ᾅ  Ṓ ᾋ

ѱѻ. 



 

 [͎ᵝ1-6. Python Commands list]  

 

Ἕ Ḵ  icon╘ python commands list ░ѱѻ. [͎ᵝ1-6] ᴀ Ợ↔  ὡ ▓Ѥ commandsᵑ Ṓ

↔ѱѻ. Ợש⁴ּׁ ̆ ᾘ╘ PyCommandᵑ җẇ ᵚ ˭ Ӈᶔ [͎ᵝ1-7] ᴀ Ṓ╪Ѥ ⁄ ⅝  

Argumentsᵑ К̆ OKᵑ ыᵎᶔ ҉ Commandʺ ᾒ Ӌѱѻ. ₉ᵑ ө‡ openfile PyCommand

ᵑ җẇ ᵚ ̆ PyCommand Arguments ⁄Ἄ Argumentsᴛ c:\ boot.ini ᵑ К̆ OKḲ ╙ яױ 

ᾒ Ṓ˳ᾋѱѻ. ͎ױᶔ [͎ᵝ1-8]ˉ╘ ᶔ╙ Ṗ ὡ ▓˭ Ӌѱѻ. 

 

[͎ᵝ1-7. PyCommand Arguments ] 

 

 

[͎ᵝ1-8. Openfile PyCommandᴛ ⁸ᵛ boot.ini ▀] 

 



 

[͎ᵝ1-9. ₉Ⱡ ᴛ͎ע╙ graphᴛ ] 

 

ᵡּתᵢ Л Ḵ  icon╘ graph░ѱѻ. [͎ᵝ1-9] ᴀ Л Ḵ  icon╙ ыᵎᶔ Immuni ty Debugger

ʺ ◓ debugging ̆ ▓Ѥ ▀╙ ʼѾ ˭ graphᴛ Ϯ Ͽּׁשѱѻ. CPU ⁄Ἄ disassemblyӈ 

codeᵑ ἐ   graph  ᾎ ᶔ ἐ ӈ codeṨṪṨ  graph  Ӈ‡ ᶔ⁄ Ϯ Ϯ˭ ӇѤ ˦

╪ ︣░ѱѻ. IDA ᴀ ҉ לἵᵑ яױҵ ╪ҿ ˞Ϯ Ѥ ͙ѫ╘ ′ᾋѱѻ. 



0x02. Python Script  1 

 

 

Immunity Debugger ὡ ▓Ѥ Python Script⁄ ҍ  ̆ג╪︣  ◑ʺ ╥ Ἄ ῼῷ Ṓҵᴜ 

˳ᾋѱѻ. Immunity Debugger ⁄Ἄ Python Scriptᵑ ᾒ ᾎ ͙ ─ ἐ Python╪ ἒ  Ӈ‡ ▓‡

‒ ѱѻ. ᵣ– Python╪ ἒ  Ӈּת Ώ╘ PC⁄ Immunity Debugger ἒ ᵑ ˭ Ӈᶔ [͎ᵝ2-1] 

Python╙ ˉ╪ ἒ ᶸѤ ̓♬╪ ▓╖ѱ ͎ ̓♬⁄Ἄ ἒ תּ╬˦  ᾎᶔ Ӌѱѻ. 

 

[͎ᵝ2-1. Python╪ ἒ  Ӈּת Ώ╘ Ữ ⁄Ἄ Immunity Debugger ἒ  ᾎ ֶѤ ᶉᾎּת] 

 

Ͽ↔╙ ֿב ͙ ♣⁄ Python⁄ ҍ Ἄ ʺּת Υ ῼῷ ӎἨ‒  ♩╙ ᵦῦ ӥᵙ˳ᾋѱѻ. 

Python╘ ө⁴ῠ͙ʺ ̩◑ ⅝אַ  ѱѻ. Suitĕג ṬᵙѤ ˦╬ҥ ╪˦╙ ּת  ♠Ώ╖ᶔ ᶷḹ תּ

₡ᵆʺ Ỹ͙ḃᴛ Ữ ל╥ Ἠ‒ ѱѻ.  ᶉᶛ◑̓ ˉ╘ ▀ḙ♠╬ Editorᵑ ╪↔ ᾒ ԅ ₡

ᵆʺ ḛỸ ѻᶔ ө⁴ῠ͙ᵑ ╬  ṒᾎѤ ˭ ꜜ˳ᾋѱѻ. 

Python  

 

if expression:  

    if_suite  

 

Ex)  

if (a > b):  

    pr int ña is big ò 

C 

 

i f ( expression ) {  

}  

 

Ex)  

if (a > b){  

    printf ( ña is big ò);  

}  

[ 2-1. Python̓ C╥ Suite ẋ̪] 

 

▀Ѿ Immunity Debugger ᵑ ἒ ᶔ Ζ ἒ ӇѤ ₉Ⱡ Python scriptᵑ ṪἍ  Ṓ˳ᾋѱѻ. 

import immlib  

 

def main():  

    imm = immlib.Debugger()  

    pslist=imm.ps()  

    for  process in pslist:  

        imm.Log("Process: %s -  PID: %d" % (process[1],process[0]))  

 

if __name__=="__main__":  

    print "This module is for use within Immunity Debugger only"  

[ 2-2. py_example.py] 

 

 

 

 

 



Line 1 

import immlib  

Immunity Debugger API ʺ ө‡ ▓Ѥ moduleַא Ϯ╬ immlibᵑ Ợ↔ ͙ ─ Ἄ import ᶷ╙ 

Ợ↔ ₄ᾋѱѻ. Module╪גѤ ˦╘ classϮ methodө╥ ︡  .Ṓᾎᶔ Ӌѱѻ ̆ג

 

Line 3 ~ 7  

def main():  

    imm = immlib.Debugger()  

    pslist  = imm.ps()  

    for process in pslist:  

        imm.Log("Process: %s -  PID: %d" % (process[1],process[0 ]))  

main ὡ░ѱѻ. ὡѤ ѻ╛̓ ˉ╪ ἐ… ѱѻ. 

def function_name( arguments):  

       " optional documentation string "  

       function_suite  

 

Ex)  

def main():  

       print " Hello World! "  

imm = immlib.Debugger()  

immlib module ⁄ ө‡▓Ѥ Debugger Classᵑ imm╖ᴛ ⁴תἌ Ợ↔ ˳ѻѤ ╥Ḉᵑ ʺ︡ѱѻ. 

Debugger Class⁄Ѥ ╪ᵒ ͎ҍᴛ Debugging ╙ ͙ ─  ᵤ╘ methodө╪ ᶛ⁴ ▓ᾋѱѻ. 

Immunity Debugger ∟תּ ʺ Ѥ module⁄ ҍ Ἄ Ṓѻ ▫Ἕ  ♬Ṓᵑ ∟ ᾎѤ Ṫө╘ ̆Ợ╪

Ἄ Immunity Debugger Online Documentation⁄תּ╪  ╙ ̆ḕחѱѻ. 

 

pslist  =  imm.ps()  

[͎ᵝ2-2]⁄Ἄ ṒᾎѤ ˦ˉ╪ Debugger Class╥ ps method ᵑ Ợ↔ ⁴ ᾒ ♬ ╥Process ╬אַ

Ṓᵑ pslist⁄ ᵙᾅ ᴛ Кᾋѱѻ. ᵙᾅ Ѥ C╥ Ḥ⁸╪̆ג Ỹʻ ᾎᶔ ѱѻ. [͎ᵝ2-3]╙ Ṓ

ᶔ ps method ᵑ ╪↔ ⁴ ‡֒˭ Process╥ ♬Ṓᵑ .ῼ ὡ ▓ᾋѱѻ תὡ ▓Ѥּ ╙‫ 

 

[͎ᵝ2-2. Debugger.ps╥ ♬Ṓ] 

 

 

[͎ᵝ2-3. imm.ps()] 

 

 



for  process in pslist:  

 imm.Log( ŚProcess: %s Ř PID: %dś % (process[1], process[0]))  

forᶷ╪͛ ּתᵣ C╥ forᶷ̓Ѥ ⸗ ѻᵓѱѻ. Script …‡╥ ḙṓᶷ╬ foreach₮ ┬Ợ ѱѻ. ᾒ

name̓ pidᵑ Immunity Debugger אַ ᶛӧ Process╥ ♬Ṓ ╬אַ ╥ Log ⁄ ϶͠ѱѻ. [͎ᵝ2-

4] ᴀ ᾒ ╙ ˭ Ӈᶔ [͎ᵝ2-5] ᴀ ˺̓ᵑ Ṗ ὡ ▓˭ Ӌѱѻ. 

 

[͎ᵝ2-4. Python Scriptᾒ ͙] 

 

 

[͎ᵝ2-5. ᾒ   Log data⁄ ϶╘ ᴛἝᾅ♬Ṓ] 

 

 

[͎ᵝ2-6. ᴏӉ ♬Ṓ╥ ─ ] 

 

Line 9 ~ 10  

if __name__=="__main__":  

    print "This module is for use within Immunity Debugger only"  

Shell⁄Ἄ ᾒ Ӊ ˿↕ Ợ↔▫⁄˭ ᶉᾎּתᵑ Ṓ⁴͙ל ─  ṨṪ░ѱѻ. 

 

╪ᴅ˭ Ἄ ʼѾ ˭ ₉Ⱡ↔╖ᴛ ᵣө‡ֿב Python Script ▀╙ ṪἍ╙ ₰ᴮ ₄ᾋѱѻ. ╪Ⱡ 

ⱳ͔ җ ṓ◌  Python Script ▀╙ ṪἍ Ṓ˳ᾋѱѻ. 



0x03. Python Sc ript 2  

 

 

"""  

Lena151 Tutorial 01,02  

Olly + assembler + patching a basic reverseme  

 

reverseMe.exe  

"""  

 

import immlib  

import pefile  

 

def main():  

        imm = immlib.Debugger()  

        currAddr = imm.getModule(imm.getDebuggedName()).getEntry()  

        imm.Lo g("OEP: 0x%08x" % currAddr)  

 

        goodBoy = 0x401218  

        badBoys = 0x40107D,0x4010F7  

 

        while(currAddr!=goodBoy):  

                opcode = imm.disasm(imm.getRegs()['EIP'])  

                if (opcode.isJmp() or opcode.isConditionalJmp()):  

                        """currAddr.jmpaddr=badBoys"""  

                        if opcode.jmpaddr==badBoys[0] or opcode.jmpaddr==badBoys[1]:  

                                size = opcode.getOpSize()  

                                nop = ' \ x90' * size  

                                imm.writeMemory(currAddr,nop)  

                        """currAddr.jmpaddr=goodBoy"""  

                        else:  

                                if opcode.isConditionalJmp():  

                                        imm.writeMemory(cu rrAddr,' \ xEB')  

                imm.stepOver()  

                currAddr = imm.getRegs()['EIP']  

        imm.stepOver()  

        return 0  

 

if __name__=="__main__":  

        print "This module is for use within Immunity Debugger only"  

[ 3-1. ṪἍ ̆▫ Ѥ Script] 

 

 

[͎ᵝ3-1. ₉Ⱡ ᴛ͎1ע] 

 

[ 3-1]╥ ScriptѤ http://forum.immunityinc.com/index.php?topic=141.0 ⁄Ἄ ̯  ὡ ▓ᾋѱѻ. 

͎ᵙ̆ [͎ᵝ3-1]╥ ₉Ⱡ ᴛ͎ע╘ http://w ww.tuts4you.com/download.php?view.122 ⁄Ἄ ̯  ὡ 

▓ᾋѱѻ. ╪ ScriptѤ ̲╪ Scriptᵑ ᵣөּת Ώῷҵ Debuggerᵣ ▓╖ᶔ Ṫ  ʺѫ  ṨṪ╙ 

Scriptᴛ ᵣө‡ ▫ҿ  ᾎ  ˦░ѱѻ.  

 

▀Ѿ ↕ᵙʺ ̑ר ‒  ₉Ⱡ ᴛ͎ע╪ ‡Ԑ ˦╬ּת ᶀ♇ ṪἍ╙ ṕ ⁄ Scriptᵑ ṪἍ

ҵᴜ ˳ᾋѱѻ. 

http://forum.immunityinc.com/index.php?topic=141.0
http://www.tuts4you.com/download.php?view.122


₉Ⱡ ᴛ͎ע╬ reverseMe.exeŋ  ᾒ ᾎ  Ṓ ᾋѱѻ. ͎ץҗѱ ѻ╛̓ ˉ╘ MessageBoxŋ  

Ṗ ὡ ▓‴̆ ╬╙ яᴃҗѱ ᴛ͎ע╪ ꜙᴮ Ӈ‴ᾋѱѻ. 

 

[͎ᵝ3-2. ʺ͙ʼ╪ ϥϹᾋѱѻ.] 

 

Immunity Debugger ᵑ ╪↔ ⁴ ₉Ⱡ ᴛ͎⁸ ╙ע‡Ṓҵᴜ ˳ᾋѱѻ. 

 

[͎ᵝ3-3. Disassemblyӈ ₉Ⱡ ᴛ͎ע] 

 

ExitProcess─⁄ MessageBoxAŋ  Ṓѱ [͎ᵝ3-2]⁄Ἄ Ṓ Қ ᶉᾎּתʺ ▓Ѥ ˦╙ ῼ ὡ ▓ᾋѱ

ѻ. ͎ᵙ̆ ͎ ─ᴛѤ CreateFileA API̋  ▓̆ ῷמᴛѤ ReadFile API̋  ▓ᾋѱѻ. ӎ ˌ╥ APIѤ 

[ 3-2], [ 3-3]⁄Ἄ ╬  ὡ ▓ᾋѱѻ. [͎ᵝ3-3]╥ Commentө̓ ẋ̪ Ἄ Ṓᶔ ὺ˭ ῼῷṖ 

ὡ ▓ᾋѱѻ. 

00401073⁄ BreakPointŋ  ἒ♬ ̆ F9ŋ  яױἌ ᾒ ᾎ   00401078~0040107B⁄Ἄ 

Keyfile.datʺ ′╙ ԅ Ṫ͙ ΏѤ ˦╙ Ṗ ὡ ▓ᾋѱѻ. 0040107B⁄Ἄ Ṫ͙ תּ ͎] Ώ˭ Ӈᶔ תּ

ᵝ3-2]╥ MessageBoxŋ  Ṓ˭ Ӌѱѻ. ⱳˠ╪ ᵣⱴ  Ṫ͙ ˭ Ӈᶔ 0040109Aᴛ ֿב ˭ Ӌѱ

ѻ.  

BOOL ReadFile(  

 HANDLE hFile, // ▄̆▫ Ѥ ▀╥ ө 

 LPVOID lpBuffer, // ▄Ѥ ҥ╪ ᵑ ♇◑  Ḳ ╥ ╬  

 DWORD nNumberOfBytesToRead, // ▄̆▫ Ѥ ḕ╪  ὡ 

 LPDWORD lpNumberOfBytesRead, // ᾒⱠᴛ ▄╘ ḕ╪  ὡᵑ ᵙ  Ḛ͙ ─  ᴏ↔ ╬ὡ 

 LPOVERLAPPED lpOverlapped // ẋҿ͙ ░ ᴏ╙ ─  OVERLAPPED ̯ⱳ ╥ ╬  

);  

[ 3-2. ReadFile API] 

 



HANDLE CreateFile(  

 LPCTSTR lpFileName, // ⁸˞Ϯ ᵣө̆▫ Ѥ ▀╥ ₰♣˿ᴛᵑ ᶷ▫⁸ᴛ ּת♬ 

 DWORD dwDesiredAccess, // ▀⁄ ҍ   Ἕᾅ ̾  ♬תּ ╙

 DWORD dwShareMode, // ⁸ᴎֿב ▀╥ ̑┬ ᶛӥᵑ ּת♬ 

 LPSECURITY_ATTRIBUTES lpSecurityAttributes, // ▀╥ ṒΌἶἛ╙ ּת♬ Ѥ 

SECURITY_ATTRIBUTE ̯ ⱳ ╥ ╬  

 DWORD dwCreationDisposition, // ᵣө̆▫ Ѥ ▀╪ ╪Ḉ ▓˞Ϯ ֞Ѥ ⁸̆▫ Ѥ 

▀╪ ′╙ ˿↕╥ ᵙᵑ ּת♬ 

 DWORD dwFlagsAndAttributes, // ▀╥ ἶἛ̓ ⁴תּʺ ױ ₪Ἢ ἒ♬ 

 HANDLE hTemplateFile // ỸἛӉ ▀╥ ἶἛ╙ Ⱡ̑  ᵟ ▀ 

);  

[ 3-3. CreateFile API] 

 

CreateFile API⁄Ἄ ╬  ὡ ▓Ѥ ˦╘ ŗKeyfile.datŘגѤ ▀╪ ⅝ ѻѤ ˦╪̆, ReadFile 

API⁄Ἄ ╬  ὡ ▓Ѥ ˦╘ ҥ╪ ᵑ 70Byteᵣ ᵣ ▄‡ ₣ѻѤ ˦░ѱѻ. ῷמ [͎ᵝ3-4]ᵑ 

ṒᶔἌ ▫Ἕ  ῼῷ Ṓҵᴜ ˳ᾋѱѻ. 

 

[͎ᵝ3-4. Keyfile.dat╥ ⱳˠ] 

 

â⁄ Ṓ╪Ѥ FileName╙ ʺֿב ▀╪ Ⱶ◓ Ώ╙ ˿↕ áṨṪ⁄Ἄ 0040109Aᴛ Ṫ͙ תּ  תּ

Ώ˭ Ӈ‡ [͎ᵝ3-2]₮ ˉ╘ MessageBoxŋ  Ṓ˭ Ӌѱѻ. ּתᵣ Keyfile.datʺ Ⱶ◓ ѻᶔ ã⁄ Ṓ

╪Ѥ ˦ ᴀ ҥ╪ ᵑ 70Byteᵣ  ▄‡ ₪ѱѻ. ͎׳ҥ Keyfile.datʺ Ⱶ◓ җגҵ ҥ╪ ʺ ῷ

ᶴ˦ҵ ′ѻᶔ äṨṪ⁄Ἄ 004010F7ᴛ Ṫ͙ ⁴ ŗKeyfile is not valid. SorryŘגѤ MessageBoxŋ  

Ṓ˭ Ӈᶒ, ҥ╪ ʺ Ⱶ◓  ˿↕ åṨṪ⁄Ἄ ͎ ҥ╪ ᵑ ʺּ̆ת ʼѾ  ╬ ▬‰╙ ˭ Ӌѱ

ѻ. ͎ױᶔ åṨṪ╙ Ṓҵᴜ ˳ᾋѱѻ. 

 



004010B8 CMP DWORD PTR DS:[402173],10 

// ▄‡ ө╬ Byte₮ 0x10(16)╙ ẋ̪ ѱѻ. 

004010BF JL SHORT reverseM.004010F7 

// ▄‡ ө╘ Byte╥ ͙ʺ 0x10(16)Ṓѻ ▬ѻᶔ 004010F7(ᾒ  ᶉᾎּת)ᴛ Ṫ͙ ѱѻ. 

004010C1 MOV AL,BYTE PTR DS:[EBX+40211A] 

//AL⁄ Ḳ ╥ Ͽ↔╙ 1Byte ṓỢ ѱѻ. 

004010C7 CMP AL,0 

// Ḳ  ˃╪ ṓỢ Ӈ‡ ♇◑ӈ AL╥ ˃̓ 0x00╙ ẋ̪ ѱѻ. 

004010C9 JE SHORT reverseM.004010D3 

// ˉѻᶔ 004010D3(Loopᵑ ẖⱨϮʺ͙ ─   Ѿ́)╖ᴛ Ṫ͙ ѱѻ. 

004010CB CMP AL,47 

// Ḳ  ˃╪ ṓỢ Ӈ‡ ♇◑ӈ AL╥ ˃̓ 0x47(G)╙ ẋ̪ ѱѻ. 

004010CD JNZ SHORT reverseM.004010D0 

// Ώѻᶔ 004010D0ᴛ Ṫ͙ תּˉ ѱѻ. 

004010CF INC ESI 

//ESI Registerᵑ 1ּשʺ ᾎ ѱѻ. 

004010D0 INC EBX 

//EBX Registerŋ ᾎ ʺש1ּ  ѱѻ. 

004010D1 JMP SHORT reverseM.004010C1 

//004010C1╖ᴛ Ṫ͙ ѱѻ. (Loopᵑ ҹᶔἌ Ḳ ╥ ˃╙ ẋ̪ ᶒ ⁷ụ ͙ ─ ) 

004010D3 CMP ESI,8 

//ESI Register╥ ˃̓ 0x08(8)╙ ẋ̪ ѱѻ. 

004010D6 JL SHORT reverseM.004010F7 

//ESI Register╥ ˃╪ 0x08(8)Ṓѻ ▬ѻᶔ 004010F7(ᾒ  ᶉᾎּת)ᴛ Ṫ͙ ѱѻ. 

004010D8 JMP reverseM.00401205 

//00401205(Ἓ̑ ᶉᾎּת)ᴛ Ṫ͙ ѱѻ. 

 

004010D3~004010D8⁄Ἄ ṒᾎѤ ˦ ᴀ ESI Register╥ ˃╪ 8╪Ữ Ӈ‡‒ Ἓ̑ ᶉᾎּתᴛ Ṫ

͙  ὡ ▓ᾋѱѻ. ּס ESI Registerŋ ᾎ ʺשּ  Ѥ ⱳˠ╙ ᵣⱴ ᾎל ‒ Ӌѱѻ. ESI Register̋  

ӇѤ ṨṪ╘ 004010CF░ѱѻ. 004010CB⁄Ἄ AL╥ ˃̓ 0x47(G)ŋ ʺשּ  ẋ̪ ₄╙ ԅ ˉ╙ ˿↕ 

בֿ ӇѤ ṨṪ░ѱѻ. ESI Register╥ ˃╙ ⱳˠ⁄ ᵭ˭ ּשʺ ᾎ ͙ ─ ἌѤ AL╥ ˃╪ ⁷ἶ♠╖

ᴛ 8Ḵ ╪Ữ 0x47(G)╪⁴‒ ѱѻ. ͎ᵙ̆ ╪ Loopᵑ ẖⱨϮʺ͙ ─ ἌѤ 004010C7⁄Ἄ AL╥ 

˃╪ Ḵ 0x00(0)╪⁴‒ ѱѻ. ╪ ᶛӧ ⱳˠ╙ ꜙ Ἄ ▀╙ ᵣө‡ Ṓᶔ ѻ╛̓ ˉᾋѱѻ. 

 

[͎ᵝ3-5. Keyfile.dat ₰Ἓ] 



₰Ἓӈ Keyfile.datᵑ ʺּ̆ת reverseMe.exeᵑ ᾒ ᾎ  Ṓ җѱ ѻ╛̓ ˉ╘ MessageBoxŋ  

Ṗ ὡ ▓‴ᾋѱѻ. 

 

[͎ᵝ3-6. Ἓ̑ᶉᾎּת] 

 

₉Ⱡ ᴛ͎ע╬ reverseMe.exe⁄ ҍ Ἄ ᶛӎ ῼῷ Ṓ ╖ѱ ╪Ⱡ script⁄ ҍ Ἄ ῼῷ Ṓҵᴜ 

˳ᾋѱѻ.  35Line╪ᶒ  תṨ  ᵡּתᵢ תּͥת  ṨṪ῭ ϝ‡Ἄ ἒᶘ ҵᴜ ˳ᾋѱѻ. 

 

Line 1 ~ 6  

"""  

Lena151 Tutorial 01,02  

Olly + assembler + patching a basic reve rseme  

 

reverseMe.exe  

"""  

Block Comment (""" Ͽ↔""" )ᵑ ╪↔  .Ἅ╙ Ҁῷ й ᾋѱѻל ⁴

 

Line 8 ~ 9  

import immlib  

import pefile  

C⁄Ἄ җ ▀╙ Ợ↔ ͙ ─ Ἄ #includeᵑ Ợ↔ ӭ╪ Python⁄Ἄҵ module╙ Ợ↔ ͙ 

─ ἌѤ import ᵑ Ợ↔ ‒ ѱѻ. import ᵑ ╪↔ ⁴ immlib, pefile module ╙ Ợ↔ ˭ϡ 

₄ᾋѱѻ. (pefile module ╘ http://code.google.com/p/pefile ⁄Ἄ ̯  ὡ ▓ᾋѱѻ.) 

 

Line 11 ~ 32  

def main():  

        imm = immlib.Debugger()  

        currAddr = imm.getModule(imm.getDebuggedName()).getEntry()  

        imm.Log("OEP: 0x%08x" % currAddr)  

 

        goodBoy = 0x401218  

        badBoy s = 0x40107D,0x4010F7  

 

        while(currAddr!=goodBoy):  

                opcode = imm.disasm(imm.getRegs()['EIP'])  

                if (opcode.isJmp() or opcode.isConditionalJmp()):  

                        """currAddr.jmpaddr=badBoys"""  

                        if opcode.jmpaddr==badBoys[0] or opcode.jmpaddr==badBoys[1]:  

                                size = opcode.getOpSize()  

                                nop = ' \ x90' * size  

                                imm.writeMemory(currAddr,nop)  

                        """currAddr.jmpaddr=goodBoy"""  

                        else:  

                                if opcode.isConditionalJmp():  

                                        imm.writeMemory(currAddr,' \ xEB')  

                imm.stepOver()  

                currAddr  = imm.getRegs()['EIP']  

        imm.stepOver()  

        return 0  

Main ὡ ░ѱѻ. Main ὡ Ͽ╥ codeө╙ ṨṪ♠╖ᴛ ủ  Ṓ˳ᾋѱѻ. 



Line 12 ~ 16  

        imm = immlib.Debugger()  

        currAddr = imm.getModule(imm.getDebuggedName()).getEntry()  

        imm.Log("OEP: 0x%08x" % cu rrAddr)  

 

        goodBoy = 0x401218  

        badBoys = 0x40107D,0x4010F7  

imm = immlib.Debugger()  

 Ἄ ╬ ӭ╪ Debugging ↔ methodᵑ Ợ↔ ͙ ─  import ӈ immlib╥ Debugger Class

ᵑ imm╖ᴛ ⁴תἌ ἐ… ₄ᾋѱѻ. 

 

currAddr = imm.getModule(imm.getDebuggedName()).getEntry()  

imm.getDebu ggedName method ᴛ ◓ Debugging ̆ ▓Ѥ ᴛ͎ע╥ ╪ᵒ╙ ,̆₡‡‫ 

imm.getModule.getEntry  methodᴛ ͎ ᴛ͎ע╥ ♬Ṓ ַא Entryᵑ 10ֿבὡᴛ ʺⱨ₪ѱѻ. 

 

[͎ᵝ3-7. getDebuggedName method]  

 

 

[͎ᵝ3-8. ╪ᵒ [͙₡ ‡‫ 

 

 

[͎ᵝ3-9. Entry ╬ ͙] 

 

imm.Log( ŚOEP: 0x%08xś % currAddr)  

Immunity Debugger ⁄ ▓Ѥ Log Data ⁄ (ŗOEP: 0x%08xŘ % currAddr) ╪גѤ Ͽ↔╥ Logᵑ 

϶͠ѱѻ. imm.Log(ŗHello World! Ř)ᵑ ╪↔ ᶔ Hello World! ᵑ ╙ ὡ ▓ᾋѱѻ. 



 

[͎ᵝ3-10. Entryᵑ Log data window ᴛ ᴏ ͙] 

 

 

[͎ᵝ3-11. Log dat a window⁄ ᴏӈ Entry] 

 

imm.Log method ⁄ ҍ  ♬ṒѤ [͎ᵝ3-12]̓ ˉᾋѱѻ. ͎ᵙ̆ [͎ᵝ3-13] ᴀ argument  ˃╙ 

ὡ♬ ⁴ Log data  window⁄ textᵑ ˆⱳ ⁴ Ϯ Ђ ὡ ▓ᾋѱѻ. 

 

[͎ᵝ3-12. Log method ] 

 

 

[͎ᵝ3-13. Text highlight &  gray & normal ] 

 



goodB oy = 0x401218  

badBoys = 0x40107D, 0x4010F7  

good Boy₮ badBoysᵑ ἐ… ѱѻ. ṉὡ⁄ ө‡ʺѤ לἵө╪ ‡Ԑ Ͽ↔╙ ʺּ̆ת ▓Ѥּת ╬ 

 Ṓ˳ᾋѱѻ. 

0x401218 (goodBoy) 

 

0x40107D (badBoys) 

 

0x4010F7 (badBoys) 

 

[ 3-4. goodBoy, badBoys]  

 

[ 3-4]⁄ Ṓ╪Ѥ ˦̓ ˉ╪ Ἓ̑ ᶉᾎּת₮ ᾒ  ᶉᾎּתᴛ Ṫᵆ ӇѤˢ ῼ ὡ ▓ᾋѱѻ. 

 

Line 19 ~ 32  

        while(currAddr!=goodBoy):  

                opcode = imm.disasm(imm.getRegs()['EIP'])  

                if (opcode.isJmp() or opcode.isConditionalJmp()):  

                        """currAddr.jmpaddr=badBoys"""  

                        if opc ode.jmpaddr==badBoys[0] or opcode.jmpaddr==badBoys[1]:  

                                size = opcode.getOpSize()  

                                nop = ' \ x90' * size  

                                imm.writeMemory(currAddr,nop)  

                        """cu rrAddr.jmpaddr=goodBoy"""  

                        else:  

                                if opcode.isConditionalJmp():  

                                        imm.writeMemory(currAddr,' \ xEB')  

                imm.stepOver()  

                currAddr = imm.get Regs()['EIP']  

        imm.stepOver()  

        return 0  

while (currAddr != goodBoy) : 

╪ script⁄Ἄ ʺ◑ ַא⅝  ṨṪ░ѱѻ. Loopᶷ╖ᴛ while╙ Ợ↔ ₄̆ ⱳˠ╘ currAddr˃╪ 

goodBoy˃̓ ˉּת Ώ╙ ԅּͥת░ѱѻ. 

 

 

 

 

 



opcode = imm.disasm(imm.getRegs()[ ŜEIPŝ])  

opcode⁄ EIP(Extended Instruction Pointer) Register̋  .ἵ╥ opcodeᵑ Кᾋѱѻל בֿʺ 

 

opcode⁄ EB̋  ө‡▓Ѥּ90 ת╪ ▓Ѥּת ῼ ╪ ′ᾋѱѻ. 

 

getDump()ᵑ ╪↔  ᾒⱠ ‡Ԑ opcodeʺ ө‡ ▓Ѥּת ╬  ὡ ▓ᾋѱѻ. 

[ 3-5. opcodeῼῷ Ͽ͙] 

 

if  (opcode.isJmp() or opcode.isConditionalJmp()):  

ⱳˠᶷ ░ѱѻ. opcodeʺ isJmp╪˞Ϯ isConditionalJmp▀ ԅ ⱳˠ╪ Ἓᵞ ˭ Ӌѱѻ. isJmpѤ 

JMP╬ Ṫ͙ᵑ ֽ ̆, isConditionalJmpѤ JE, JNZ₮ ˉ╘ ⱳˠṪ͙ᵑ ֽ ѱѻ. 
 

if opcode.jmpaddr  ==  badBoys[0] or opcode.jmpadr  ==  badBoys[1]:  

╪Ḵ⁄ҵ ⱳˠᶷ ░ѱѻ. opcodeʺ Ṫ͙╪˞Ϯ ⱳˠṪ͙ ▀ ԅ ͎ לἵᵑ badBoys(0x40107D, 

0x4010F7)₮ ẋ̪ ⁴ ˉ╙ ԅ ⱳˠ╪ Ἓᵞ ѱѻ. 

 

size = opcode.getOpSize()  

size ṉὡ⁄ byteѾ─ᴛ ⱳˠ╪ Ἓᵞ  opcode╥ OpSize˃ ╙ Кᾋѱѻ. ₉ᵑ ө‡ opcode⁄ 

ř6A 00Ś╪ ө‡ ▓ѻᶔ opcode.getOpSize()ᴛ ̯  ˃╘ 2ʺ Ӌѱѻ. 

 

[͎ᵝ3-14. Opcode size ̯ ͙] 

 

 



nop  = Ŝ\ x90ŝ * size  

nopṉὡ⁄ sizer ₣‡‫  \ x90╙ Кᾋѱѻ. sizeʺ 2גᶔ nopṉὡ⁄Ѥ \ x90ʺ ӎ Ḵ ө‡ 

ʺ˭ Ӌѱѻ. 

 

[͎ᵝ3-15. nopṉὡ⁄ sizer  \ x90К͙] 

 

imm.writeMemory(currAddr, nop)  

currAddr╪ ʺּ̆ת ▓Ѥ לἵ⁄ nopṉὡ⁄ ө‡ ▓Ѥ ˃╬ \ x90╙ ῧѱѻ. ּס, badBoysʺ ʺ

╪ ˭ᵝө╙ Ṓᶔ ὺ͎ מΏ˭ ѱѻ. ῷ תἵ⁄ 0x90(nop)╙ ᾬἌ Ṫ͙ʺ ▌‡Ϯּל Ѥ▓ ̆תּ

 ὡ ▓ᾋѱѻ. [͎ᵝ3-16]╘ writeMemory ᵑ ͙ ♣╥ reverseMe.exe╥ Entry░ѱѻ. ŗ6A 00Ř

╬ ╙˦ Ѥ▓ ̆תּʺ ╙  ὡ ▓ᾋѱѻ. [͎ᵝ3-17]╘ Entry╥ לἵᵑ 2byteᵣ  ₣‡‫  ŗ90Ř

╙ writeMemory method ᵑ ╪↔ ⁴ ῠѤ ̓♬░ѱѻ. [͎ᵝ3-18]╘ writeMemory ʺ ϥϱ  ╬

ҥ ŗ6A 00Ř╪ ŗ90 90Ř╖ᴛ ṉ˿ӈ ˦╙ Ṗ ὡ ▓ᾋѱѻ. 

 

[͎ᵝ3-16. Before writeMemory Entry ] 

 

 

[͎ᵝ3-17. nopῠ͙] 

 

 

[͎ᵝ3-18. After writeMemory Entr y] 

 

 

 



else: 

        if op code.isConditionalJmp():  

                imm.writeMemory(currAddr, Ŝ\ xEBŝ) 

ӎ Ḵ  ifᶷ⁄ ҍ  elseᶷ ░ѱѻ. opcodeʺ Ṫ͙Ϯ ⱳˠṪ͙ʺ ᵭּתᵣ badBoysʺ ʺּ̆ת ▓

Ѥ ˃̓ ѻᵑ ˿↕⁄ opcodeʺ ⱳˠṪ͙גᶔ currAddr╪ ʺּ̆ת ▓Ѥ לἵ⁄ ř\ xEBŚŋ  ῧѱѻ. 

(ř\ xEBŚѤ assemblyᴛ ᶔ JMP̋  Ӌѱѻ. ּס, ⱳˠṪ͙▀ ˿↕⁄Ѥ ᶴⱳˠ Ṫ͙ᾎ ˳ѻѤ 

ֽ░ѱѻ.) 

 

imm .stepOver()  

ⱳˠᶷ╪ ᶛӎ ϥϮ̆ ϮἌ stepOverᴛ  בֿ ╙╬ג ᾎ ѱѻ. [͎ᵝ3-19]╥ ἒᶘ⁄Ѥ לἵᵑ 

♬ ♬ ᶔל בֿ תἵּͥל בֿ ѻ̆ Ӈ‡ ▓ּתᵣ ◄ᶣӈ ἒᶘ░ѱѻ. 

 

[͎ᵝ3-19. stepOver method ] 

 

currAddr = imm.getRegs()[ ŜEIPŝ\ 

currAddr⁄ ◓ Registers˃ ˃EIP אַ  ╙ Кᾋѱѻ. Loopᵑ ֿב ᾎ Ѥҥ ▓‡Ἄ ֿב ─ ╬אַ 

⅝אַ ↕Ѥ ᵰ₡ ̆תּʺ ἵᵑל ╥  ṨṪ░ѱѻ. 

 

[͎ᵝ3-20. EIP˃  [͙₡ ̆תּʺ 

 

imm .stepOver()  

currAddr╥ ˃╪ goodBoy₮ ˉῷⱨ Loopᶷ╪ ϥϮᶔ stepOverᴛ  ג╬╙ җ ֿב ᾎ ѱѻ. 

 

return 0  

Main ὡ⁄ 0╙ ᵙ   ᴛ͎ע╙ ꜙᴮ ѱѻ. 

 

Line 34 ~ 35  

if __name__=="__main__":  

        print "This module is for us e within Immunity Debugger only"  

[͎ᵝ3-21] ᴀ shell⁄Ἄ ᾒ Ӊ ˿↕ Ợ↔▫⁄˭ ᶉᾎּתᵑ Ṓ⁴͙ל ─  ṨṪ░ѱѻ. 

 



 

[͎ᵝ3-21. shell⁄Ἄ ᾒ  ╙˿↕] 

 

reverseMe.exeŋ  Immunity Debugger ⁄Ἄ ⁸̆ ╪ scriptᵑ ᾒ ˭ Ӈᶔ ▫ҿ╖ᴛ  ג╬῭ 

stepOverᴛ ֿב ᾎ ᶒ, ♬ й╘ ⱳˠ⁄ ӻגἌ ᶉᶛᵙᵑ ▫ҿ╖ᴛ ὡ♬ ⁴ Ἓ̑ᶉᾎּבֿ תּͥת

˭ Ӌѱѻ. ╪ᴅ˭ Ἄ ₉Ⱡ ᴛ͎̓ע script╥ ṪἍ╙ ᶛӎ ᵡ ᾋѱѻ. Part2⁄Ἄҵ part1

̓ ᵡ ‚ᴛ scriptṪἍ╙  ˦░ѱѻ. Part2⁄Ἄ Ṓѻ ѻתּʺ  ͙ѫө⁄ ҍ Ἄ ѻᴴҵᴜ ˳

ᾋѱѻ. 



0x04. ̃ở╧  & ̃ᶴ  

 

 

Å Immunity Debugger Ř http://www.immunityinc.com/  

 Immunity Debugger  ̑ᾏỢ╪  

 

Å Immunity Debugger Forum Ř http://forum.immunityinc.co m/  

 Immunity Debugger  ̑ᾏ ᴀ 

 

Å Immunity Debugger Online Documentation  Ř  

http://debugger.immunityinc.com/updata/Documentation/ref/  

Immunity Debugger  API ₣ג╬ ᶷἌ 

 

Å CORE ╧ᾫ ᴘ͋כḏ Ř Wesley J. Chun, Ḣ⸗  № ̎⁮ 

 Python ᴛ͎מḒ Ἄ♠ 

 

Å Olly Debugger Ř http://www.olldb g.de/  

 Immunity Debugger ╥ ᶛ ╬ Olly Debugger  

 

Å Windows API ⁴̬ở╧  Ř http://www.winapi.co.kr  

 ┌ҵ↕ API⁄ ̕  ᵤ╘ Ͽ↔╪ ▓╛ 

 

Å Windows API ♩Ṑ Ř ͜ừ  ♄ 

 Windows API Ἄ♠ 

 

Å pefile module Ř http://code.google.com/p/pefile  

 pefile module ╪ּת 

 

Å Lena151 tutorial 01, 02  Script - http://forum.immunityinc.com/index.php?topic=141.0  

 ṕ ᶷἌ⁄Ἄ Ợ↔ Ѥ script 

 

Ä reverseMe.exe  - http://www.tuts4you.com/download.php?view.122  

 ṕ ᶷἌ⁄Ἄ Ợ↔ Ѥ ₉Ⱡ ᴛ͎ע 

 


