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0x01. Immunity Debugger

Immunity Debugger € Tool Bart wmd%s 5 Y Olly Debugger¥ &t
Immunity Debugger € Olly DebuggerM A GUl e g commandline L " n~
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File View Debug Plugins Immlib  Options Window Help Jobs
OB ERE X k| fo+f 1l emtwheclPkbzr . s}

Menu
Tool Bar

[ B 1-1. Immunity Debugger " §{ DA
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[ B 1-2. Olly Debugger/ K ' I Immunity Debu ggerr 1+ Tool Bar Icone ]
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[ B 1-3. Olly Debugger Tool Bar Icon]

[ B1-2]% [ P13L x_ O3 [ 13y k€' R, [ B 1-2Y I€ F ~ € Tool Bar Icon
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Addre [lisassemb
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Bun Python Script

== Al |l'j PySeripts

Iy example

A davesearch, py

A find_opcode, py

A LenalSl_Tutorial _01_02 py
A pe_expor, py

A strncpy_hook py

[ P 1-4. Run Python Script]

M K  iconk python scriptfi iconiiwo.[ B 1-4y A OFIE 1 vA pythonyT 6%
3 scriptn i Abvwo.Sripy b A Bo" 8/ A Q®dOnuv . Ayo.

File Miew Debug Plugins |mmLib Options  Window Help
OB EE X P I HREEY 1 em

Immunity Debugger Python Shell |__||E|fz|

Immunity Debugger Python Shell v0.1 ***
Immlib instanciated as "imm" PyObject
READY.
>>>print "Hello Beistlab"

Hello Beistlab
>»»>alcohollab = "Beistlab"

[ B 1-5. Immunity Debugger Python Shell]

wo.Shelr A"yl <t GO script

NG P o BAyo.[ B15y OFftK 1va i€’ C printe L § 6 A
yo.

M K icon E Immunity Debugger P ython Shell



PyCommands List

[ B 1-6. Python Commands list]

‘yo.[ B16MA Qo ® B commandsn O

"E K icon E python commands list :

4 Yyo. O ° HE PyCommandm xw w ~ Ha [ B1-7MA OFi 1/ 7
Argumentsn K™ OKn bi! 3 3 Command" A Ywo.sn e openfile PyCommand
n xWw W ° PyCommand Arguments1/ A ArgumentsT c\ bootinin K~ OKK L g1
i O.Ayo., mg [ P18 E alpPo

PyCommand Arguments

Cancel
[ B 1-7. PyCommand Arguments 1 ]

[ B 1-8. Openfile PyCommandT # v boot.ini ]
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0x02. Python Script 1

Immunity Debugger 1+ " » o w Bl Python Scripy b A Q& Omvu
. Ay 0 . Immunity Debugger / A Python Scripth § A ., — & Pythong § A Hi
- Wo.r - Pythong EA HR QL PQ@ Immunity Debugger & A 1 © Hsz [ B 2-1]
Pythonl =+ 8A 1d&n vie’ s+ Bqw ., ' 5/ AEA Az Yyo.

Immunity Debugger Setup ]

Python 25 was NOT found in the system,
[ rnunity Del:uugger needs it to run, . n
Install Python 25 after Imrnunity Debugager installer finishes?

O (M) |

[ B21.Python EA Hn QL O / A Immunity Debugger € A A, €1 AR]

2.L 3 &/ Pythov b A "M Y Q® MH- s L gd s, Ayo.
Pythonk 640, " | » X% wo.SuteA~ T=K 14w F1 L n n Quz v1 o
¢=" Y. b1 Uy H- wyo. yeo Tk Mo d oEditorn F. v
" e¥ 03 e+0,n 3+ OB ' K Ayo.

Python Cc
if expression: i f (expression ){

if_suite
Ex) Ex)
if (@ > b): if (a > b){

print faisbig 0 printt  (faisbig 0);
}

[ 2-1.Python” Cy Suite x | ]

B O Immunity Debuggern €8 A 3 Z E§ AHIE o £ Pythonscriptn TA O, Ayo.

import immlib

def main():
imm = immlib.Debugger()
pslist=imm.ps()
for process in pslist:
imm.Log("Process: %s - PID: %d" % (process[1],process[0]))

if __name__ =="_ main__"
print "This module is for use within Immunity Debugger only"

[ 2-2. py_example.py]




Line 1

import immlib

Immunity Debugger API " e + BIE modulex t 4 immlbn O« | — A importv L
O« 4 Ayo.Modulea I€ 1 E classt methode + ~ Va~ OAz Yyo.

Line3~7

def main():
imm = immlib.Debugger()
pslist = imm.ps()
for process in pslist:
imm.Log("Process: %s - PID: %d" % (process[1],process[0 1)

main yo. wkod’ “F¢&.. yo.

def function_name( arguments):
" optional documentation string
function_suite

Ex)
def main():
print " Hello World!

imm = immlib.Debugger()
immlib module / e %
Debugger Class’ € #° b1 Debuggingl . —  E methode + » ¢ A
Immunity Debugger * N L € moduley b A Oo ="E 200 L Ak Te k V" OFf
+n/ A Immunity Debugger Online Documentation L V~ ényo.

pslist = imm.ps()
[ B 22y A OAK 1~ + Debugger Classg ps method? O~ 4 fj X3k Processy 5
On pslisy =8 1T KAywo.>d K Cpr He a2~ Y' 7Ag yo.[ B23L 6

3 psmethodn f o 4 £~ Processy 200 1 L o BiEen Q o BAvo.
Symbol: imm.ps

Likely type: method Cebugger.ps
def Debugger.ps{zelf)

List all active processes.

@rtype: LIST @return: A list of tuples with process
infarmatian (pid, name, path, services, top list, udp
list)

[ B 2-2. Debuggerpst #O]

Immunity Debugger Python Shell E|@|g|

>>>ps = imm.ps[)

»>ps

[[564, 'smss’, "WiSystemRoot##System32#smss. e
'swchost!, "C:HWINDOWSHsystem 32l swechost.exgd
EditlingH-vauuntE.exe', ["mount2'], []. [II. [1932. "vm
>33

[ B 2-3.imm.ps()]

 I€ Debugger Class’ immq T N4 A 0o ol 1C1 "~ yo.
AV o.



for process in pslist:
imm.Log( SProcess: %s RPID: %d$ % (process[1], process[0]))
forv & N Cy forv’ €2 0°ywo.Script ...t edv 4 foreach¥ +O yo.§{
N4t © 6 Processy 5O N name pid? Immunity Debugger  Logi/ 3> Two.[ B 2-
4MAa f L T ya [ B25MA "0 P OB Yyo.

| B Maxp I WHENEAY 1 emtwhececPkbz

on Scrip
HEAAD: |3 example | ® @ efE-
A basicblock, py A notepad.p
 combo_input-ex. py
2 customtable _example,py ] opCode

A disasm-forward-backward py | @ searchex py
A hook_onAY,py
A knowledgedb_ex, py

)
(= =4 |py_example. py o 2310

=S
=N [epyile (npy) ~] P

e E

Argurnents: | j

[ B 2-4. Python Scriptf L]

Log data
Message

[ B 251 Logdata’ 3 £ T 'Ed 50]

[ B26.A0H a0 —A]

Line 9~ 10
if _name__=="__main__"
print "This module is for use within Immunity Debugger only"
Sheld AR H .t Qoe/ ™ yAnn 045 — STiyo.
+p0 - A’ G okt oqT ref1d PythonScript ML TAL g8 , Ayo.Ft

w, % 0o PythonScript ML 7oA O, Ayo.



0x03. Python Script 2

Lenal51 Tutorial 01,02
Olly + assembler + patching a basic reverseme

reverseMe.exe

import immlib
import pefile

def main():
imm = immlib.Debugger()
currAddr = imm.getModule(imm.getDebuggedName()).getEntry()
imm.Lo g("OEP: 0x%08x" % currAddr)

goodBoy = 0x401218
badBoys = 0x40107D,0x4010F7

while(currAddr!=goodBoy):
opcode = imm.disasm(imm.getRegs()['EIP')
if (opcode.isIJmp() or opcode.isConditionalJmp()):
""" currAddr.jmpaddr=badBoys™"
if opcode.jmpaddr==badBoys[0] or opcode.jmpaddr==badBoys[1]:
size = opcode.getOpSize()
nop=" \x90"* size
imm.writeMemory(currAddr,nop)
else:
if opcode.isConditionalJmp():
imm.writeMemory(cu  rrAddr,’ \ XEB')
imm.stepOver()
currAddr = imm.getRegs()['EIP']
imm.stepOver()
return O
if __name__=="__main__"
print "This module is for use within Immunity Debugger only"

[ 3-1.TA ~ = ke Script]

jeqreversehe exe 138 =& ==
[ B31 okt T, V1]

[ 3-1]q Scriptie http://forum.immunityinc.com/index.php?topic=141.0 / "A _

s [ 31y o £ 7, v E hitp://w ww.tutsdyou.com/download.php?view.122/ "A _
73 AT "=x sTL

Ay o .=+ Scriptle _ #+ Scripth + e 7 Q&1 Debugger:

Scriptt r et = ¢ A

MO 1 - ot T, VF te 1dn e TAL p / Scripm TA


http://forum.immunityinc.com/index.php?topic=141.0
http://www.tuts4you.com/download.php?view.122

ok T, Vi reverseMeexeds § A6 O Awo., Yy o4’ ~ E MessageBow
B Ul" "A\po-

L asgxy T, VF-

[ 32 ", ' $ UCAyo0]
Immunity Debugger n £~ ¢4 ot T, vl siOqgu Ay O
Address |Hew dump Oizassembly Cormrmen &
5 H F

CEETEREEE] H

EMIARCHIVE ! TEM

0., =7 . —T1 € CreateFileA API'
[ 3-2,[ 33y A 4

. Avo.

00401073 BreakPointh &€ 2 ~ F®N av1 AR A 00401078~00401078 "A
Keyfiledat" ' L = T, n Q1 Ll pP o BApo.004010788 A T. N Q° Ha [
B 3-2]7 MessageBox O~ Yyo.wY £ ; v T. - Hga 0040109AT 2 T Yy
0.

BOOL ReadFile(
HANDLE hFile,// g~ = K€ W, o
LPVOID IpBuffer, // m'€ HE
DWORD nNumberOfBytesToRead, //
LPDWORD IpNumberOfBytesRead, //
LPOVERLAPPED IpOverlapped //

. _ L
wn = E NO o W

OVERLAPED_ w\ 1 4

[ 3-2. ReadFile API]



HANDLE CreateFile(
LPCTSTR IpFileName, //

DWORDIwDesiredAccess, //
DWORD dwShareMode, //
B_ 607 EL ns €

LPSECURITY_ATTRIBUTES IpSecurityAttributes, // T

SECURITY_ATTRIBUTE, w\ 1 4

8«1t 8’ [ -T»XQ(_T”UDBTﬂﬁ

o

VRS "EdG ' L nmosg
sy WMo " L o0 na

DWORD dwCreationDisposition, // re e € WL LC T s e
WL L 14 M=1 na

DWORD dwFlagsAndAttributes, // B, 7T FE 41 "n WHE a

HANDLE hTemplateFile // YEH M, 7El¢- 5 =

[ 3-3. CreateFile API]

CreateFile APY A 4

APY A & o Bl 1 kws$ n 70Byter gt FoOlE 1
O3 A=-="E Q® Onuv _ Ayo.

Address |Hex dump Dizassembly

€ 1 k rKeyfiledatR € M1+ % ol 14 ,ReadFile
Yo.on [ B 3-4p

Comment

[ P 3-4. Keyfiledaty wY ]

a/ Ol FileNamel "2 ®4 - pn Ql 1+ 4aST/ A 0040109AT T, R
Q° Hi [ P 32]%F ~ E MessageBoxw O~ Yyo. R Keyfledat" - o3 a/ O
+ 1MA HEF 1 70Byte mi Myo., ' w Keyfledat" F- kAT HF
11w " 03 aST/ A 004010F7r T. 4 rKeyfileis not valid. SorryR € MessageBox)
O0” He,wv¥ " k=~ ¢t &ST/ A, Ww$ 1 "R ' D T wmdboll T Yy
0.,

g aSTL Oyu | Ayo.



004010B8 CMP DWORD PTR [5:[402173],10
/lmt o4 Byte¥ 0x10(16)L x_. wo.

004010BF JL SHORT reverseM.004010F7
/mt ok Bytep ., . " O0x10(16)00 =m0 3 004010F7@f y ANn)r T, wo.
004010C1 MOV AL,BYTE PTR DS:[EBX+40211A]

A K 1 2oLl 1Byte 60 wo.

004010C7 CMP AL,0

K >+ 60 Ht ey ALy >’ oxo0l x_ wyo.

004010C9 JE SHORT reverseM.004010D3

/I~ ©3 004010D3(Loop” hht", — M GO nq1T T. wo.

004010CB CMP AL,47

K >+ 60 Ht ery ALy >’ O0x47G)L x. wyo.

004010CD JNZ SHORT reverseM.004010D0

/" A" Qo3 004010DOT T. wo.

004010CF INC ESI

/IESI Registern  1w" A yo.

004010D0 INC EBX

/IEBX Registern  1w" A yo.

004010D1 JMP SHORT reverseM.004010C1

//004010C1y T T, wo.(oopn w3 AK >Lx. eg7u ., — )
004010D3 CMP ESI,8

I[ESI Registerr >’ 0x08(8)L x_. wo.

004010D6 JL SHORT reverseM.004010F7

I[ESI Registerr > & 0x08(8)0 0 =m0 3 004010F7(F y AR)r T, wo.
004010D8 JMP reverseM.00401205

/I00401205("E | AR) T. wo.

004010D3~004010D8 A OAlE 1 M A ESIRegistery >+ 8+0 Hi- E | Ant T
. AYo.D ESIRegister w" AGStKE wy L [ v Ad - Yyo.ESIRegistet
w" Hi€ ST L 004010CF y o .004010CB A ALy >’ Ox47(Gp x_. o L -~ L

A HK ST O .ESIRegistery > L wy/ d~ w" A | — AK AL >F 71 &q
T 8K U Ox47(GH* - wo., =7 £ Loopn hht"  — 'AlE 004010C7 A Aly
>+ K Ox000H* - wo.F 0206 wy L= A BL o1 03 0d’ "~ Ayo.

32 S =W &

kevfile.dat |

O0000000R: 47 47 47 47 47 47 47 47 47 47 47 47 47 47 47 47 ; EGGGGGGG

16 byte
[ B 3-5.Keyfile.dat § "E]




3 "Ey Keyfiledatn " n~ reverseMe.exed f A0 O xy od’ -~ E MessageBox

Key File BeverseMe g|

You really did it! Congratz 1

[ B36."E 1 An]

ok T, Vi reverseMeexe b Ac M QO O qw Ft scripr b A Q@ Omu
. Ayo.\ 35Linefg M NS xn; Nnin ST F+AE[ mu _ Ayo.

Linel~6

Lenal51 Tutorial 01,02
Olly + assembler + patching a basic reve rseme

reverseMe.exe

~

Block Comment(™ @ o™ ) F o 4 SYAL C@ i Ayo.

Line8~9
import immlib
import pefile
A x WL og. | — A #includen Qo 3= Pythonvr At modulel O -
— Ak importn Qo - W O . import"n =|=H 4 immlib, pefile module L O« = )

2 Ay 0 . (pefile module k http://code.google.com/p/pefile / A _

Line 11 ~ 32

def main():
imm = immlib.Debugger()
currAddr = imm.getModule(imm.getDebuggedName()).getEntry()
imm.Log("OEP: 0x%08x" % currAddr)

goodBoy = 0x401218
badBoy s = 0x40107D,0x4010F7

while(currAddr!=goodBoy):
opcode = imm.disasm(imm.getRegs()['EIP])
if (opcode.isIJmp() or opcode.isConditionalJmp()):
"""currAddr.jmpaddr=badBoys""
if opcode.jmpaddr==badBoys[0] or opcode.jmpaddr==badBoys[1]:
size = opcode.getOpSize()
nop ="' \x90"*size
imm.writeMemory(currAddr,nop)
else:
if opcode.isConditionalJmp():
imm.writeMemory(currAddr,’ \ XEB")
imm.stepOver()
currAddr = imm.getRegs()['EIP"]
imm.stepOver()
return O

Wo.Main & O codee L STaq1 0 O, Ayo.




Line 12 ~ 16

imm = immlib.Debugger()
currAddr = imm.getModule(imm.getDebuggedName()).getEntry()
imm.Log("OEP: 0x%08x" % cu rrAddr)

goodBoy = 0x401218
badBoys = 0x40107D,0x4010F7

imm = immlib.Debugger()
A 4 5+ Debugging ~ methodn O~ , — importy immlib Debugger Class
N imm'nT n+Aé¢.. +Aypo.

currAddr = imm.getModule(imm.getDebuggedName()).getEntry()

imm.getDebu ggedName method T~ Debugging ~ @l 1, v Fo L1 ¢,

imm.getModule.getEntry method T T, Vg 50 X Entryn 103 ®T " hRyo.
Symbol: imm.getDebuggedtame
Likely type: method Debugger.getDebuggedMame
def Debugger.getDebuggedName(self)
Get debugged name

@rype: STRING
@return: Mame ofthe Process heen debugged

[ P 3-7. getDebuggedName method]

Immunity Debugger Python Shell Z E|[Z|

>>>debuggedName = imm.getDebuggedName|]
>>>debuggedName

'reverseMe.exe’

|

[ 38 %01 1 ¢ |

4 Immunity Debugger - reverseMe.exe — [Immunity Debugger Pyi

File  Miew Debug Pluging ImmLib  Options  Window Help Jobs
o™ BEE X p I M HELEY 1 emtwh c!

>»>currAddr = imm.getModule[imm.getDebuggedName([)]. getEntry|)
>>>currAddr

4198400

>>>hex|[currAddr]

'0x401000'

222

[ B39Entry 4 ]

imm.Log( SOEP: 0x%08x$ % currAddr)
Immunity Debugger / € Log Datat/ (rOEP: 0x%08R % currAddr) =|=A € 9 o Logn
> Ty o .imm.Log(Hello World! Bn  # . 3 HelloWorld!n v L ¢




4. Immunity Debugger, - reyerseMe.exe - [Immunity Debugger Pyt

File Miew Debug Plugins Immbib  Options Window Help Jobs

(O™ EE «x» N H2AL4Y+ 1 emtwhckPp

»>>currAddr = imm.getModule(imm.getDebuggedName()].getEntry()
»>>imm.Log["OEP: 0x%608x" 26 currAddr]
0

33>
[ B 3-10. Entryn Logdatawindow T Ao , ]

Log data

[ P 3-11. Logdatawindow/ A oy Entry]

imm.Logmethod/ & 20K [ B 312] -~ Ayo., =~ [ B 3-13M A argument > L

WA 4 Logdata window/ texth “~w 4 * B w

Symbal: imm.Log
Likely type: method Debugger.Log
def Debugger.Log(self, msa, address=0, highlight=False, gray=False, focus=0)
Adds a single line of ASCI text to the log wind ow.

LAvo.

@tvpe msg: STRING @param mso: Message (max size is 255 bytes)

@type address: DWORD @param address: Address associated with the messaoge
@type highlight: BOOLEAN @param highlight: Set highlight text

@type gray: BOOLEAM @param gray: Set gray text

[ B 3-12. Log method ]

Immunity Debugger Python Shell

Address | Message
>>>»imm.Log["HelloWorld™, 0, True, False]
0
>>>imm.Log["HelloWorld™, 0, False, True]
0

>>>imm.Log['HelloWorld"]
0
>33

[ P 3-13. Text highlight & gray & normal ]



goodB oy = 0x401218
badBoys = 0x40107D, 0x4010F7
goodBoy¥ badBoysh ¢ .. wyo.nw/ ef"KbYief t€ 2L " n”
O, Ayo.

0x401218 (goodBoy)
4 [5[E

[ 3-4.goodBoy, badBoys]

[ 34 OFK 1’ "+ E yARF f§ yART T= HIES Q

Line 19 ~ 32

while(currAddr!=goodBoy):
opcode = imm.disasm(imm.getRegs()['EIP])
if (opcode.isIJmp() or opcode.isConditionalJmp()):
""currAddr.jmpaddr=badBoys
if opc  ode.jmpaddr==badBoys[0] or opcode.jmpaddr==badBoys[1]:
size = opcode.getOpSize()
nop ="' \x90'* size
imm.writeMemory(currAddr,nop)
cu rrAddr.jmpaddr=goodBoy""
else:

nm

if opcode.isConditionalJmp():
imm.writeMemory(currAddr,’ \ XEB')
imm.stepOver()
currAddr = imm.get Regs()['EIP"
imm.stepOver()
return O

while (currAddr != goodBoy)
+ scripf A " » X% STiwyo. Loopv 17 whiel O 4~ wy E curAddr>
goodBoy>' "~ n Ql i miyo.




opcode = imm.disasm(imm.getRegs()[ EIPJ)
opcode/ EIP(Extended Instruction Pointer) Register" " 1 2 i 1 opcoden K'Ayo.

Immunity Debugger Python Shell E|§|E|

>»>opcode = imm.disasm[imm.getRegs[]['EIP)
>»ropcode

{libanalize.opCode instance at 0x03B2BCD&>
Py

opcode/ EB e fflEn 90+ Blen Q@ + ' Ayo.

Immunity Debugger Python Shell |Z||E|[z|

>>»>opcode = imm.disasm[imm.getRegs[|['EIP']]
>>»>opcode

<libanalize.opCode instance at 0x03BZ2BCD&>

getDump()" + o~ fH& € opcode" ot BN 4+ o BAvo.

[ 3-5.o0pcodeQ® I, ]

if (opcode.isIJmp() or opcode.isConditionalJmp()):

wy v Y O . opcode” istp=|=~ t isConditionalJmp™ =, wv =|= ‘BY T Yyo.isimpie
JVPE T, n - | isConditonalJmpie JE,JNZ -~ E wy T n  yo.
if opcode.jmpaddr == badBoys[0] or opcode.jmpadr == badBoys[1]:

+K/ 14 wy v Zfyo.opcode" T, -t wy T ™ 3 5{ 1 padBoys(0x40107D,

Ox4010F7F x_. 4 -~ L 2 wy f "Ev yo.

size = opcode.getOpSize()
size n ©/ byteC3>-T wY F "Ev opcode OpSize> L KAyo.sn et opcode/
BA00S o+ B o3 opcode.getOpSize()T >k 2" Yyo.
Immunity Debugger Python Shell |:||§|E|
>>>opcode = imm.disasm(imm.getRegs[['EIP")

>>>opcode
<libanalize.opCode instance at Ox03ABBFAB>

»>>size = opcode.getOpSize[)
»>rsize

2

>33

[ P 3-14. Opcode size . | ]




nop = § x908* size
nopn @/ 1 fF size \ x90L KAypo.size" 223 nopn @/ K \x90" M K et
"7 Yyo.

Immunity Debugger Python Shell g@@

>>rsize

2

>>>nop = "Wx90' * size
>>>nop

"Hx90Hx90'

>>>nop = '"Wx90' * [size * 2)
»>>nop

"9 0#<9 09 0B 90"

>33
___________________________________________________________________|

[ P 3-15.nopn w/ sizer \ X90K . ]

imm.writeMemory(currAddr, nop)

curAddr " n~ B i/ nopncow/ ei B >4 \x0l O yo. o, badBoys" "
€51/ 0x90Mmop)l QA T, " J++m Q° wo.6Gn  Bel O3 v~ #
' .[ P 3-16]k writeMemory n . % reverseMe.exer Entry? y 0. r6A OO0R
Ayo.[ B 3171k Entryy Yi 0 1 fF 2byter rooR
wo.[ B 3181k writeMemory" U s

L writeMemory method n  # «
H r6A00RE r9090R; T n . Y

0
0
: O
: [
MOL D0 FTR D

0 L
[ B 3-16. Before writeMemory Entry ]

Immunity Debugger Python Shell g@@

>>>opcode = imm.getRegs(['EIP']
>>>hex(opcode]

'Ox401000L"

>>>

>>>nop = "#x90" * 2

F>rnop

WO 0890"

>3
>>>imm.writeMemory(opcode, nop)
2

>33

[ P 3-17.nop0, ]
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else:
if op code.isConditionalJmp():
imm.writeMemory(currAddr, 8 xEB3J
M K ifv/ b elses “yo.opcode" T, t+ wy T, " dn, badBoys" "n~ &
> on , 1/ opcode” wy T, a3 curAddr+ " R~ €51/ AxEB8 Ovyo.
(\ xEBE assemblyr 3 JMP" Yyo.o,wy T B /i wy T, A ol
vo)

imm .stepOver()
wy v oM §t” + A stepOverr Al a A yo.[ B3197 Ef/ KD

A Y3 7 2aA5iina 0" Ht En, <Yy Ef
Symbaol: imm.stepOver
Likely type: method Debugger. stepOver
def Debugger.stepOver{self, address=0)
Step-Over Process untill address.

@type address: DWORD
@param address: (Optional, Def= 0) Address

[ B 3-19. stepOver method ]

currAddr = imm.getRegs()[ EIPS \
currAddr/ -~ Registers>s X EIP L KApyo.Lloopn 2 A Ew B+ A1 N3+ —
A 2in "N ¢k st X% STivo.
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>>>currAddr = imm.getRegs[J['EIP']
> > >hex[currAddr]

'0x40100cL’

P>

[ 8320.EIP "N~ ¢ ]

imm .stepOver()
currAddr+ >+ goodBoy¥ -~ @h Loopv £ Ut 3 stepOvert Al x a2 A yo.

return O
Main «/ OL = T o ybl-8 yo.
Line 34 ~ 35
if __name__ =="_ main__"
print "This module is for us e within Immunity Debugger only"

[ B321MA shel A H ,t Oos/ " yARnn O0+5, — STiyo.



Shell - Konsole

python immunity.py
This module is for use within Immunity Debugger only.
b1
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reverseMe.exed Immunity Debugger / A &~ & scriptn  § S Ha ceqT AT
stepOverr 3 A g, HWEwWY/ fAA[©o>0 ceqT 08 4 E yARi R 2
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A pefile module R http://code.google.com/p/pefile
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A Lenal51 tutorial 01, 02  Script - http:/forum.immunityinc.com/index.php?topic=141.0
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