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Synopsis 
 

 

ỹ ᵑ ῠѤ Ợג╪זᶔ ы̯Ϯ ỹ ᾔ╪ Ϯ₡ּת ΏῷἌ ̆Ỹ Қ ♠╪ ▓╙ ˦╪ѻ. ͎

ԅѤ ỹ ״ ᵑ ө‡ Ṓ̆ ἵᵙʺ Ϯּת Ώ╖ᶔ ỹ ᾔ╙ К‡ṕѻ. ͎מҵ ỹ ᾔ╪ Ϯ₡

Ώ╖ᶔ ỹ תּ ᵑ ֹ‡Ṓ̆ ỹ ᾔ╪ Ϯ₡Ѥ ̯ᶆ╪ ᵢ ╬ תΏ Ѥּ בֿ ѻ. ᵣ– ᵢ  

▓ѻᶔ ỹ  ϥ⁄ Ҁᴎ▓Ѥ ‖╘ Ợᵑ ̯ᶆ⁄ КѤҥ ͎ᴅ˭ ѻ Ṓᶔ ˭ ᵢ ˌ↕תּ

ϱ ỹ ᾔ╪ ԑ‡ⱨ Ϯʺ̆ ѻᾎ ⱳᵞ ᶔ ỹ ᵑ Ợ↔  ὡ ▓˭ ӈѻ. ϱ ─₮ ˉ╘ ˿↕

ҵ Reverse Engineering(⁵ ̑ )╙ Ἄ ᶷⱠᵑ ˺   ˿↕ʺ ῷѴͥ Ỹʻ ѻ. 

ṕ ᶷἌ⁄Ἄ ѻᴴ̆ ▓Ѥ Crackme 10ꜙ ╪Ѥ ─⁄Ἄ …͕  ỹ  ̆ Ѥ ḹ̓ ẋᾌ

ѻ̆ Ṗ ὡ ▓ѻ. CrackMe⁄Ἄ Ⱡᾎ ̆ ▓Ѥ ᶷⱠө╙ ╪׳♇ ׳ Ḣḹ╙ ҿ∟ ⁴ Ἓ̑ ᶉ

ᾎּתʺ ֶ˭ ᶔ ӇѤ ˦╪ѻ. 

ṕ ᶷἌ⁄Ἄ ѻᴴѤ CrackMe ᶷⱠѤ Key˃  ͙, Keygenᵣө͙, Keyfileᵣө͙, ˿↕╥ὡ 

פּ ͙, ░ᴏ  ˃ᵡѻ ѻᵐ Serial ͙ Ӯ╪ ▓ѻ. ϮѤ ╪ ᶷἌ⁄Ἄ Ѿὣ  Ἓ̑ᶉᾎּתᵣ

╙ Ṓ͙ ─ Ἄ CrackMeᵑ ╪ Ѥ ˦╪ ῷѱג Key˃ ╙ ỸἛ Ѥ CrackMeגᶔ Reverse 

Engineering(⁵ ̑ )╙ Ἄ ‡Ԑ ̑ᾏ╖ᴛ Key˃ ╙ ỸἛ Ѥּת ῷϿ̆, ͎ Key˃╙ Ỹ

Ἓ Ѥ ᴛ͎ע╙ ӻᴛ ᵣө‡, ╪ ᶷἌᵑ ṒѤ Ợז╪ CrackMe⁄ ҍ  ♬  ╪ ᵑ  

ὡ ▓ҵᴜ Яᴏ ₄ѻ. 

╪ ᶷἌᵑ  ‡ᴎ∑ ′╪ Ṓ͙ ─ ἌѤ ͙ṕ♠╬ Assembly ּתᾏ╘ ˇ ̆ ▓‡‒ ѻ. 

ᵡּתᵢ╖ᴛ ╪ ᶷἌʺ Reverse Engineering⁄ ░ᶷ ᴎѤ Ṫө⁄˭ ҵ∑╪ Ӈ͙ᵑ ▓͙ᵑ 

ḕהѻ. 
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0x0001 ᶙ  

 Ḵ  CrackMe⁄ἌѤ GetDlgItemTextˉ╘ APIŋ  Ợ↔ ѱѻ. XOR⁷ụ╙ ╪↔ Ἄ ᵣө

ᴛ ╪ ḓ ṪἍ╖♠♩אַ ╙Ѥ Serialתּ‡ ѱѻ. 

 

0x0002 ṧἊ Ḑ ╧ 

 

 

[͋ᵚ1-1. Duelist ŝs Crackme #1 ᾏ ᶑ] 

 

[͎ᵝ1-1]⁄Ἄ ṒᾎѤ ḕ₮ ˉ╪ DuelistŚs Crackme #1╘ ᾅ Ḗᾅ⁄ ♬ ӥᵑ ░ᴏ

ҵᴜ ⅝̯ ̆ ▓ᾋѱѻ. 

 

 
[͋ᵚ1-2. ▲ᶠӅ Ӣʷ █ᴌӄ‰╖ Ԃ ṏד⁭ѡ ᶆᾋּקḓᾂ] 

 

↕ἐ Ὠ▫ 1╙ ░ᴏ Ἄ ‡Ԑ ᶉᾎּתḖᾅʺ ֶѤּת ╬  Ṓ ᾋѱѻ. ͎ץҗѱ ◄ᶣӈ 

ӥᵑ ░ᴏ ₄̆ ѻᾎ ᾎҵ ╬ ḖᾅᵑתѤ ᶉᾎּג  ὡ ▓‴ᾋѱѻ. 

 



╪Ⱡ OllyDbgᵑ ╪↔ Ἄ ṪἍ╙ ҵᴜ ˳ᾋѱѻ. OllyDbgᵑ ╪↔  DuelistŚs Crackme 

#1╙ ⁸‡ Ṓ ᾋѱѻ. 

 

 

[͋ᵚ1-3. OllyDbg ᴘ ⁵‰╖ Ԃ ṏ╧ѡ ӢӦ] 

 

 ᾅ ᴞ ḕᵑ ῷמᴛ ϿᵙᶔἌ ╬ Ṓ ᾋѱѻ. ⱳ͔ ϿᴎʺṒѱ ѻ╛̓ ˉ╘ 

APIŋ  ╬  ὡ ▓‴ᾋѱѻ. 

 

 

[͋ᵚ1-4. GetDlgItemText API]  

 

 

GetDlgItemText API╥ ҍ  ἒᶘ╘ ѻ╛̓ ˉᾋѱѻ. 

UINT GetDlgItemText( 

HWND hDlg,  // ᴞ╙ ʺּ̆ת ▓Ѥ ┌ҵ↕╥ ө 

    int nIDDlgItem,  // ᴞ╥ ID 

    LPTSTR lpString, // ᶷ▫⁸╙ ҹᴎḚ͙ ─  Ḳ  ╬  

    int nMaxCount  // Ḳ ╥ ͝╪. Ṫ  ͝╪╥ Ḳ ᵑ Ⱡ̑ Ѥ ˦╪ ꜜ╛ 

); 

ἒᶘ 

WM_GETTEXT ᶉᾎּתᵑ ᴞᴛ ṒϿ ᴞ╥ ᾅ ᵑ ▄‡ lpString Ḳ  .ѻר√ ⁄

ᵣ– Ḳ  ͝╪(nMaxCount)Ṓѻ ᶷ▫⁸╪ җ ͝ᶔ ᶷ▫⁸╘ ◄ᴎֿבѻ. 

 

[͎ᵝ1-4]₮ GetDlgItemText APIἒᶘ╙ Ṓᶔ ῼ ὡ ▓ӭ╪, Ḳ ╥ ͝╪Ѥ 0x24 ░ѱѻ. ͎



ᵙ̆ Ḳ ʺ ▓Ѥ ̐╘ 004020F7╪גѤˢ ῼ ὡ ▓ᾋѱѻ. Ḳ ʺ ▓Ѥ ̐╙ Ṓ˳ᾋѱѻ. 

 

 

[͋ᵚ1-5. 004020F7 ḯ ʷ ▐ѡ ̍] 

 

[͎ᵝ1-5]⁄Ἄ ẙʼ ӎᵙᴛ ӑױ ᾢ╬ ̐╪ Ḳ ░ѱѻ. API ἒᶘҍᴛגᶔ ↕ᵙʺ ░ᴏ

Ѥ ˃╪ ╪̐⁄ ♇◑Ӊ ˦░ѱѻ. ᾒⱠᴛ ˃╙ ░ᴏ ̆ Ḳ ⁄ Ͽ↔╪ ♇◑ӇѤּת ╬

Ṓ˳ᾋѱѻ. 

 

 

[͋ᵚ1-6. ˀ╧ █ᴌӅ ╢ ḯ ] 

 

ŗthis is buffer?גѤ ᶷ▫⁸╙ ░ᴏ Ṓѱ ҉ ₅⁵⁄ ˃╪ ♇◑ӈ ˦╙ ╬  ὡ ▓‴

ᾋѱѻ. ╪Ⱡ [͎ᵝ1-4]╥ GetDlgItemText API ╪ ╥ ӥᵑ Ṓ˳ᾋѱѻ. 

 

 

[͋ᵚ1-7. GetDlgItemText ╧  Ӣ] 

 

[͎ᵝ1-7]╘ 00401107╪  ḕᴛ ╪‡ּתѤ ӥ░ѱѻ. [͎ᵝ1-7]⁄Ἄ Ṗ ὡ ▓ӭ╪ ʻ 

ӥᵡѻ לἍ╙ Ҁῷ й ᾋѱѻ. 

 

0040110C xor eax, eax 

// ˆ╕ ˀ╖ XOR⁴Ợ ͖ Ԃᶴ› 0╧ ӈѮѸ. 

0040110E cmp byte ptr ds:[eax+4020F7], 0  

//1byte ѻ⌐╢ ϼ↑[eax+4020F7] ╖ 0̐ Ẉ̧ ѮѸ. 

00401115 je short due -cm1.0040112F 

// ᵠ0040110 ‏E›Ἁ Ẉ̧  ϼ↑╧ ˆѸᶑ 0040112Fᴘ ṧ͖ ѮѸ. 

00401117 xor byte ptr ds:[eax+4020F7], 43  



//1byte ѻ⌐╢ ϼ↑[eax+4020F7] ╖ 43̐ xor ⁴Ợ ѮѸ. 

0040111E xor byte ptr ds:[eax+4020F7], 1E 

//1byte ѻ⌐╢ ϼ↑[eax+4020F7] ╖ 43̐ xor ⁴Ợ ѮѸ. 

00401125 xor byte ptr ds:[eax_4020F7], 55  

//1byte ѻ⌐╢ ϼ↑[eax+4020F7] ╖ 43̐ xor ⁴Ợ ѮѸ. 

0040112C inc eax 

//eax ᵎ 1ּצʷ ᾋ ѮѸ. 

0040112D loopd short due -cm1.0040110E 

//0040110E ᴘ ӄҶῳ ʿѮѸ. 

0040112F cmp eax, 0 

//eax ˀ╖ 0̐ Ẉ̧ ѮѸ. 

00401132 jnz short due1-cm1.0040114C 

//eax ʷ 0╧ ῳѮׇᶑ 0040114Cᴘ ṧ͖ ѮѸ. 

//0 ╧ׇᶑ ṧ͖ שּ Ὸ̃ קּ ѮѸ.(0╧ ῳѰ ˼→ѡ █ᴌ ˀ╧ (.ѸѮ█→˼ ѡ‮ 

 

╪ ᵑ ҽ͙ ─  ᾒⱠ ̓♬⁄ ҍ  Ϯ Ϯ ‡ʺᶔἌ ‡Ṓ˳ᾋѱѻ. ↕ᵙʺ ᾅ

Ḗᾅ⁄ aaaaŋ  К‴ѻ̆ ʺ♬ ᾎѻ. ͎ױᶔ aaaaѤ  Ἄ ╬ Қ GetDlgItemText APIᴛ 

╬  004020F7 ₅⁵╥ Ḳ ⁄ ♇◑Ӊ ˦░ѱѻ. ╬ Ṓ˳ᾋѱѻ. 

 

 

[͋ᵚ1-8. █ᴌ  aaaa] 

 

[͎ᵝ1-8]⁄Ἄ Ṓ╪Ѥ ˦ ᴀ Ḳ ⁄ ◄ ө‡ʼ ˦╙ ╬ ₄ᾋѱѻ. ͎ᵙ̆ ░ᴏ  aaaa

˃╪ 0040110C~00401132╥ ᶘᴖ‡ө╙ ˞ ᶔἌ ‡֒˭ ṉ Ѥּת ╬ Ṓ˳ᾋѱѻ. 

 

↕ἐ 0040110C~00401132⁄ ʻʻ Ẅᴆ╪ ╬ ᵑ ἒ♬ ѱѻ. Ẅᴆ╪ ╬ ᵑ ἒ♬

Ѥ Ḣḹ╘ Ẅᴆ╪ ╬ ᵑ ἒ♬  ̐⁄Ἄ F2 ᵑ ыᵎ˞Ϯ ᵡ↕ᾅ ↕ ᵚ  

Breakpoint  Toggle ╙ ἐ ᶔ Ӌѱѻ. ͎ױᶔ [͎ᵝ1-4] ᴀ לἵ ṨṪ╪ ẙʼự╖ᴛ 

ṉ Ѥˢ Ṗ ὡ ▓ᾋѱѻ. ḕᴛ ͎ Ữ ʺ Ẅᴆ╪ ╬ ʺ ἒ♬ӈ Ữ  ░ѱѻ. 

 

 

[͋ᵚ1-9. → ᵗ ‭ᶆљ╢ ẁᴃ╧ ╩  Ἇ♩ ͖] 

 

Ẅᴆ╪ ╬ ᵑ ἒ♬ ᶔ [͎ᵝ1-7] ᴀ Ṓ╪Ѥ ˦╙ ╬  ὡ ▓ᾋѱѻ. ͎ᵙ̆ ϮἌ 

Ѿ ῷ╪ ө ַא⁄ ᾒ Ḳ ╙ яױṘѱѻ. ⁴תּʺ ױ Ѿ ῷ╪ ө╪ ▓Ѥҥ  ἒᶘ



˳ᾋѱѻ. 

 

 

[͋ᵚ1-10. OllyDbg ╢ ѻ  ῳ╧ Ӧ] 

 

ᾒ Ḳ ╙ ыᵎᶔ CrackMe ᶷⱠ ᶔ╪ ֶѤˢ Ṗ ὡ ▓ᾋѱѻ. ͎ױᶔ ᾅ Ḗᾅ⁄ 

aaaaŋ  ░ᴏ ̆ Ḳ ╙ яױṒ˳ᾋѱѻ. 

 

 

[͋ᵚ1-11. ᾏ ╧ẁᴃ שׂ  ╩ ʷ Ἇ♩Ӆ ̍›Ἁ ╪ᾋ ♩ּקӅ ừ ] 

 

╪ᶔ [͎ᵝ1-11]⁄Ἄ ṒᾎѤ ḕ₮ ˉ╪ Ẅᴆױ͎ ╬ ʺ ἒ♬ӈ ̐⁄Ἄ ▀ᾎ ♬ּתӉ 

˦░ѱѻ. ͎ᵙ̆ Registers (FPU)ŋ  ╬ Ṓᶔ ◓ ᴆּתᾅ ╥ ˃╙ ῼ ὡ ▓ᾋѱѻ.  

 

 

[͋ᵚ1-12. 0040110C›Ἁ ╪ᾋ ♩ּקӅ ừ ╢ Registers (FPU)]  

 

[͎ᵝ1-12]ᵑ Ṓᶔ EAX̋  000000004╬ˢ Ṗ ὡ ▓ᾋѱѻ. 0040110Cʺ ֿב Ӈᶔ ῷᵡҵ 

EAXѤ 00000000╪ Ӊ ˦░ѱѻ. ⃰Ј ᶔ ˉ╘ ˃╙ XORᾎ ᶔ 0╪ Ӈ͙ ԅᶷ░ѱѻ. 

ӥʺ ▓Ѥ ̐⁄Ἄ F8 ᵑ яױ Ḵ Step-Overᴛ ֿב  ᾎ   ‡Ԑ ṉ ʺ Ỹ͙Ѥּת ╬

 Ṓ˳ᾋѱѻ. 



 

[͋ᵚ1-13. Step -Over ּש   Registers (FPU)╢ ᶑ] 

 

EAX ᴆּתᾅ ʺ 00000000╪ ӈ ˦╙ ╬  ὡ ▓ᾋѱѻ. [͎ᵝ1-12]⁄Ἄ EAX̋  

00000004╬ ˦╘ ↕ᵙʺ ░ᴏ  aaaa╥ ͝╪ʺ 4╪͙ ԅᶷ░ѱѻ. 6ˌ╥ ᶷ▫ᵑ ░ᴏ ᶔ 

EAX ᴆּתᾅ Ѥ Ṫᶘ 00000006╪ Ӊ ˦░ѱѻ.  F8 ᵑ ыᵎᶔἌ Step-Overᴛ ́ἶ 

בֿ ˳ᾋѱѻ. 

 

 

[͋ᵚ1-14. 0040110Eᴘ  ѻ˾ ּש Ӆ ᶑ] 

 

 Ѿ́ ֿב ӈ Ữ ⁄Ἄ ᶉᶛᵙ Ͽ↔╪ ᾎӇѤ ṨṪ╥ ḕᴛ ├ṨṪ╙ Ṓᶔ ӥ⁄Ἄ 

ⱳ Ѥ לἵʺ ʺּ̆ת ▓Ѥ ҥ╪  ˃̓ ◓ ӥʺ ‡Ӱ⁄Ἄ Ṫ͙ Ӈ‡ ₵Ѥּת ♬Ṓᵑ 

ῼᴎלѤ Ͽ↔╪ ▓ᾋѱѻ. 

 

[͋ᵚ1-15. 0040110E Ӣ╢ ϼ↑̐ ḯ ╢ ϼ↑] 

 

Ḳ ͔תּ (004020F7)⁄ ↕ᵙʺ ╛⁄ ░ᴏ  aaaa̋  ө‡ ▓Ѥ ˦̓ 0040110E ӥʺ 0

̓ ẋ̪ ᴎ̆ Ѥ ҥ╪ ʺ 0x61  (řaŚ)גѤ ˦╙ [͎ᵝ1-15]ᵑ  ╬  ὡ ▓ᾋѱѻ. 

ẋ̪ ᴎѤ ҥ╪ Ѥ ѻᵎ͙ ԅᶷ⁄ 00401115⁄Ἄ Ṫ͙ בֿ Ώ╙ ˦░ѱѻ. ́ἶ תּ  

Ṓ˳ᾋѱѻ. 



 

[͋ᵚ1-16. 00401115 ᴘ  ѻ˾ ּש Ӆ ᶑ] 

 

 

 

 

 

₉Ữ Қ ҥᴛ Ṫ͙ ╬ Ώ ᾋѱѻ. [͎ᵝ1-17]╙ Ṓᶔ Jump is NOT taken ᶷ̯ᵑ תּ  

ὡ ▓̆, [͎ᵝ1-16]╥ לἵ ₡ᵐ ╥ ủ ʺ ự╖ᴛ Ṫ͙Ӊ ̐╙ ʺᵙ ̆ ▓ᾋѱѻ. 

 

[͋ᵚ1-17. 00401115 Ӣ╢ ϼ↑] 

 

́ἶ ֿב ˳ᾋѱѻ. 

 

 

[͋ᵚ1-18. 00401117 ᴘ  ѻ˾ ּש Ӆ ᶑ] 

 

◓ EAX ᴆּתᾅ ˃╘ 0░ѱѻ. ͎ױᶔ 00401117 ӥ⁄Ἄ ds:[eax+4020F7]╘ 

ds:[0+4020F7]╪ Ӈ̆ ͎˦╘ Ḳ ╥  Ḵ  ▫ᵙᵑ Ϯ Єѱѻ. 0x61 (řaŚ) ░ѱѻ. ╪˦̓ 

0x43╙ XORᾎ Ѥ ˭ ╪Ḵ ӥʺ Ѥ ▀░ѱѻ. ́ụ╙ Ṓѱ 0x22ʺ Ϯ₵ᾋѱѻ. Ḳ

⁄ ῷʺἌ ḕϔ‴Ѥּת ╬  Ṓ˳ᾋѱѻ. 

 

[͋ᵚ1-19. ḯ ╢  ḱ  ˀ╧ 0x43̐ XORӄ„ Ḓϒ ᶑ] 

 

Ḳ ⁄Ἄ 0x61╪ 0x22ʺ ӈ ˦╙ ╬ ₄ᾋѱѻ. ͎ױᶔ 0040111E~00401125╥ XORҵ 

‡  EAX ᴆּתᾅ ʺ 0╪͙ ԅᶷ⁄ Ḳ ╥  Ḵ  ▫ᵙᵑ XOR ˭ Ӊ ˦░ѱѻ. ͎ᴀ 



↕ἐ 0x22₮ 0x1Eŋ  XOR ̆ ͎ ˺̓˃╙ ѻᾎ 0x55₮ XORᾎ  ˥ѱѻ. 00401125ּͥבֿ ת

̆ Ḳ ╥ ˃╪ ‡֒˭ ṉ Ѥּת ╬ Ṓ˳ᾋѱѻ. ▀Ѿ ֿב ͙ ♣⁄ ́ụ╙ ᶀ♇ 

Ṓѱ 0x22₮ 0x1Eŋ  XORᾎ җѱ 0x3C̋  Ϯ₵ᾋѱѻ. ͎ᵙ̆ 0x3C₮ 0x55ᵑ XORᾎ җ

ѱ 0x69 (řiŚ)ʺ Ϯ₵ᾋѱѻ. ֿב   Ḳ ╥ ˃̓ ́ụ ╬ תּ╘ˉ ╪˃   Ṓ˳ᾋѱѻ. 

 

[͋ᵚ1-20. ḯ ╢  ḱ  ˀ╧ 0x69 ( Ŝiŝ)ᴘ Ḓϒ ᶑ] 

 

 

 

[͎ᵝ1-20]⁄Ἄ ֿב   Ḳ ╥ ˃̓ ́ụ  ˃╪ ˉ╘ ˦╙ ╬  ὡ ▓‴ᾋѱѻ. ѻ╛ 

ӥᵑ ֿב ˳ᾋѱѻ. 0040112C ╬ inc eax░ѱѻ. incѤ 1╙ ּשʺ  ‡Ѥ Assemblyᶘᴖג

░ѱѻ. ּס EAXŋ ᾎ ʺש1ּ   ˦░ѱѻ. ӥᵑ ֿב   Registers (FPU)⁄Ἄ EAX ᴆּתᾅ

╥ ṉ ᵑ ╬  Ṓᶔ Ӊ ˦░ѱѻ. 

 

[͋ᵚ1-21. inc eax  EAX Register╢ Ṇ  ᶑ] 

 

 EAX ᴆּתᾅ ʺ 00000001ᴛ ṉ  ˦╙ [͎ᵝ1-21]⁄Ἄ ╬  ὡ ▓ᾋѱѻ. ḕᴛ ѻ╛ 

ӥᴛ ֿב  ˳ᾋѱѻ. [͎ᵝ1-22]⁄Ἄ ṒᾎѤ ḕ₮ ˉ╪ 0040112D⁄Ἄ 0040110Eᴛ ẙʼự 

ủ ʺ Ϯ Ϯ ▓ᾋѱѻ. ḛּת⁄Ἄ ᶜ♠ּתּͥת╥ Ṫ͙ᵑ Ϯ ϿѤ ủ  ░ѱѻ. [͎ᵝ

1-16]⁄Ἄ ự ủ Ѥ ⱳˠ╪ ᵣⱴ Ώῷ Ṫ͙ תּ ֽ ╙╛Ώ תּ ѱѻ. 

 

[͋ᵚ1-22. 0040112D ᴘ  ѻ˾ ּש Ӆ ᶑ] 

 

 



[͋ᵚ1-23. 0040112D Ӣ╢ ϼ↑] 

[͎ᵝ1-23]⁄Ἄ Loop is taken ╪גѤ Ͽ↔╙ ╬  ὡ ▓ᾋѱѻ. ᶜ♠ּ0040110 ╬תEᴛ 

Ṫ͙ ѱѻ. 

▀Ѿ ⁴ּ͙ͥת ▀‡ϱ ▀ө╙ ♬ᵙ  ⅝ʺ ▓ᾋѱѻ. ὣ ♠╖ᴛ ʻʻ╥ ӥʺ ֿב Ӈ

ⱳ גᵣ ͎ ᶛӧ ˭ ʻ▫ ӻᴛ ЯѤ ˭ ῷѱתּ‴ ᵑ ╪ᴴ͙ ԅᶷ░ѱѻ.  

0040110C⁄Ἄ EAX ᴆּתᾅ ᵑ 0╖ᴛ ͙  ᾎ ᾋѱѻ. ͎ᵙ̆ 0040110E⁄Ἄ Ḳ ╥ 

˃̓ 0╙ ẋ̪ Ἄ Ṫ͙⁴Ṩᵑ ˺♬ ₄ᾋѱѻ. ╪ ṨṪ╘ Ữ҉ ⅝אַ  ѱѻ. 0040112D⁄

Ἄ 0040110Eᴛ ᶴⱳˠ Ṫ͙ Ѥ Loop⁄Ἄ ַאʼ⁄ Ḳ ╥ ˃̓ 0╙ ẋ̪ Ἄ …Ɫʺ ⱳˠ

╪ ᵣⱴ ᶔ Loopᵑ ẖⱨϮʺ͙ ԅᶷ░ѱѻ. 

00401117~00401125╥ ⁷ἶӈ XOR⁷ụҵ э ⁴˵ Ṗ ⅝ʺ ▓ᾋѱѻ. ‡Ԑ ˃╙ XOR

⁷ụᾎ   ѻᾎ ˞ξᴛ XORᾎ ᶔ ∟ ╖ᴛ ṓ∟  ὡ ▓˭ Ӌѱѻ. ⁴͙Ἄ XOR⁷ụ⁄ 

ҍ Ἄ …͕  ╪┬Ѥ ᵡּתᵢ⁄ ᴛ͎מḒ╙ Ἄ ╬ ҵᴜ ˳ᾋѱѻ. ͎ᴅ˭ XOR

⁷ụ╙ 3Ḵ ϥϿ̆ ϱ  0040112C⁄Ἄ EAX ᴆּתᾅ ᵑ 1ּשʺ ᾎ ˭ ӇѤҥ ╪˦╘ Ḳ

╥ ѻ╛ Ḵ  ҥ╪ ᵑ ▄‡₡͙ ─ ░ѱѻ. 

♬ᵙ Ṓᶔ Ḳ ╥ ҥ╪ ᵑ  ˌ  ˌ ▄‡₡ᶔἌ 3Ḵ XORᾎ ̆ Ḳ ⁄Ἄ ▄‡₡Ѥ 

ᶔ Ṫ͙ג╪0 ╪˃ ⁴ Loop ḗ╖ᴛ ẖⱨϮ˂ѱѻ. ͎ᵙ̆ ѻᵐ ӥᵑ ᾒ  ˦░ѱѻ. 

♬ᵙҵ ϥϱ ˞ ˉ╖ѱ ́ἶ ֿב ˳ᾋѱѻ. 

 

[͋ᵚ1-24. loop ʷ ϢϮ  ḯ ╢ Ң╧ ] 

 

F8 ᴛ ́ἶ ֿב ╙ ᶔ Ḳ ╥ 4Ḵ  ҥ╪ ᵑ 3Ḵ XORᾎ   EAX ᴆּתᾅ ᵑ 1ּשʺ

ᾎ Ἄ EAX ᴆּתᾅ ʺ 00000004ʺ Ӈᶔ Ḳ ╥ 5Ḵ Loopᵑ ҹ˭ Ӌ ̆תּʺ ╙00 ╬˃ 

ѱѻ. 

ᶔ 0040110E⁄Ἄ Ḳױ͎ ╥ 5Ḵ  ˃̓ 0╙ ẋ̪ Ѥҥ ╪˦╘ ⱳˠ╪ ᵣⱴӇḃᴛ 

00401115⁄Ἄ 0040112Fᴛ Ṫ͙ ˭ Ӌѱѻ. 

 

[͋ᵚ1-25. 0040112Fᴘ ṧ͖  ᶑ] 

 



0040112F⁄Ἄ EAX ᴆּתᾅ ╥ ˃╙ 0̓ ẋ̪ ⁴ 00401132⁄Ἄ ⱳˠṪ͙ ̆ ▓Ѥˢ 

[͎ᵝ1-24]⁄Ἄ Ṗ ὡ ▓ᾋѱѻ. 00401132╥ jnzᶘᴖ╘ 0040112F╥ cmpᶘᴖ ⅍ ╥ ╬▫ 

˃╪ 0╪ ῷѱגᶔ Ṫ͙ Ѥ ᶘᴖ░ѱѻ. ͎ᵙ̆ jnzѤ Jump Not Zeroג ╥ –▫ ╬ҥ ⁴͙

Ἄ ᵦ Ѥ ZeroѤ Registers (FPU)╥ Zᵑ ᵦ ѱѻ.  

 

[͋ᵚ1-26. Registers (FPU) ᶑ] 

 

Registers (FPU)⁄ Ṓ╪Ѥ ZѤ Zero FLAGŋ  ᵦ Ѥҥ ˺̓ʺ zero▐╙ ʺᵙ  ԅ Ợ↔Ӌ

ѱѻ. (RegisterϮ C, P, A, Z, S, T, D ̄ ╘ FLAGө⁄ ҍ  ἒᶘ╘ ╪ ᶷἌ⁄ ͙҅Ṓѻ ѻᵐ ᶷ

Ἄᵑ ̆ ᾎѤ ˭ ꜜ╙ ˦ ˉῷἌ ╪˦ө⁄ ҍ  ἝṨ♠╬ Ͽ↔╘ ּ҅ת Ώ˳ᾋѱѻ.) 

 

0040112F cmp eax, 0╘ EAX ᴆּתᾅ ʺ 0╪ ῷѱ͙ ԅᶷ⁄ Zero FLAG⁄ 0╙ ḙ ᶒ 

Ṫ͙ ˭ Ӌѱѻ. 

 
[͋ᵚ1-27. 00401132 ╢ ṧ͖] 

 

 Ἄ ἒᶘ ӭ╪ Ṫ͙ⱳˠ╪ Ἓᵞ ḃᴛ ẙʼự╖ᴛ ủ ʺ ḛּת⁄Ἄ ᶜ♠ּתᵑ ʺᵙ

̆ ▓ᾋѱѻ. F8 ᵑ яױἌ ֿב ᶔ 00401134 ӥᴛ ֿב ӇѤ ˦╪ ῷѱ0040114 גC 

ӥᴛ ֿב Ӈ˭ Ӌѱѻ. ᵣ– 0040112F⁄Ἄ EAX ᴆּתᾅ ╥ ˃╪ 0╪₄ѻᶔ ⱳˠ╪ Ἓᵞ

בֿ Ώῷ ḕᴛ 00401134 ӥᴛ תּ Ӈ‡ ↕ᵙ⁄˭ ░ᴏӈ ˃╪ ′ѻѤ ᶉᾎּתḖᾅᵑ Ṓ

 .ѱѻ░˦ ╙אּ ⁴



 

[͋ᵚ1-28. █ᴌӅ ˀ╧ [ᾂḓקּᾋᶆ ╢→˼ ╖‮ 

 

͎ᴀ F8 ᵑ яױἌ ́ἶ ֿב ˳ᾋѱѻ. 

 

[͋ᵚ1-29. 0040114Cᴘ  ѻ˾ ּש Ӆ ᶑ] 

 

00401158╥ callᶘᴖ╪ ֿב Ӈ͙ ♣ּͥ3 תˌ╥ ˃╙ ╬▫ᴛ Ợ↔ ͙ ─ Ἄ Stack⁄ 

PUSH Ѥ ˦ ˉᾋѱѻ.  Ḵ  ˃╘ 0x24, ӎ Ḵ  ˃╘ 004020D3ʺ ʺᵙ Ѥ ˃, Ἕ Ḵ

 ˃╘ 004020F7╪ ʺᵙ Ѥ ˃░ѱѻ. ͎̆ױ Ṓѱ Ἕ Ḵ  ˃╪ ↕ᵙʺ ░ᴏ Қ Ḳ

ᶔ 0040114E̋ױ͎ .ἵ░ѱѻל ╥  ʺᵙ Ѥ ˃╘ ᶴ″╬ּת ̺͔ ︡ѱѻ. ╬ Ṓ˳ᾋѱ

ѻ. 

 

 

 

[͋ᵚ1-30. 004020D3 ╢ Ң╧ ₫ ḯ › █ᴌ ⁭ XORᴘ Ṇ˼Ӆ Ң╧ ] 

 

ἵʺ ʺᵙל Ѥ ̐╥ ҥ╪ ᵑ ╬ ₄╖ѱ ѻᾎ ӥᴛ ҹῷʺ ֿב ˳ᾋѱѻ. 

 

[͋ᵚ1-31. F7 ᵎ ở↑ ‎  Ԃ] 

 

ӥᵑ F8 (Step-over)ᴛ ֿב ѻʺ 00401158̓ ˉ╘ ᶷ╙ ᵣϹ╙ ԅ ᶷ Ό╖

ᴛ ө‡ʺἌ ֿב ᴎᶔ F7 (Step-into)ᵑ ╪↔ ‒ ѱѻ. ͎ᴀ F7 ᵑ ╪↔ Ἄ ᶷ 

Ό⁄ ᶴ″╪ ▓Ѥּת ╬  Ṓ˳ᾋѱѻ. 



 

[͋ᵚ1-32. 00401158 Ӣ›Ἁ F7 ᵎ ̃ Ӧ„₠ call ϼṥ] 

 

004011C5 mov eax, 1 

//EAX Register⁄ 1╙ ṓỢ ѱѻ. (͙Ⱶ╥ Ͽ↔╘ ợⱠ Ӌѱѻ.) 

004011CA mov edi, [arg.1]  

//EDI Register⁄ 004020F7╙ ṓỢ ѱѻ. 

004011CD mov esi, [arg.2] 

//ESI Register⁄ 004020D3╙ ṓỢ ѱѻ. 

004011D0 mov ecx, [arg.3]  

//ECX Register⁄ 00000024ᵑ ṓỢ ѱѻ. 

004011D3 repe cmps byte ptr es:[edi], byte ptr ds:[esi]  

//REPE(Repeat until Equal) ̓ CMPS(Compare String)╙ ⱳ  ᶘᴖ‡ 

// ▀ Ѥ ҥ╪ ╪ᶉᶛᵙỮ╥ ҥ תԅּͥ פֿ‡‫ ʺ ᵑ ự ѱѻ. 

// ↕ᵙʺ ░ᴏ  Ḳ (004020F7)╥ ҥ╪ ₮ 004020D3╥ ҥ╪ ᵑ ẋ̪ ѱѻ. 

// ẋ̪  ҥ╪ ʺ ˉѻᶔ 004011D5⁄Ἄ 004011DDᴛ Ṫ͙ ᶒ ͎ᴅּת Ώ╖ᶔ Ṫ͙ ′

╪ 

// בֿ ᶒ, ᶷ╪ ϥϮᶔ 0040115Dᴛ ҹῷ˂ѱѻ. 

 

[͋ᵚ1-33. ᶴ╧ ϢϮ  0040115Dᴘ Ҷῳ₠ ᶑ] 

 

0040115D⁄Ἄ EAX ᴆּתᾅ ʺ 0̓ ˉѻᶔ 00401160⁄Ἄ Ṫ͙ⱳˠ╙ ᵣⱴᾎ ḃᴛ 

0040117Dᴛ Ṫ͙ ˭ Ӌѱѻ. 0040117Dᴛ Ṫ͙ בֿ ⁴ ╪ Ӈᶔ ◄ᶣӈ Serial╙ ░ᴏ ѻ

Ѥ ᶉᾎּתḖᾅᵑ Ṓ˭ Ӌѱѻ. ᵣ– Ṫ͙ בֿ Ώ̆ 00401162ᴛ ḕᴛ תּ ╙ ˭ Ӈᶔ 

ѻѤ ᶉᾎּתḖᾅᵑ Ṓ˭ Ӌѱѻ. EAX ᴆּתᾅ ʺ ͐⁄ ṉ  ̐╙ ῷṒᶔ 004011D3

⁄Ἄ ᶷ▫⁸╙ ẋ̪  ⁄ ͎ ˺̓⁄ ӻ004011 גD8⁄Ἄ 1╪₄Қ EAX ᴆּתᾅ ᵑ 0╖ᴛ 

ᵣө ὡ ▓ᾋѱѻ. ּס [͎ᵝ1-32] 004011D3⁄Ἄ ᶷ▫⁸╙ ẋ̪  ԅ ᵙּת Ώ̆ ẋ̪ᵑ ᵡ



ѻᶔ Ἓ̑ᶉᾎּתᵑ Ṗ ὡ ▓˭ ӇѤ ˦░ѱѻ. 

 

 

 

 

 

 

 

 

 

0x0003 ˺ᴝ 

ṪἍ̓ ╪ʺ ᶛӎ ϥϹ╖ѱ ˺ᴝ╙ ᵹ‡‒ ѱѻ. 004011D3⁄Ἄ ᶷ▫⁸╙ ẋ̪ Ѥҥ 

↕ᵙʺ ░ᴏ  ҥ╪ ʺ ῷѳ ẋ̪ҍỮ╪ ӇѤ ҥ╪ ʺ ḕᴛ CrackMeʺ ⅝̯ Ѥ ҥ╪

╬ ˦╙ ῼ ὡ ▓ᾋѱѻ. 004020D3╪ ʺᵙ Ѥ ̐⁄ ▓Ѥ ҥ╪ ╬ҥ ╪˦╙ ⁴ ḕ

ᴛ ᾅ Ḗᾅ⁄ К̆  ὡѤ ′ᾋѱѻ. ⃰Ј ᶔ [͎ᵝ1-11]⁄ Ṓ╪Ѥ 

00401117~00401125 ӥ⁄Ἄ ░ᴏӈ ҥ╪ ᵑ 0x42, 0x1E, 0x55₮ XORᾎ ͙ ԅᶷ░ѱѻ. 

͎ᴅѻᶔ  ⁄Ἄ …͕ ӭ╪ ẋ̪ҍỮ╬ 004020D3╥ ҥ╪ ᵑ 0x42, 0x1E, 0x55₮ ˞ξ

ᴛ XORᾎ ᶔ ↕ᵙʺ ̆▫ Ѥ ˃╪ Ϯ₡ּת Ώ╙ͥ   ὡ ▓ᾋѱѻ. [͎ᵝ1-30]⁄

Ἄ 0x7B~0x7Cͥ Ḓ╙ Ἄ ͎˦╙ 0x42, 0x1E, 0x55מẋ̪ҍỮ ᶷ▫⁸░ѱѻ. ᴛ͎ ʺתּ

₮ ˞ξᴛ XORᾎ Ἄ ᴏ Ṓ˳ᾋѱѻ. 

 

 

#include  <stdio.h>  

int  main() 

{ 

 int  a[35] = {0x7B,0x61,0x65,0x78,0x64,0x6D,0x26, 

       0x6B,0x7A,0x69,0x6B,0x63,0x65,0x6D, 

       0x26,0x3C,0x26,0x66,0x6D,0x7F,0x6A, 

       0x61,0x6D,0x7B,0x26,0x6A,0x71,0x26, 

       0x6C,0x7D,0x6D,0x64,0x61,0x7B,0x7C}; 

 int  b[35]; 

 

 for  (int  i = 0; i < 35; i++){  

  b[i] = 0x43 ^ a[i];  

  b[i] = 0x1e ^ b[i];  

  b[i] = 0x55 ^ b[i];  



  printf( "%c", b[i]); 

 } 

 return  0; 

} 

 

Serial : simple.crackme.4.newbies.by.duelist 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



0x02 Duelist #2  

Crackme : http:// beist.org/research/public/ crackme10/due-cm2.zip 

Keygen : -  

Author : Duelist 

Level:  

Protection : Time-Trial 

 

 

0x0001 ᶙ  

╪Ḵ CrackMe⁄ἌѤ CreateFilē ╘ API₮ ṓ ♠╬ ⁷ụ╙ ῷ ♬ ⱳˠ╙ ᵣⱴᾎ Ѥ

Keyfile╙ ᵣө‡‒ ѱѻ. 

 

0x0002 ṧἊ Ḑ ╧ 

 
[͋ᵚ2-1. Duelist ŝs Crackme #2 ᾏ ᶑ] 

 

╛⁄ DuelistŚs Crackme #2ᵑ ᾒ ᶔ Keyfile╙ ◓ Ӱᴇ ᵙ⁄ К╖גѤ ᶉᾎּתᵑ Ṗ 

ὡ ▓ᾋѱѻ. ‡Ԑ ▀ᶘ╥ ‡Ԑ Ͽ↔╙ ʺֿב Keyfile╙ ⅝̯ Ѥּת ῼῷ‒  ˦ ˉᾋѱѻ. 

͎ᴀ OllyDbgᵑ ╪↔  DuelistŚs Crackme #2ᵑ ⁸‡ Ṓ˳ᾋѱѻ. 

 

[͋ᵚ2-2. Olldbg ᴘ ⁵‰╖ Ԃ ṏ╧ѡ ӢӦ] 



 

ⱳ͔῭ ϿᴎʺᶔἌ ╬ Ṓ˳ᾋѱѻ. 

 

 

[͋ᵚ2-3. CreateFile API]  

 

 CreateFile APIѤ ѻ╛̓ ˉᾋѱѻ. 

HANDLE CreateFile( 

  LPCTSTR lpFileName, // ⁸˞Ϯ ᵣө̆▫ Ѥ ▀╥ ₰♣˿ᴛᵑ ᶷ▫⁸ᴛ ּת♬ 

  DWORD dwDesiredAccess, // ▀⁄ ҍ   Ἕᾅ ̾  ♬תּ ╙

  DWORD dwShareMode, // ⁸ᴎֿב ▀╥ ̑┬ ᶛӥᵑ ּת♬ 

  LPSECURITY_ATTRIBUTES lpSecurityAttributes, // ▀╥ ṒΌ ἶἛ╙ ּת♬ Ѥ 

SECURITY_ATTRIBUTES ̯ⱳ ╥ ╬  

  DWORD dwCreationDisposition,  // ᵣө̆▫ Ѥ ▀╪ ╪Ḉ ▓˞Ϯ ֞Ѥ ⁸̆▫ Ѥ 

▀╪ ′╙ ˿↕╥ ᵙᵑ ּת♬ 

  DWORD dwFlagsAndAttributes,  // ▀╥ ἶἛ̓ ⁴תּʺ ױ ₪Ἢ ἒ♬ 

  HANDLE hTemplateFile// ỸἛӉ ▀╥ ἶἛ╙ Ⱡ̑  ᵟ ▀ 

); 

 

OllyDbg⁄Ἄ ▫ҿ╖ᴛ ἍӇѤ Comment⁄Ἄ ╬  FileName╘ ŗdue-cm2.datŘ░ѱѻ. 

AccessѤ GENERIC_READ|GENERIC_WRITE░ѱѻ. ▄͙₮ ῠ͙ʺ ʺѫ ѱѻ. ShareModeѤ 

FILE_SHARE_READ+FILE_SHARE_WRITE░ѱѻ. ╪˦ҵ Access̾ ̓ ᵡ ᴛ ▄͙₮ ῠ͙תּʺ

ʺ ʺѫ ѱѻ. pSecurityѤ NULL╪ḃᴛ Ợ↔  ΏѤѻѤ ˦╙ ῼ ὡ ▓ᾋѱѻ. ModeѤ תּ

OPEN_EXISTING░ѱѻ. due-cm2.dat ▀╙ ⁸Ӈ ᵣ– ▀╪ ′╖ᶔ ⁄ױ ӥᵑ ᵙ ѱ

ѻ. ⁴͙Ἄ ↕ᵙѤ due-cm2.datגѤ ╪ᵒ╙ ʺֿב ▀╪ Keyfile▐╙ ᾐ  ὡ ▓ᾋѱѻ. 

AttributesѤ READONLY|HIDDEN|SYSTEM|ARCHIVE|TEMPORARY░ѱѻ. ᶛӧ ἶἛ╙ or⁷ụ

▫ᴛ ᶶ‡й ᾋѱѻ. hTemplateFile╘ NULL╪ḃᴛ Ợ↔  .ΏѤѻѤ ˦╙ ῼ ὡ ▓ᾋѱѻ תּ

▀Ѿ due-cm2.datגѤ ▀╙ ỸἛ   CrackMeᵑ ᾒ ᶔ [͎ᵝ2-4] ᴀ ◄ᶣӈ 

Keyfile╪גѤ ᶉᾎּתᵑ ╬  ὡ ▓ᾋѱѻ. 

 



[͋ᵚ2-4. due -cm2.dat ╪ ỵἘ  CrackMeᾏ ᶑ] 

 

 

[͋ᵚ2-5. ReadFile API]  

 

00401078╪♣ ṨṪ╘ CreateFile APIṨṪ░ѱѻ. 

due-cm2.dat ▀╥ Ⱶ◓⁴Ṩᵑ 00401078~0040107B⁄Ἄ ╬ ⁴ ▀╪ Ⱶ◓ ѻᶔ 

Read APIᴛ Ṫ͙ ѱѻ. ᵣ– due-cm2.dat ▀╪ Ⱶ◓ ḖתΏѤѻᶔ ḕᴛ Ḕ╥ ᶉᾎּ תּ

ᾅᵑ ѱѻ. [͎ᵝ2-1]̓ ˉ╘ Ͽ↔╬ˢ ╬  ὡ ▓ᾋѱѻ. Ⱶ◓ ѻᶔ 0040109Aᴛ 

Ṫ͙ ⁴ ReadFile APIŋ  ѱѻ. 

 

ReadFile APIѤ ѻ╛̓ ˉᾋѱѻ. 

BOOL ReadFile( 

  HANDLE hFile, // ▄̆▫ Ѥ ▀╥ ө 

  LPVOID lpBuffer, // ▄Ѥ ҥ╪ ᵑ ♇◑  Ḳ ╥ ╬  

  DWORD nNumberOfBytesToRead, // ▄̆▫ Ѥ ḕ╪  ὡ 

  LPDWORD lpNumberOfBytesRead, // ᾒⱠᴛ ▄╘ ḕ╪  ὡᵑ ᵙ  Ḛ͙ ─  ᴏ↔ ╬

ὡ 

  LPOVERLAPPED lpOverlapped // ẋҿ͙ ░ ᴏ╙ ̯ⱳ ╥ ╬  

); 

0040211Aᵑ Ḳ ᴛ ῠѤ ˦╙ ╬  ὡ ▓̆, ▄̆▫ Ѥ ḕ╪  ὡѤ 0x46░ѱѻ. ̓

⁷ 0x46ḕ╪ ᵣ  ▄̆ 0040211Aᵑ Ḳ ᴛ Ợ↔ Ѥּת ╬ Ṓ˳ᾋѱѻ. 

 

[͋ᵚ2-6. Keyfile › ˀ╖ █ᴌ  ᶑ] 

 

 [͎ᵝ2-6] ᴀ ˃╙ К̆ [͎ᵝ2-7]╥ ᾒ Ḳ ╙ яױṒ˳ᾋѱѻ. 

 



 

[͋ᵚ2-7. ™ ṥ  ⁵͖, Ѹᾋ ╫͖, ׂקּש, ᾏ , ╪ᾋ ♩ּק ῳ╧ ] 

 

 

[͋ᵚ2-8. ḯ › Ӧ„ʹ ˀ] 

 

0040211Aᵑ ῷʺṒѱ ˃╪ Ⱡҍᴛ ө‡ʼ ˦╙ ╬ ᾋѱѻ. ͎ᴀ ╪Ⱡ ReadFile API

╪ ╥ ӥө╙ ủ Ṓ˳ᾋѱѻ.  

 

[͋ᵚ2-9. ReadFile API╧ ╢ ӢӦ] 

 

004010B4 xor ebx, ebx 

//ebx ᵑ ͙  ᾎ ѱѻ. 

004010B6 xor esi, esi 

//esiᵑ ͙  ᾎ ѱѻ. 

004010B8 cmp dword ptr ds:[402173], 12  

// ░ᴏӈ Ḳ ╥ ͙ᵑ 0x12(18)₮ ẋ̪ ѱѻ. 

004010BF jl short due -cm2.004010F7 

//0x12(18)Ṓѻ ▬ѻᶔ 004010F7ᴛ Ṫ͙ ѱѻ. 

 

Keyfile⁄ ░ᴏӈ ᶷ▫ʺ 18ˌ Ḉᵣ▀ ˿↕ ◄ᶣӈ ᶉᾎּת([͎ᵝ2-4])ᵑ Ṓ⁴לѤ ̐╖ᴛ 

ḕᴛ Ṫ͙ ѱѻ. ╬ Ṓ˳ᾋѱѻ. 

 

 

 

[͋ᵚ2-10. 004010B8 Ӣ₫ ͋ ϼ↑] 

 

Keyfile⁄ 17ˌ╥ ᶷ▫ᵑ К̆ ᾒ ₄ᾋѱѻ. [͎ᵝ2-10]⁄Ἄ Ṓ╪Ѥ ˦ ᴀ 0x11(17)̓  

0x12(18)ŋ  ẋ̪ ̆ ▓ᾋѱѻ. 0x11(17)╘ 0x12(18)Ṓѻ ▬͙ ԅᶷ⁄ 004010BF⁄Ἄ Ṫ͙ⱳ

ˠ╙ ᵣⱴᾎ ḃᴛ 004010F7(Keyvalue̋  ᴕѻѤ ᶉᾎּת)ᴛ Ṫ͙ ˭ Ӌѱѻ. ͎ᵙ̆ 

Keyfile⁄ 18ˌ ╪Ữ╥ ᶷ▫ʺ ө‡ʺ 004010BF⁄Ἄ Ṫ͙ⱳˠ╙ ᵣⱴᾎ ΏѤѻᶔ Ṫ͙ תּ



ᶷ╘ ᾒ Ӈּת Ώ̆ ͎ ѻ╛╬ 004010C1 ӥᵑ ֿב ˭ Ӌѱѻ. 

 

[͋ᵚ2-11. 004010B8~004010F5 Ӣ] 

 

004010C1 mov al, byte ptr ds:[ebx+40211A ] 

//AL⁄ 1byte Ѿ─ᴛ [ebx+40211A]╥ Ͽ↔╙ ṓỢ ѱѻ. 

004010C7 cmp al, 0 

// ṓỢӈ AL̓ 0╙ ẋ̪ ѱѻ. 

004010C9 je short due -cm2.004010D3 

//AL╪ 0̓ ˉѻᶔ 004010D3╖ᴛ Ṫ͙ ѱѻ. 

004010CB cmp al, 1 

//AL̓ 1╙ ẋ̪ ѱѻ. 

004010CD jnz short due -cm2.004010D0 

//AL╪ 1╪ ῷѱᶔ 004010D0ᴛ Ṫ͙ ѱѻ. 

004010CF inc esi 

//ESI Registerᵑ 1ּשʺ ᾎ ѱѻ. 

004010D0 inc ebx  

//EBX Registerŋ ᾎ ʺש1ּ  ѱѻ. 

004010D1 jmp short due -cm2.004010C1 

//004010C1╖ᴛ Ṫ͙ ѱѻ. 

004010D3 cmp esi, 2  

//ESI Register╥ ˃̓ 2ᵑ ẋ̪ ѻ. 

004010D6 jl short due -cm2.004010F7 

//ESI Register╥ ˃╪ 2Ṓѻ ▬ѻᶔ Ṫ͙ ѻ. 

004010D8 xor esi, esi 

//ESI Registerŋ  ͙  ᾎ ѻ. 



 

004010DA xor ebx, ebx  

//EBX Registerŋ  ͙  ᾎ ѻ. 

004010DC mov al, byte ptr ds:[ebx+40211A ] 

//AL⁄ 1byte Ѿ─ᴛ [ebx+40211A]╥ Ͽ↔╙ ṓỢ ѱѻ. 

004010E2 cmp al, 0 

//AL̓ 0╙ ẋ̪ ѱѻ. 

004010E4 je short due -cm2.004010EF 

//AL̓ 0╪ ˉѻᶔ 004010EFᴛ Ṫ͙ ѱѻ. 

004010E6 cmp al, 1 

//AL̓ 1╙ ẋ̪ ѱѻ. 

004010E8 je short due -cm2.004010EF 

//AL̓ 1╪ ˉѻᶔ 004010EFᴛ Ṫ͙ ѱѻ. 

004010EA add esi, eax 

//ESI Register⁄ EAX Register╥ ˃╙ җ ѱѻ. 

004010EC inc ebx 

//EBX Registerŋ ᾎʺש1ּ  ѱѻ. 

004010ED jmp short due -cm2.004010DC 

//004010DCᴛ Ṫ͙ ѱѻ. 

004010EF cmp esi, 1D5 

//ESI Register₮ 0x1D5(469)ŋ  ẋ̪ ѱѻ. 

004010F5 je short due -cm2.00401114 

//ESI Register˃̓ 0x1D5(469)̋  ˉѻᶔ 00401114ᴛ Ṫ͙ ѱѻ. 

 

[͎ᵝ2-9]⁄Ἄ Ṓᶔ 004010B4~B6⁄ ESI₮ EBX Registerŋ  ͙  ᾎ Ѥ ӥʺ ▓ᾋѱѻ. 

͎ᵙ̆ 004010B8~BFŋ  Ṓᶔ Keyfile╥ Ͽ↔╪ 0x12(18)╪ ᴛ Ṫ͙תᶉᾎּ ױ⁄ ↕˿ ▀ Ѥ 

ӥʺ ▓ᾋѱѻ. ▀Ѿ ⁄ױ ᶉᾎּתᵑ Ṓּת Ώ╖ᴎᶔ ἵ  KeyfileΌ╥ ᶷ▫ʺ 0x12(18)̩  

╪Ữ Ӈ‡‒ ӈѻѤ ˦╙ ῼ ὡ ▓ᾋѱѻ. ͎ᵙ̆ ⁄ױᶉᾎּתᵑ Ṓּת Ώ͙ ─ Ἄ ⱳˠ╙ 

ᵣⱴ ⁴ ḙӥᾎ Ṫ͙ ⁴‒ ѻѤ ˦╙ ῼ ὡ ▓ᾋѱѻ. ⱳˠ╙ ᵣⱴᾎ Ώ̆ Ṫ͙ תּ

ⱳˠ╙ Ỹʻ תּʺ ᵑ ˭ Ӌѱѻ. ▀Ѿ ӎתᶉᾎּ ױ⁄ Ώ╖ᶔ ḕᴛ תּ ᶒ לἍ Ҁᵛ 

ӥ₮ Ζ ֿב ˳ᾋѱѻ. 

[͎ᵝ2-5]ᵑ Ṓᶔ 0040211Aᵑ Ḳ ᴛ ῠѤ ˢ ╬  ὡ ▓ᾋѱѻ. ͎ᵙ̆ 004010DCŋ  

Ṓᶔ 1byteѾ─ᴛ [ebx+40211A]╥ Ͽ↔╙ alᴛ ṓỢ Ѥ ӥʺ ▓ᾋѱѻ. 004010B4~B6⁄

Ἄ ESI₮ EBX Register̋  ͙  Ӈ‴╖ḃᴛ [ebx+40211A]Ѥ [0+40211A]ʺ Ӌѱѻ. 

EBX RegisterѤ 1῭ ּשʺ ⁴ Keyfile╥ Ͽ↔╪ ♇◑ӈ Ḳ ╥ Ͽ↔╙ Ṭױ₮ al⁄ ♇◑  

˦░ѱѻ. 004010C7⁄Ἄ al⁄ ♇◑ӈ Ͽ↔╙ 0̓ ẋ̪ ѱѻ. ͎ᵙ̆ 004010C9⁄Ἄ ⱳˠṪ



͙ᵑ ˭ ӇѤҥ 004010C7⁄Ἄ ẋ̪  al╪ 0╪גᶔ 004010D3╖ᴛ Ṫ͙ ˭ Ӌѱѻ. 

Ṫ͙ ⁴ ₣ 004010D3╙ Ṓᶔ ESI Register₮ 0x2ᵑ ẋ̪ ѱѻ. ͎ᵙ̆ 004010D6⁄Ἄ 

ⱳˠṪ͙ᴛ ESI Register̋  2Ṓѻ ▬╙ ˿↕⁄ 004010F7(⁄ױ ᶉᾎּת)ᴛ Ṫ͙ ˭ Ӌѱѻ. 

ᴛ Ṫ͙תᶉᾎּ ױ⁄ ─ Ώ͙ תּ Ἄ ESIѤ 2Ṓѻ ‒ Ӊ ˦ ░ѱѻ. ⁴͙Ἄ ʺּת ⱳˠ

╙ җ  ᾋѱѻ. ESI RegisterѤ 0x2Ṓѻ ‒ ӈѻѤ ˦ ░ѱѻ. EBX₮ Ζ ͙ ӈ ESI 

Register̋  0x2╪Ữ ּשʺ Ӈᴎᶔ ESI Registerŋ ᾎʺשּ   .Ѥ ӥʺ ▓‡‒ Ӌѱѻל

004010CF̋  ḕᴛ ͎ ӥ░ѱѻ. ͎מἌ ἵ  Keyfile╥ ╛ ӎ ᶷ▫Ѥ 0╪ Ӈ‡ἌѤ Ό 

ӈѻѤ ˢ ῼ ὡ ▓ᾋѱѻ. ͎ᴀ ╪Ⱡ 004010C1~004010D1╪ ╥ ӥᵑ Ṓҵᴜ ˳ᾋѱ

ѻ. 

004010C9⁄Ἄ Ṫ͙ Ἄ 004010D3╖ᴛ ₡ᶔ ESI Registerʺ 2Ṓѻ ▬╘ּת ╬ ˭ Ӌѱ

ѻ. ᵣ– ▬ѻᶔ 004010D6⁄Ἄ 004010F7(⁄ױ ᶉᾎּת)ᴛ Ṫ͙ ˭ Ӈ̆, ▬ּת Ώѻᶔ 

004010D8~004010DA⁄Ἄ ESI₮ EBX Registerŋ  ͙  ᾎ ѱѻ. ͎ᵙ̆ ϮἌ 004010DC⁄

Ἄ ֞ѻᾎ 1byteѾ─ᴛ al⁄ [ebx+40211A]╥ Ͽ↔╙ ṓỢ ѱѻ. 004010E2⁄Ἄ al̓ 0╙ ẋ

̪ ⁴ 004010E4⁄Ἄ ⱳˠ╪ Ἓᵞ ᶔ 004010EFᴛ Ṫ͙ ѱѻ. ֞ 004010E6⁄Ἄ al̓ 1╙ 

ẋ̪ ⁴ 004010E8⁄Ἄ ⱳˠ╪ Ἓᵞ ᶔ 004010EFᴛ Ṫ͙ ѱѻ. 004010EF⁄ἌѤ ESI 

Register╥ ˃╙ 0x1D5(469)₮ ẋ̪ᵑ ѱѻ. ͎ᵙ̆ 004010F5⁄Ἄ ESI Register̋  

0x1D5(469)גᶔ 00401114ᴛ Ṫ͙ ˭ Ӌѱѻ. ᵣ– 00401114ᴛ Ṫ͙ בֿ Ώ̆ ͎ҍᴛ תּ

ӈѻᶔ ⁄ױ ᶉᾎּתᵑ Ṓ˭ Ӌѱѻ. ͎ױḃᴛ ‡֒˭ӧ 004010EF ӥ⁄Ἄ ESI RegisterѤ 

0x1D5(469)ʺ Ӈ‡‒ ѱѻ. 

 

[͋ᵚ2-12. 004010EF~00401114 Ӣ] 

 

ESI Register̋  0x1D5(469)̋  Ӈ͙ ─  ӥѤ [͎ᵝ2-11]⁄ 004010DC~004010ED░ѱѻ. 

ESI Register⁄ EAX Registerŋ  җ Ѥҥ ESI Register╥ ˃╪ ᶙ Ḵ╥ ᴴ (004010DC₮ 

004010EDŋ  ᵦ )ᵑ ֿב ⁴ 0x1D5(469)̋  Ӈᶔ al╪ 0(004010E2~004010E4) ֞Ѥ 

1(004010E6~004010E8)╪ Ӈᶔ ᴴ ᵑ ẖⱨ Ϯ₮‒ ѱѻ. ⁴͙Ἄ 0֞Ѥ 1╘ Keyfile╥ Ͽ

↔╙ ᵦ ѱѻ. ᶷ▫ᴛἌ╥ 0(0x30)̓  1(0x31)╪ ῷѳ Hexᴛ 0x00, 0x01˃╙ ʺּתѤ ASCII╥ 

NULL(0x00), SOH(0x01)╙ ᵦ ѱѻ. ͎׳ҥ [͎ᵝ2-11]╥ 004010DC~004010ED╥ ӥʺ ֿב

Ӈ͙ ─ ἌѤ 004010C1~004010D1⁄Ἄ ESI Register╥ ˃╪ 2╪Ữ ӇѤ ⱳˠ╙ ᵣⱴ

‒ ѱѻ. al⁄Ѥ Keyfile╥ Ͽ↔╪ ᴗҍᴛ ▄ ₡ḃᴛ ⱳˠ╙ ᵣⱴ  ,0x00 תּͥ♣ ͙

0x01╪ ῷѳ җ Ἄ 0x1D5(469)̋  ӇѤ 2ˌ ╪Ữ╥ ˃╪ ▓‡‒ ѱѻ. ͎ ˃╙ ♇Ѥ 



0xEA(234)₮ 0xEB(235)ᴛ ♬ ˳ᾋѱѻ. ͎ᵙ̆ 004010DC~004010ED╥ ᴴ ᵑ ẖⱨϮʺ͙ 

─ Ἄ 0xEA, 0xEB ѻ╛⁄ 0x01╙ К˳ᾋѱѻ. ͎ױᶔ 004010EF~004010F5╥ Ṫ͙ⱳˠ╙ 

ᵣⱴᾎ ḃᴛ 00401114ᴛ Ṫ͙ ˭ Ӌѱѻ. ͎מἌ ѻ╛ ͎ᵝ̓ ˉ╘ ӥᵑ ֿב ˭ Ӌ

ѱѻ. 

 

[͋ᵚ2-13. 00401114~00401155 Ӣ] 

 

00401114⁄Ἄ ESI Register̋  ͙  Ӌѱѻ. ͎ᵙ̆ 00401116⁄Ἄ EBX Register╥ ˃╙ 

ᾎʺש1ּ ѱѻ. 00401117╥ ӥѤ Ḳ ⁄ ♇◑ӈ Keyfile╥ ˃╙ alᴛ ▄‡₡Ѥ ˦░ѱѻ. 

͎ᵙ̆ EBX Register╥ ˃╪ ◓ ӥ⁄ ₡ּ͙ͥת ṉ˿ӈ ˦╪ ′╖ḃᴛ EBX Register╥ ˃

╘ 2░ѱѻ. ͎מἌ ͎ ˃⁄ 1╙ җ ּשʺᾎ ḃᴛ EBX Register̋  3╪ Ӈ̆ 00401117╥ 

ӥ⁄Ἄ al⁄ ṓỢ ᴎ̆ Ḳ ⁄Ἄ ▄‡₡Ѥ ˦╘ Keyfile╥ 4Ḵ  ˃░ѱѻ. ῷֹו ↕ᵙѤ 4

Ḵ  ˃╙ ♬ ♬ ʺΏ ᾋѱѻ. ↕ᵙ תּ Ώ╘ 4Ḵ תּ  ˃╙ ŗ4Ḵ  ˃Ř╪̆ג ♬ בֿ ̆

˳ᾋѱѻ. 0040111D~00401128╥ ӥᵑ Ṓᶔ 3ˌ╥ Ṫ͙ᶷ╪ Ⱶ◓ Ѥҥ 3ˌ ᶛӎ 

00401139ᴛ Ṫ͙ ˭ Ӈ‡ ▓ᾋѱѻ. 

 

[͋ᵚ2-14. 3ˉ╢ ṧ͖] 

 

Register╥ ˃╙ ṉ˿ ѻ˞Ϯ Ѥ ӥʺ ′̆, Ѿὣ  ẋ̪ᵑ  Ṫ͙ Ѥ Ͽ↔ᵣ ▓

╖ḃᴛ ▀Ѿ Е‡˂ѱѻ. ּתᵣ Ṫ͙ᵑ ͙ ԅᶷ⁄ (▀Ṩױ Τῷй╘ ˦╪ ῷѱגᶔ) Ϯַא

⁄ Ṫᶘ ΰᶛʺ ▓Ѥ ṨṪ╬ˠ ᾒ ѱѻ. 

[͎ᵝ2-13]╥ 0040112AṨ  ́ἶ Ṓ˳ᾋѱѻ. ŗ4Ḵ  ˃Ř ╪ ө‡ ▓Ѥ al╙ [esi+40211A]

₮ XOR⁷ụ╙   al⁄ ⁷ụӈ ˃╙ Кᾋѱѻ. ͎ᵙ̆ 00401130⁄Ἄ [esi+402160]⁄ 

0040112A⁄Ἄ ⁷ụ Ѥ EAX Register╥ ˃╙ ṓỢ▓ ̆תּʺ ╙˃  ѱѻ. [esi+402160]╘ 



XORӈ al˃╙ ӻᴛ ♇◑ Ѥ Ḳ ╬ ˦ ˉᾋѱѻ. ͎ᵙ̆ ϮἌ 00401136⁄Ἄ ESI Register

ᵑ 1ּשʺᾎ ѱѻ. ͎ᵙ̆ 00401137⁄Ἄ 00401116╖ᴛ Ṫ͙ ѱѻ. ּס 

00401116~00401137╙ ֞ Ϯ╥ ᴴ ᴛ Ṓᶔ Ӈ˳ᾋѱѻ. 

 

 

[͎ᵝ2-14] ᴀ Ṫ͙ ͙ ─ ἐ al╪ 0x00, 0x01╪Қּת ῷѱᶔ ESI Register╥ ˃╪ 0x0F

⁴‒ ѻѤ ˢ ῼ ὡ ▓ᾋѱѻ. ▀Ѿ ŗ4Ḵ  ˃ŘṨ  ˃╙ ᶛᵎ͙ ԅᶷ⁄ ᶛӎ ♬Ữ♠╖ᴛ 

בֿ Ӈ‴ѻ̆ ʺ♬ ̆ 00401139ᴛ Ṫ͙ Ἄ ֿב ˳ᾋѱѻ. 

00401139Ѥ EBX Registerŋ ᾎ ʺש1ּ  ѱѻ. ͎ᵙ̆ 0040113A⁄Ἄ ESI Registerŋ  ͙  

ᾎ ѱѻ. 0040113C⁄Ἄ [ebx+40112A]╥ ˃╙ al⁄ ṓỢ ѱѻ. ͎ᵙ̆ 

00401142~0040114D╥ ᴴ ᵑ ֿב ˭ Ӌѱѻ. 0040113C~0040114D╥ ᴴ ᵑ ẖⱨ Ϯ₡

Ѥ Ṫ͙ᶷ╘ 2ˌ ▓ᾋѱѻ.  

 

[͋ᵚ2-15. ֛ Ѹᵍ ╩] 

 

00401142~00401144₮ 00401146~00401148 2ˌ╥ Ṫ͙ᶷ╪ Ⱶ◓ Ѥҥ,  Ḵ  ˦╘ 

0040114Fᴛ Ṫ͙ ̆ ӎ Ḵ  ˦╘ 0040113Cᴛ Ṫ͙ ˭ Ӌѱѻ. 0040113Cᴛ Ṫ͙ Ѥ ˦

╘ Ѿּת Ḳ ╥ ˃╙ ▄‡₡͙ ─  ˦ ╪̆, 0040114Fᴛ Ṫ͙ Ѥ ˦╘ ESI Register╥ ˃

╙ ᵡּתᵢ╖ᴛ ẋ̪ Ἄ Ἓ̑ ֞Ѥ ᾒ ᵑ ̯Ṫ ︢ᾋѱѻ. 

 

[͋ᵚ2-16. ᵞּקᵟ ˡּצ] 

 

[͎ᵝ2-16]⁄ 0040114F~00401155ᵑ ᵣⱴ ᶔ ӥᵑ ˺ ˭ ӇѤ ˦░ѱѻ. Ἓ̑╥ ⱳ

ˠ╘ ESI Register╥ ˃╪ 0x1B2(434)̋  Ӈ‡‒ Ѥ ˦╬ҥ, ʺ◑ ʺͥ⇔ ̐⁄Ἄ ESI 

Register╥ ˃╙ ṉ˿ᾎ Ѥ ӥѤ 0040114A╬ˢ ῼ ὡ ▓ᾋѱѻ. ּס ESI Register⁄ EAX 

Register╥ ˃╙ җ Ἄ 0x1B2(434)̋  ᵣө‡ⱨ‒ ѱѻ. 

⅝– Ṓᶔ 0040113C⁄Ἄ Ḳ ╥ ˃╙ ▄‡ al⁄ ṓỢ ̆ 0040114A⁄Ἄ ESI Register╥ 

˃╪ 0x1D5(434)̋  ӈ ⁄ 0040114C⁄Ἄ EBX Registerŋ ᾎ ʺש1ּ  ̆, 0040114D⁄Ἄ 

0040113Cᴛ Ṫ͙  ⁄ 0040113C⁄Ἄ al⁄ ṓỢ Ѥ Ḳ ╥ ˃╪ 0x00╪⁴‒ ѱѻ. ͎

ᵣ 0040113C~0040114D ᴴ‒מ ᵑ ẖⱨ Ϯ₮ 0040114Fᴛ Ṫ͙ ̆ ́ἶ ֿב ⁴ Ἓ̑



˭ Ӌѱѻ. ּ0040114 סFᴛ Ṫ͙ ͙ ─ ἐ Ḳ ╥ ᵡּתᵢ ˃╘ 0x00╪ Ӈ‡‒ ѻѤ 

˦╙ ῼ ὡ ▓ᾋѱѻ. 

╪ ᶛӧ ˦╙ ꜙ Ἄ Keyfile╥ ⱳˠ╙ ♬ᵙ Ṓᶔ Keyfile╥ ͙Ѥ ἵ  18byte╪Ữ

╪‡‒ ̆, Keyfile╥ ˃ ַא⁄Ѥ 0x01̓ 0x00╪ ⅝ ҥ 0x01╘ 2ˌ ╪Ữ╪‡‒ ̆ 

0x00╘ 0x01╙ 2ˌ ╪Ữ Ợ↔ ͙ ♣⁄Ѥ Ợ↔ ἌѤ ΌӋѱѻ. ͎ᵙ̆ 0x00╘ ᵡּתᵢ⁄ 

ө‡ʺ‒ ѱѻ. Keyfile╥ ˃ ַא  Ḵ  0x01╪ ▄ ̋ө╥ ╪ 0x1D5(469)˃ תּͥ♣ ͙  

Ӈ‡‒ ̆,  Ḵ  0x01 ╪ ╥ ˃̓ ӎ Ḵ  0x01 ╪♣╥ ˃╘ XOR⁷ụ ⁴ ͎ ˺̓ʺ 

ѻᵐ Ḳ ⁄ ♇◑Ӈ˭ Ӌѱѻ. ᵡּתᵢ╖ᴛ Keyfile╥ ˃ ַא ӎ Ḵ  0x01˃ ╪ ╥ ˃ө ַא 

0x00╪♣ּͥת╥ ˃ө╥ ╪ 0x1B2(434)̋  Ӈ‡‒ ѱѻ. 

 

[͋ᵚ2-17. Keyfile]  

 

 Ḵ  0x01╪ Ϯ₡͙ ♣╥ ˃ө╥ ╙ 0x1D5(469)ᴛ ᵭ ̆ ӎ Ḵ  0x01╪ Ϯ₡͙ 

0x00̓ 0x01╙ ⱠΩ ╘˃ תּͥ♣  Ϯᵾּת ˃╖ᴛ −ѱѻ. ͎ᵙ̆ ӎ Ḵ  0x01 ╪ ₮ 

0x00╪ Ϯ₡͙ ♣ּͥת╥ ˃ө╥ ╪ 0x1B2(434)̋  Ӈᶔ Keyfile╘ ♬Ữ ▬ҿ ѱѻ. [͎ᵝ2-

Keyfile╙ ᵣө‡ CrackMeᵑ ᾒ בֿʺ ╙˃ ╥[17 Ṓ˳ᾋѱѻ. 

 

[͋ᵚ2-18. ♩ừ□Ҽ Ӆ ᶑ] 

 

♬Ữ♠╖ᴛ ▬ҿ Ѥˢ ╬ ₄Ѥҥ Ӯᴜӈ User╪ᵒ╪ Ϯ₮‒  ̐⁄ ͵ֿב ᶷ▫ʺ Ϯ

₡Ѥˢ ṛἐ ᷃ʺ ᶷⱠʺ ▓Ѥ ˦ ˉᾋѱѻ. ╪  ӥַא⁄ Keyfile╥ ˃╙ ʺּ̆ת Ѥ 

⁷ụ╘ ADD₮ XORʺ ▓‴Ѥҥ ADDѤ Keyfile╥ ╛̓ ϥ⁄Ἄ Ợ↔ Ἄ ♬ ˃╙ ᵣө

̆ ▓̆, XOR⁷ụ╘ XOR ⁄ Ựᴛ⇔ Ḳ ⁄ ♇◑ᾎ Ѥˢ ῼ̆ ▓╖ḃᴛ ͎ ṨṪ╙ ╬

Ṓᶔ Ӊ ˦ ˉᾋѱѻ. Ựᴛ⇔ Ḳ ╬ ἵѤ [͎ᵝ2-13]⁄ 00301130⁄Ἄל ╥  ὡ ▓ᾋѱ

ѻ. ḕᴛ 00402160░ѱѻ. 

 

[͋ᵚ2-19. ửᴘ↔ ḯ  00402160]  

 

₉Ữ Қ ҥᴛ ᾅ Ḗᾅ╥ Ͽ↔╪ Ựᴛ⇔ Ḳ ⁄ ♇◑Ӈ‡ ▓Ѥˢ ╬  ὡ ▓‴ᾋѱ

ѻ. ӻגἌ ♇ ˃ө╪ ‡֒˭ ỸἛӇѤּת ῼᶔ ↕ᵙ╥ ѲЛ▐╙ ╘ ∟ Ѥ ᶷ▫ᵑК╙ ὡ 



▓╙ ˦ ˉᾋѱѻ. XOR⁷ụ╙ Ѥ ӥᴛ ʺṒ˳ᾋѱѻ. 

 

[͋ᵚ2-20. XOR⁴Ợ  ửᴘ↔ ḯ › ♄◌ ѡ Ӣ] 

 

[͎ᵝ2-17]╥ Keyfile╙ ╪↔  ‡֒˭ ˃╪ ṉ Ӈ̆ ֿב ӇѤּת ╬ Ṓᶔ Ӈ˳ᾋѱѻ.  

Keyfile╥  Ḵ  ˃̓ ӎ Ḵ  ˃╥ ╪ 0x1D5(469)̋  Ӈ‡Ἄ 004010F5⁄Ἄ Ṫ͙ ⁴ 

00401114ᴛ ₡˭ Ӈ‴ᾋѱѻ. [͎ᵝ2-21]╘ ͎ԅ╥ Registers ᶔ░ѱѻ. EBX Register₮ ESI 

Registerŋ  ┬ᾔ  Ṗ ⅝ʺ ▓ᾋѱѻ. 

 

[͋ᵚ2-21. 00401114 Ӣ╢ Registers]  

 

 

 

 

[͋ᵚ2-22. Ӣ₫ Ӣϼ↑ ͋ᵖ̃ Registers ᶑ] 

 

[͎ᵝ2-22]╥ 00401117 ӥᵑ Ṓᶔ al⁄ [ebx+40211A]˃╙ ṓỢ Ѥˢ Ṗ ὡ ▓ᾋѱѻ. 

╪ ԅ EBX Register╥ ˃╘ 3░ѱѻ. Keyfile╥ Ͽ↔╙ ʺּ̆ת ▓Ѥ Ḳ ἵ⁄ 3╙ җל ╥

╬ ╙˃ ͎ ᶔ 40211Dʺ Ӌѱѻ. 40211D╖ᴛ ʺἌל  Ṓ˳ᾋѱѻ. 0xEA, 0xEB, 0x01 ѻ

╛╥ 0x41╬ ˦╙ ╬  ὡ ▓ᾋѱѻ. ͎ Ӛ⁄ ╪‡ּתѤ [͎ᵝ2-14]╥ ⱳˠṪ͙Ѥ ᵣⱴ  תּ

Ώ╖ḃᴛ ᶴᾎӇ̆ ֿב Ӈ‡ 0040112A⁄Ἄ al̓ [esi=40211A]╥ ˃╪ XOR⁷ụ  al⁄ ♇

◑Ӈ‡ 00401130⁄Ἄ [esi+402160]⁄ ṓỢӋѱѻ. ╪ ḙṓ╘ [͎ᵝ14]╥ ⱳˠṪַ͙א Ϯᵑ 

ᵣⱴᾎ ‒ ẖⱨϮʺ˭ Ӌѱѻ. ּס ӎ Ḵ  0x01╪ Ϯ₡͙ ♣ּͥת ḙṓӇ˭ Ӌѱѻ. ӎ Ḵ



 0x01╪ Ϯ₡͙ ♣ּͥבֿ ת ᾎ  Ựᴛ⇔ Ḳ ([esi+402160])╥ ˃╙ ╬  Ṓ˳ᾋѱѻ. 

ҥ ˉ╘ ˃╙ XORᾎ׳͎ ᶔ 0╪ Ӈ͙ ԅᶷ⁄ ῼῷṒ͙ʺ ̈́ ╖ѱ 0xEA, 0xEB, 0x01, 0x41, 

0x42, ŏ 0x01, 0xD9, 0xD9, 0x00╖ᴛ Ựᴛ⇔ Keyfile╙ ᵣө‡ ╬  Ṓ˳ᾋѱѻ. 

 

 

[͋ᵚ2-23. ửᴘ↔ Keyfile]  

 

 XOR⁷ụ╘ al⁄ ▀Ѿ [ebx+40211A]╥ ˃╙ К̆, al╙ [esi+40211A]₮ XORᾎ   ͎ ˃

╙ [esi+402160]⁄ Кᾋѱѻ. EBX RegisterѤ 3 ESI RegisterѤ 0⁄ἌṨ ʺשּ  ѻ̆ ʺ♬

̆ ⁷ụ Ṓ˳ᾋѱѻ. 

[00402160] = 0x41 ^ 0xEA  

[00402161] = 0x42 ^ 0xEB  

[00402162] = 0x43 ^ 0x01  

[00402163] = 0x44 ^ 0x41  

ŏ 

ŏ 

[00402168] = 0x49 ^ 0x46 

[00402169] = 0x50 ^ 0x47  

 

 ⁷ụӈ ˺̓ᵑ [͎ᵝ2-24]⁄Ἄ ṒᾎѤ ˦ ᴀ 00402160⁄Ἄ ╬  ὡ ▓‴ᾋѱѻ. 

 

[͋ᵚ2-24. ửᴘ↔ Keyfileᴘ ỵἘӅ ửᴘ↔ ḯ › ♄◌Ӆ ˀӦ] 

 

0x0003 ˷ᴚ 



 

[͋ᵚ2-25. osiris ѯИ▄ ᵠӦ͖] 

 

 

 

 Ḵ  0x01╪ Ϯ₡͙ ♣╥ ˃ө╥ ╪ 0x1D5(469)̋  Ӈ‡‒ ѱѻ. ӎ Ḵ  0x01╪ 

Ϯ₣ ╥ ˃̓ ᵡּתᵢ 0x00╪ Ϯ₡͙ ╪♣ ˃ө╥ ╪ 0x1B2(434)̋  Ӈ‡‒ ѱѻ.  

Ḵ  0x01̓ ӎ Ḵ  0x01 Ợ╪╥ ˃╘ XOR⁷ụ⁄ ╪↔Ӈᶒ ╪ᵑ ╪↔ Ἄ Username╙ 

ᾅ Ḗᾅ⁄ ᾎ  ὡ ▓ᾋѱѻ. Username╙ ᵣӥѤ ˦╙ [͎ᵝ2-25]ᵑ ʺּ̆ת ἒᶘ ▫

ᶔ ӎ Ḵ  0x01╪ Ϯ₡͙ ♣ּͥת╥ ˃ө╙ ╪↔  XOR⁷ụ╙ ᾎ Ѥҥ 0xEAŋ  0Ḵ ˃╪

ѻᶔ 0Ḵ ˃̓ 3Ḵ ˃╙ XORᾎ ̆ג ̆, 1Ḵ ˃̓ 4Ḵ ˃╙ XORᾎ ̆ ŏ ╪׳ ᾏ╖ᴛ 

בֿ ѱѻ. ͎ᴅ˭ 11Ḵ  XOR⁷ụ╙  ⁄ 12Ḵ  XOR⁷ụ╙ ᴎ̆ ּתᵣ ӎ Ḵ  

0x01╪ Ϯ₵͙ ԅᶷ⁄ XOR⁷ụ╙ ַאѾ ̆ Ṫ͙ ˭ Ӌѱѻ. Ṫ͙  ̐⁄Ἄ ӎ Ḵ  0x01 

╪ ╥ ˃̓ ᵡּתᵢ 0x00 ╪♣╥ ˃╙ җ Ἄ 0x1B2(434)╬ּױ⁄  ╬ תᶉᾎּתᵑ Ṓ˭ 

Ӈ˞Ϯ UserӮᴜ╙  ὡ ▓˭ Ӌѱѻ. 

 

 

[͋ᵚ2-26. osiris user ӫᴙ ₭ᴫ] 

 

 

 

 

 



0x03 Duelist #3  

Crackme : http:// beist.org/research/public/ crackme10/due-cm3.zip 

Keygen : http:// beist.org/research/public/crackme10/ due-cm3-keygen.zip 

Author : Duelist 

Level:  

Protection : Matrix  

 

 

0x0001 ᶙ  

♬ אַ CrackMe░ѱѻ.  18ˌ╥ Ḗᾅ ╘ˉ פּ ᶙ ˌᵣ ἐ בֿ ‒ Ἓ̑ᶉᾎּת

ᵑ Ṗ ὡ ▓ᾋѱѻ. ṪἍ╙ Ἄ ‡֒˭ Ḗᾅᵑ ╪↔ Ἄ CrackMeᵑ ᵣө‴̆, ‡֒

˭ ᶔ 262144ˌ╥ ˿↕ᵑ ᾅ   Ṗ ˦╬ּת ̑Ṩ ѱѻ. 

 

0x0002 ṧἊ Ḑ ╧ 

 

[͋ᵚ3-1. Duelist ŝs Crackme #3 ᾏ ᶑ] 

 

 18ˌ╥ Ḗᾅ₮ Resource Editorᵑ Ợ↔ Ѥ Tip╪ Ϯ₮▓ᾋѱѻ. ▀Ѿ Ḳג

╙ Ḵ яױṒ˳ᾋѱѻ. 

 
[͋ᵚ3-2. ›ש ᶆᾋּק] 

 

҉⁷  [͎ᵝ3-2]₮ ˉ╘ ᶉᾎּת ֺ ʺת ῼ ᾋѱѻ. ḖᾅѤ 18ˌ ░ѱѻ. ͎ᵙ̆ 

ḖᾅѤ Checkŋ  ˞Ϯ Check  .ὡ ▓ᾋѱѻ פֿʺ ᶛ‚Ựᵑ ╥תּʺΏѤ 2 תּ

)18^2 ,סּ 262144)ˌᵑ   ὡ ▓˳ᾋѱѻ. 

 



 ͎ᴀ ╪Ⱡ OllyDbgᵑ ╪↔ Ἄ DuelistŚs Crackme #3ᵑ ⁸‡Ṓҵᴜ ˳ᾋѱѻ. 

 

 

 

[͋ᵚ3-3. Duelist ŝs Crackme #3 ╢ ӢӦ] 

 

╪♣ CrackMe₮ Ҁᵙ ӥʺ Ữ҉  ῷ Ṓ░ѱѻ. 0040116A~0040116F⁄Ἄ ⱳˠṪ͙

ᵑ Ἄ Ἓ̑ ᶉᾎּת₮ ᾒ  ᶉᾎּתᴛ╥ Ṫ͙ᵑ ˭ Ӌѱѻ. ⱳˠ╘ EAX Register╥ ˃╪ 

0x0F35466(15946854)▀ ԅ ░ѱѻ. 0040116A ḕᴛ ─╥ ӥᵑ Ṓᶔ EAX Register╥ ˃╪ 

‡֒˭ ᵣө‡ּתѤּת ῼ ὡ ▓ᾋѱѻ. ּ00401167 ס⁄Ἄ EAX Register̋  ʺⱨ‒ ӇѤ ˃╘ 

0xF35466 / 0x4D = 0x 328FE ░ѱѻ. ↕ᵙѤ Ḗᾅᵑ ╪↔  EAX Register╥ ˃╙ 

0x328FEᴛ ᵣө‡‒ ̆ ͎ ˃╪ ‡֒˭ ᵣө‡ּתѤּת ῼῷ‒ ѱѻ.  

 

00401117 xor esi, esi 

//ESI Registerᵑ ͙  ᾎ ѱѻ. 

00401119 xor edx, edx  

//EDX Registerᵑ ͙  ᾎ ѱѻ. 

00401127 movsx ecx, byte ptr ds:[esi+4020FE]  



//ECX Register⁄ [esi+4020FE]̋  .Ѥ ˃╙ ▄‡₪ѱѻ▓ ̆תּʺ 

 

 

 

[͋ᵚ3-4. ECX Register› Ӧ„ʻ ˀӦ] 

 

[͎ᵝ3-4]ᵑ Ṓᶔ 0x16Ṩ  0x4Dּͥת╥ ˃╙ ╬  ὡ ▓ᾋѱѻ. 00401127⁄Ἄ ECX 

Registerᴛ ▄  .ө░ѱѻ˃ פֿ

 

[͋ᵚ3-5. 00401117~00401146]  

 

ECX Register⁄ ▄╘ ˃╙ 0040112E⁄Ἄ 0x4D(77)̓ ẋ̪ ѱѻ. ͎ ˺̓ʺ ╪גᶔ 

00401162ᴛ Ṫ͙ ˭ Ӌѱѻ. 

 

[͋ᵚ3-6. 00401162~0040116F]  

 

 ᶔ ECX Register╥ ˃╙ 0x40215E⁄ Кᾋѱѻ. ͎ᵙ̆ ESIגᵣ ͎ ˺̓ʺ ╪ ῷѱתּ

Registerᵑ 1ּשʺᾎ ̆ ϮἌ Ḗᾅʺ ἐ Ӈ‡ ▓Ѥּת ΌӇ‡ ▓Ѥּת ╬╙ ˭ Ӈ̆, 

ἐ Ӈ‡ ▓ѻᶔ EAX Registerŋ  1ᴛ ᵣө‡ [͎ᵝ3-5]╥ 00401143~00401146⁄Ἄ 

00401127ᴛ Ṫ͙   .Ώ˭ ѱѻ תּ

 

[͋ᵚ3-7. 00401148~00401160]  

 

─╥ Ͽ↔ө╙ ꜙ Ἄ Ỹʻ ᶔ Ḗᾅʺ Ϯגҵ CheckӇ‡ ▓ѻᶔ 00401146⁄Ἄ

00401127ᴛ Ṫ͙ בֿ Ώ̆ 00401148ᴛ תּ ⁴ [͎ᵝ3-7]̓ ˉ╘ ⁷ụ╙ ˭ Ӌѱѻ. 

 



 

 

 

00401148 mov eax, dword ptr ds:[40215E]  

//EAX Register⁄ 40215E╥ ˃╙ ṓỢ ѱѻ. 

0040114D movsx ecx, byte ptr ds:[esi+4020FE]  

//ECX Register⁄ [esi+4020FE]̋  .Ѥ ˃╙ ▄‡₪ѱѻ▓ ̆תּʺ 

00401154 imul eax, ecx 

00401157 imul eax, esi  

//EAX = EAX * ECX * ESI 

0040115A add dword ptr ds:[402162], eax  

//402162⁄ EAX Register╥ ˃╙ җ ѱѻ. 

00401160 jmp short due -cm2.00401127 

//00401127ᴛ Ṫ͙ ѱѻ. 

 

[͋ᵚ3-8. 00401127~00401160]  

 

00401127~00401160╙ Loopᴛ Ṗ ὡ ▓ᾋѱѻ. ַאʼ⁄ 2ˌ╥ ⱳˠ Ṫ͙ᶷ╪ ▓Ѥҥ ╪

˦╘ Loopᵑ ẖⱨϮʺ͙ ─  ӥᴛ Ṓᶔ Ӊ ˦░ѱѻ. 

Resource Editor ╙ ╪↔ Ἄ DuelistŚs Crackme #3ᵑ ⁸‡Ṓ˳ᾋѱѻ. ͎ᵙ̆ Ḗᾅʺ 

 .Ѥ ʻʻ╥ IDᵑ ῼῷṒ˳ᾋѱѻ▓ ̆תּʺ



 

[͋ᵚ3-9. Resource Editor ╖ ╧↑  ID ╩] 

 

[͎ᵝ3-9] ᴀ Ἄ ʻʻ╥ Ḗᾅʺ ʺּתѤ ID˃╙ ῼῷϿ‴ᾋѱѻ. 

 

[͋ᵚ3-10. ḓᾂ╢ IDˀӦ] 

 

[͎ᵝ3-10]╥ Ḗᾅʺ ʺּתѤ ID˃ө̓ ֟ ˉ╘ ˃ө╙ [͎ᵝ3-4]⁄Ἄ ╙ ὡ ▓‴ᾋ

ѱѻ. [͎ᵝ3-4]╥ ˃ө╘  19ˌ╬ҥ ẋ  Ḗᾅ╥ ˌὡѤ  18ˌ░ѱѻ. [͎ᵝ3-4]╥ 

ᵡּתᵢ ˃╪ 19Ḵ  0x4DѤ 004011E~00401131⁄Ἄ Loopᵑ  ͙ ─  0040112E╥ 

ⱳˠ Ṫ͙ᶷ⁄ ῠ╪Ѥ ▐╥╥ ˃╪̆ג ︠▬  ὡ ▓ᾋѱѻ. 

 

4020FE⁄ ♇◑ӈ ˃ (0x4DⱠΩ) 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 

16 49 5E 15 27 26 21 25 1D 59 53 37 31 48 5D 0C 61 52 

 

Ḗᾅ╥ ID˃ 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 

61 49 5E 16 25 26 21 59 53 15 37 31 48 50 0C 52 27 10 

╪Ⱡ ᾒ Ἄ ▐╥ᴛ ᶙ ˌ╥ Ḗᾅᵑ Check בֿ ⁄   Ṓ˳ᾋѱѻ. 



 

[͋ᵚ3-11. CheckӅ ḓᾂ] 

 

[͎ᵝ3-11] ᴀ 2, 4, 8Ḵ  Ḗᾅᵑ ἐ ̆ Check Ḳ ╙ яᴃᾋѱѻ. F8 ᵑ ╪↔

Ἄ Step-overᴛ  בֿ ῭╬ג ˳ᾋѱѻ. 00401117~00401119⁄Ἄ ESI Register₮ EDX 

Registerŋ  ͙  ᾎ ѱѻ. ͎ᵙ̆ 40215E⁄ ESI Register˃ ╙ Кᾋѱѻ. ͙ ӈ ˃╪ḃ

ᴛ 0╪ ө‡ʾ ˦░ѱѻ. ͎ᵙ̆ 00401121⁄Ἄ 402162⁄ҵ ESI Register˃ ╙ Кᾋѱѻ. 

╪˦ ֞  ͙ ӈ ˃╪ḃᴛ 0╪ ө‡ʾ ˦░ѱѻ. 00401127⁄Ἄ ECX Register⁄ 

[esi+4020FE]╥ ˃╙ ṓỢ ѱѻ. [0+4020FE]╥ ˃╘ [͎ᵝ11]─╥ ⁄Ἄ ╬  ὡ ▓ᾋѱ

ѻ. 0x16╪ ECX Registerᴛ ṓỢ Ӊ ˦░ѱѻ. Registers (FPU)⁄Ἄ ╬ Ṓ˳ᾋѱѻ. 

 

[͋ᵚ3-12. Registers (FPU) ECX╢ Ṇ ] 

 

 [͎ᵝ3-12]⁄Ἄ ṒᾎѤ ˦̓ ˉ╪ ECX Register╥ ˃╪ 0x16╖ᴛ ṉ˿Ӈ‴ᾋѱѻ. ѻ╛ 

ӥ╬ 0040112E~00401131⁄ἐ ⱳˠṪ͙ᵑ ˭ ӇѤҥ ECX Register╥ ˃╪ 0x4D ▀ ԅᵣ 

Ṫ͙ ˭ Ӌѱѻ. ּ͔ת ECX Register╥ ˃╘ [͎ᵝ3-12]⁄Ἄ Ṓ╪Ѥ ˦ ᴀ 0x16░ѱѻ. ͎ױ

ḃᴛ ♥ҍ Ṫ͙ ̆ ѻ╛ ӥᵑ ֿב ˭ Ӌѱѻ. ѻ╛ ӥ╬ 00401133⁄Ἄ [40215E]⁄ 

ECX Register˃ ╙ ṓỢ ѱѻ. ͎ױᶔ [40215E]⁄Ѥ 0x16╪ ө‡ʾ ˦░ѱѻ. ╬ Ṓ˳ᾋ

ѱѻ. 

 

[͋ᵚ3-13. 0040215E› ╘ █ᴌӅ ˀ] 

 

 [40215E]⁄ 0x16╪ ө‡ʼ ˦╙ [͎ᵝ3-13]⁄Ἄ ╬  ὡ ▓‴ᾋѱѻ. ͎̆ױ ϱ  ESI 

Registerŋ ᾎ ʺש1ּ  ̆ ϮἌ IsDlgButtonChecked APIᵑ  ˭ Ӌѱѻ. 

 



[͋ᵚ3-14. IsDlgButtonChecked API]  

 

IsDlgButtonChecked APIѤ ѻ╛̓ ˉᾋѱѻ. 

UINT IsDlgButtonChecked( 

HWND hDlg,  // ҍ Ữ▫╥ ө 

    int nID Button //Check Ữ ᵑ ⱳỢ  Ḳ ╥ ID 

); 

ἒᶘ 

Ӱ₡ Ḳג ╪Ϯ  Ḳ ╥  Ữ ᵑ ⱳỢ ѻ. ᴞ⁄˭ BM_GETCHECK ᶉᾎּתᵑ 

ṒϿ  Ữ ᵑ ⱳỢ  .ѻר 

[͎ᵝ3-14]ᵑ Ṓᶔ ButtonID⁄ 0x16˃╪ ө‡ʺ ▓Ѥ ˦╙ ╬  ὡ ▓ᾋѱѻ. ECX 

Register̋ ▄ ӇѤҥ [4020FE]⁄ ♇◑ӈ ˃╙ ᴗᴛ ˭תּʺ Ѥ ˃╙ ButtonIDᴛ▓ ̆תּʺ 

‡₮ Ḗᾅ╥ CheckỮ ᵑ ╬ ˭ Ӌѱѻ. Check̋  Ӈ‡ ▓ѻᶔ EAX Register⁄ 1╙ 

ḙ ⁴ 00401127ᴛ Ṫ͙  .Ώ˭ Ӌѱѻ תּ

↕ᵙѤ 2, 4, 8Ḵ  Ḗᾅᵑ Check ₄╖ḃᴛ 0x49, 0x16, 0x26˃ ⁄ ҍ Ἄ 

IsDlgButtonCheckedᵑ ᶔ EAX Register⁄ 1╙ ḙ  ˦░ѱѻ. ́ἶ ֿב ᶔἌ ּת

Ṓ˳ᾋѱѻ. 0x16ᵑ ID˃╖ᴛ ʺּתѤ Ḗᾅᵑ Check ₄╖ḃᴛ EAX Register⁄ 1╙ ḙ

̆ 00401127ᴛ Ṫ͙ בֿ Ώ̆ תּ ˭ Ӌѱѻ. 00401148⁄Ἄ EAX Register⁄ [40215E]

╥ ˃╙ ṓỢ ѱѻ. [͎ᵝ13]⁄Ἄ Ṓӭ╪ [40215E]╥ ˃╘ 0x16░ѱѻ. 0040114D⁄Ἄ ECX 

Register⁄ [esi+4020FE]˃ ╙ Кᾋѱѻ. ╪ԅ ESIѤ 00401142⁄Ἄ 1ּשʺ ₄͙ ԅᶷ⁄ 1╪ 

Ӈ‡Ἄ ECX Register⁄Ѥ [1+4020FE]╥ ˃(0x49)╪ ө‡ʺ˭ Ӌѱѻ. ͎ᴀ EAX Register⁄Ѥ 

0x16, ECX Register⁄Ѥ 0x49ʺ ө‡▓˭ Ӌѱѻ. ͎ ѻ╛ ӥ╬ 00401154~57⁄Ἄ EAX 

Register₮ ECX Register, ESI Register╥ ˃╙ ̏  EAX Register⁄ Кᾋѱѻ. ́ụ╙ ᶔ 

0x16 * 0x49 * 1 = 0x646(1606) ╪ Ӌѱѻ. ͎ ˺̓╬ EAX Register˃ ╙ 0040115A⁄Ἄ 

[402162]⁄ җ Ἄ Кᾋѱѻ. [402162]╥ ͙˃╘ 0╪ḃᴛ ◓ [402162]╥ ˃╘ 

0x646(1606)╪ Ӌѱѻ. ͎̆ױ ϮἌ 00401160⁄Ἄ 00401127ᴛ Ṫ͙ ˭ Ӌѱѻ. 

00401127⁄Ἄ ECX Register⁄ [esi+4020FE]╥ ˃╙ КѤҥ ESIѤ ╪♣⁄ 1ᴛ ּשʺ ₄╖

ḃᴛ ECX Register⁄ ө‡ʺѤ ˃╘ [1+4020FE]╥ ˃(0x49)╪ Ӌѱѻ. 00401142⁄Ἄ ESI 

Registerŋ ᾎ ʺש1ּ  ̆ ͎ ѻ╛ ⱳˠ Ṫ͙ᶷ╙ ᵣⱴᾎ ᶣ תּ ḃᴛ ֞ ῷמᴛ ֿב ˭ 

Ӌѱѻ. 00401148⁄Ἄ EAX Register⁄ [40215E]╥ ˃(0x49)╙ Кᾋѱѻ. ͎ᵙ̆ 0040114D⁄

Ἄ ECX Register⁄ [esi+4020FE]╥ ˃(0x5E)╙ Кᾋѱѻ. 00401154~00401157⁄Ἄ EAX 

Register⁄ EAX * ECX * ESI ˃ ╙ К˭ Ӌѱѻ. ́ụ╙ ᶔ 0x49 * 0x5E * 2 = 0x1ACE(6862)

ʺ Ӌѱѻ. 0x1ACE(6862)˃ ╙ [402162]⁄ җ ѱѻ. ͎ᴀ [402162]╥ ˃╘ 0x3BE2(15330)ʺ 

Ӌѱѻ. ͎̆ױ ϮἌ ֞ 00401127ᴛ Ṫ͙ ѱѻ. ͎ᴅ˭ ́ἶ ֿב ⁴ ἐ Ӈּת Ώ╘ 

Ḗᾅ╥ ID˃╘ ᶴᾎ ̆ ἐ ӈ Ḗᾅ╥ ID˃╙ ╪↔  ѻ╛̓ ˉ╘ ́ụ╙ ˭ Ӌѱѻ. 

 



[402162] = ([ ἐ ӈ Ḗᾅ╥ ID˃] * [esi+4020FE] * [esi]) + ( ŏ) + ŏ + (ŏ) 

[402162] = (0x16 * 0x49 * 1) + (0x49 * 0x5E * 2) + (0x26 * 0x21 * 6)  

 

 ⁴͙Ἄ esi˃ ╘ ѻ╛ ᵑ ̆ ᾎᶔ Ӌѱѻ. 

 

4020FE⁄ ♇◑ӈ ˃ (0x4DⱠΩ) 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 

16 49 5E 15 27 26 21 25 1D 59 53 37 31 48 5D 0C 61 52 

[402162] = (0x16 * 0x49 * 1)  + (0x49 * 0x5E * 2)  + (0x26 * 0x21 * 6)  

 

ἐ ,סּ ӈ Ḗᾅ╥ ID˃̓ [esi+4020FE]˃  ͎ᵙ̆ esi˃ ╙ ̏  ˃ө╥ ╪ 

0x328FE(207102)╬ ⱳˠ╙ Ѥ ˦╪ᶒ, ↕ᵙѤ ʼѾ  ᴛ͎מḒ╙ Ἄ ˃╙ ̯  ὡ 

▓ᾋѱѻ. 

 

0x0003 ˷ᴚ 

ḖᾅѤ ἐ ̓ ἐ ὡ ▓ᾋѱѻ.  18ˌ╥ Ḗ פֿʺ ╙ⱳˠᵣ תּʺΏ╛╥ 2 תּ

ᾅ╥ ἐ ̓ ἐ  .ᶔ 2╥ 18ᾍ╪ Ӌѱѻתⱳˠ╙ ˿↕╥ ὡᴛ ӻּ תּʺΏ╛╥ 2 תּ

  Ѥג262144 ϱ Ὠ▫ʺ Ϯ₡Ѥҥ ╪ˢ ὡ▬‰╖ᴛ ▫ᶔ ᾎʼ╪   ░˦ ˢᵜ מ₡ 

ѱѻ. ͎מἌ ᴛ͎מḒ╥ ҵ∑╙ Ḛῷ‒ ѱѻ. 

 

// duelist3_keygen.cpp : Ἱ╞↔ ᴛ͎ע⁄ҍ ╥♬╙♩░בֿ ѱѻ. 
// ӥ By Mins4416 @ naver . com  
 
#include  "stdafx.h" 
char checked[18]; 
void flag_checked(int  i) { 
 for (int  j=0; j < 18; j++) {  
  if (i & (1<<j))  
   checked[j] = 0x31;  
  else 
   checked[j] = 0x30;  
 } 
} 
 
int  _tmain(int  argc, _TCHAR* argv[]) 
{ 
 // Ḉᵙ⁷ụӈ˃ 
 int  keyvalue[]={0x21032, 0x359C, 0x1722, 0x646, 0x2188, 0x1D64, 0x2163, 0x1208E, 
 0xC427, 0xCCC, 0x7E54, 0xB328, 0x16E30, 0x4164, 0x48C0, 0x1BBF4, 0x1CF2, 0x5ABD}; 
  
 / * int keyvalue[]={0x646, 0x359C, 0x1722, 0xCCC, 0x1CF2, 0x1D64, 0x2163, 0x2188, 0x5ABD, 
0x1208E, 0xC427, 0x7E54, 0xB328, 0x16E30, 0x4164, 0x48C0, 0x21032, 0x1BBF4}; */  
 
 // ʻʻ╥˿↕╥ὡ╥⁷ụ˃╪♇◑ӇѤ̐ 
 int  sum = 0;  
 // ♬҆ 
 int  answer = 0x328FE; 



 // ᶛӧ˿↕╥ὡᵑ́ụ ѻ. 
 for (int  i = 0; i < 262143; i++)  
 { 
  sum=0; 
  flag_checked(i); 
  for (int  j=0;j<18; j++) {  
   if(checked[j]== '1') { 
    sum += keyvalue[j];  
   } 
  } 
  if (sum == answer)  
   break; 
 } 
 // ♬҆ ᴏ 
 for (int  i=0; i < 18; i++)  
 { 
  printf( "%c", checked[i]); 
  if(i == 8)  
   printf( "\ n"); 
 } 
 system("pause"); 
 return  0; 
} 

 

 

[͋ᵚ3-15. ♩҃] 

 

 [͎ᵝ3-15]⁄ Ṓ╪Ѥ ˦ ᴀ Ḗᾅᵑ ἐ   Ḳ ╙ яױṒᶔ ŏ 

 

 
[͋ᵚ3-16. Ἐ̎ ᶆᾋּק] 

 

 Ἓ̑ ₄ᾋѱѻ!! 

 

 

 


