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++ OllyDbgn + . A TAL
#1l st O 'Ayo.

U ., Ayo.OlyDbgn = - Duelist§ Crackme

&) CPU - main thread, module due-cml1

$ G4 0O push O [pMDduIe = MWULL
004071 002 E8 ECOM0000 |galll =jmp,&KERMEL3Z, Get ModuleHand led= Get ModuleHand | e4
o040 007 43 63214000 |moy dword ptr dz: [402163], eax
o4 aoc C705 37214000 mov dword ptr d=: [402137], 4003
onam e CT0S 3B214000 moy dword ptr dz: [402138], dus-cml, 0040
0040 0zo CT05 3F214000 mov dword ptr d=: [40213F], O
00401 0Z4 CTOS 43214000 mow dword ptr d=: [402143], O
00401034 &1 B3214000 |mov eax, dword ptr ods: [402163]
ooannzg 83 47214000 | mow dword ptr dz: [402147], eax
o040 03e G4 04 push 4 Rzrchame = 4,
o401 040 50 push eax [hlnst == NULL
o040 041 Ed CT0Z0000 |call <jmp,2USER3Z, Loadlcond> Load |l cond
004071 046 43 ABZ214000 |mov dword ptr dz: [40214B], eax
00401 046 G5 007FO000 | push FFOO0 Rerchame = |DC_ARROW
o401 as0 B4 00 puzh O [hlnst = MULL
ooan sz ES SO00Z0000 | call c:jmp.&USEHSZLLDadEu[SDrA} LoadCursors
[ wi1-3.OllyDbgpr 5 %oq b &Lw T NO]
o . pY ~ N S ” 1L A ® - 0o A =| y - l:
N\ a,., s én ont D=3 A F O Ayo.w, 2I9n" Oy o
APH & EXTY
Q0AMOFE| = G4 24 push 24 Count = 24 {36,
Qo401 oFD BS F7204000 |push dus-cml , O04020FT Buffer = due—cml, O04020F7
noaot o0z B4 01 puzh 1 ControllD =1
00401104 FFYS 05 puzh dword ptr ==: [ebp+d] hifnd

ES S50Z0000

call «<jmp,&U=ER3Z GetDlgltemText b=

GetDlgltemText A

[ w 1-4. GetDIgltemText API]

GetDlgltemText APy b £[ E od’ ~ Ayo.
UINT GetDlgltemText(
HWND hDIg, /& =L "n” B rutq e
int niDDIgltem, /& = ID
LPTSTR IpString//v = 8 L wnuE, — K &
intnMaxCount /K 1 “$. 4T “Fq4 K 1 £~ K€1F *4
)i
£/
WM_GETTEXTy Ann & =1 09 & =4 & n gi IpSting K / vV o.

K “F{OMaxCount)Oo v =84 x "3 vos kL qauio.

r -

[ B 1-4]% GetDigltemTextAPIE [ L O3 Q o

54, K 1 TF€ 0x24




s K " € * E 004020F7Fa IE€s Q
Address | Hex dump 4301 |
O04020F (a0 OO 00 00700 00 00 007 00 00 00 00700 o0 ad oo ...,
00402107{(00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 .., .o vevnens,
00402117 00 00 OO 00 00 00 00 00 00 00 00 00 000 e nnas
[ w1-5.004020F7 1 w [Jw ']
B1-5) Ay’ ST an Q% K APIE [ BT s
L y Ay M a'l i . o e/ 3 ¢
>+ F / erH 1iyo. AT >L o © K / 9<% eorglEn
O, Ayo.
dddress | Hex dump 83C |
O04020F 7|74 62 B9 75 20 B9 73 20 B2 75 GG BE G5 72 OF 00/this is buffer?)
00402707 ( 00 00 00 00 00 00 00 QOj00 00 00 00 00 00 00 Q0| , .., .. enens
00402117{ 00 00 00 00 00 00 00 OOj 00 00 00 00 00 00 00 Q0f, ... ns
0040212700 00 00 00 00 00 00 00 00 00 00 0000 00 0000, ...,
[wie> < PBenn {7 ]
rthis is buffer?a € v = 8 L ii0 Oy s 5/ >F eay 1L &
Ayo.Ft [ B 1-4] GetDigltemTextAPI + 1 O0in O, Ayo
3300 0P Bax, eax Edx &= 2|}
= GOBS F720400( cmp byte ptr ds: [eax+d0Z0FT], O 0 Hwa LI g2 2 =0
o~ 1418 je =short due-cmil,00407112F gt0] HOHH o0a0112FE 22
B0ED FYZ04000 xor byte ptr dz: [eax+d0Z0F7], 45 [Fa2F 222 = 22 gl xor 43
G0B0 FTZ04001 xor byte ptr ds: [eax+d020F7], 1E [Fa2F 222 = 22 gl xor 1E
G0ED FYZ04000 xor byte ptr dz: [eax+d0Z0F7], 55 [Fa2F 222 = 22 gl xor 55
, 40 inc eax Ehx = EAX + 1
. EZ OF loopd =hort due—cml, 00401 10E 0040110EZ S0h
» @3F8 00 cmp eax, 00 Eax?t 0= Hl
- 75 18 jnz short due-cmi, 0040774C Eax2t 00l QL 22
[ w1-7. GetDigltemText L+ | 1]
[ B 1-7]1k 00401107+ &1 Fink diiyo.[ 0
ixo SAL Co i Ayo.
0040110C xor eax, eax
1”3 ?q XOR4 Q &l > 0L+ y 3oy
0040110E cmp byte ptr ds:[eax+4020F7], O
lllbyte o~ p 1 [eax+4020F7] 4 O W, 30y

00401115 je short due -cm1.0040112F
//®1 0040110E> A W, p 1= " Oyd 0040112Fp
00401117 xor byte ptr ds:[eax+4020F7], 43

%
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3 oy.



/llbyte o~ p t [eax+4020F7] ¢ 43 xor + O 30y
0040111E xor byte ptr ds:[eax+4020F7], 1E

/llbyte o~ p t [eax+4020F7] ¢ 43 xor + O 30y
00401125 xor byte ptr ds:[eax_4020F7], 55

/llbyte o~ p t [eax+4020F7] ¢ 43 xor + O 30y
0040112C inc eax

lleax' 1xw A 30y

0040112D loopd short due -cm1.0040110E

//0040110EP ¥ Yw * 30y

0040112F cmp eax, O

leax? ¢ O W, 30y

00401132 jnz short duel-cm1.0040114C

lleaxw 0+ w3 . o 0040114Cp &_ 3Oy

n+ d s, p O w 30y.05 oV , —w Jr 27w, -30y)

+ n e, — fHt ' 8/ b Tt t “f"3A O, Ayo.t 3" o}
Ed/ aaaad K" 0 " a4 Ao., '3 aaad€ A 4 K GetDlgltemText APIT
& 004020F7s 5 K / + O, Ayo

Address | Hex dum ASCH |
O040Z0F 7 00 00 00 00 00 00 00 00 00 00 00 00ffkasal,..........
00402107 00 00 00 00 00 00 00 00/ 00 00 00 0000 00 00 0005 ... ees s

[ w18 JJr aaag]

[ B18 A OFfkiva K /7 «0f’ 1L & ,Ayo0., =~ o aaaa
> 0040110C~00401132y [ ~te Ll < A3 A+ "~ n KN 4+ O, Avo.
t ¢ 0040110C-00401137 * * We <, 4+ 0 &5 wo.Wp$, 4+ 10 ¢35
€ HT E Wpd, 4+ 0 &2 /A F2 10 B!t Xt 8 1 w
Breakpoint Toggle L ¢ 3 Yyo., nag [ Bl4Ma D0 STF y uqT

n ks P o BAyo.ét , U " We+ + " tsyg O lvo.

Breakpoint =)

Fw1o -t 7 mmf wetx &£ 7A; ]

Wo, 4 n gps 3 [ B17Ma O£ 1L &
Cole+ie x/ i K L atRyo.+1 "n CNe+ies
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[ w1-10. OllyDbg{ oA o<d O]

i K L bt 3 CrackMe vt 34 , €5 N3 & Ed/
N, K Lgagnud, Ayo.
33C0 ®OF Bdx, Bax Edw &= 2| EL
GOES F720400( cnp byte ptr ds: [eax+d020F7], O 0ot Hws e gy 2 =0
1418 je shart due-cml,0040112F ef0l SO o0pd0112FE 22
B0ED FTZ04000 xor byte ptr ds: [eax+d020FT], 435 a2 M2 P BY gh]l wor 45
B0ED FTZ04000 xor byte ptr ds: [eax+d020FT], 1E a2 M2l Fs BY gl wor 1E
B0ED FTZ04000 xor byte ptr ds: [eax+d020FT], 55 [Fa2F M2lFl= 22 gH] xor 55
, 4o inc eax Edx = Edx + 1
. EZ OF loopd zhort dus-cml, 0040110E Q040110EZ = 0p
g3Fg 0o cmp eax, 0 Eax?l 0= Hl 2
~ 75 18 jnz short due-cml,0040114C Eax2t 00] QLI 27
[ w111 A wweLx & w Ay > AFA I PO U ]

n3 [ P11y A OAKE éF ~ 4+ Wo$, 4+ " Eay "/ A WA snH
WO ., > Registers(FPU) & O3 = »dnd T >L Qo

Registers (FPU}

Edy 00000004

ECK F7O0121BC USERSZ, 7701216

EDY 00140608

EE 00000000

ESP 0012FBEC

EEP 0012FECE

ES| 00401001 due-cnil, 00407001

EOI O012FCE0

EIP 00401100 due—cmil, 0040110

[ w1-12.0040110C> A +A J pJ} ¥

[ B 1-12]n O3 EAX
EAXE 00000000+ H 1
€/ A F8 n

vo .~
K

a 'l

°

0000000044k

| Registers (FPU)]

P o a

Ay o . 0040110C"
3 " kE>L XORA 3 0 Y,
A ten "

J
Step-Overtr 2

Ce

i | .
_r-



Fegisters (FPLD

Edve
ECx
ED-
EE=
EZP
EBF
EZI
EON

EIFP

[ w1-13. Step-Over w

aaaaaaoo
T 21BC USERSZ, 770N Z1BC
007 40605
il ]nluju]n]u]
001 ZFEEC
001 ZFECS
00401007 due-cml , 00401001
001 ZFC30

0040110E due-cml, 0040171 0E

Registers (FPU){|  d ]

EAX R @ " 00000000+ y 1 L &
000000044 1 k ¢ =" aaaay T F" 4F, WO.6,  van 3
EAXp NG € T[ 00000006+ H 1 bI! 3 A Step-Overt = 1
a . Ayo.
. 33C0 ®OT EEX, BEX Efw = 7|5t
= pBOES FY204000 cip byte ptr ds: [eax+d020FT], O 0o Hlwa HEE g2 FEE =0
| T4 18 je short due—cml,00401712F et SCHH 004011zZFE 27
GOB0 FT7204001 xor byte ptr dz: [eax+d0Z0F7], 45 [Z=a=2F Mel2l= &Y gH] xor 43
B0E0 FT204000 xor byte ptr ds: [eax+4020F7], 1E [F=a2F H2131= 22 gl =or 1E
GOB0 F7204001 xor byte ptr dz: [eax+40Z0F7], 55 [Za=2F Me2l?l= &Y gH] xor 55
, |40 inc eax Ehx = EAX + 1
SMEZ DF loopd =hort due-cml , 0040110E 0040M10EZ =0t
» @3F3 00 cmp eax, 00 Eax?t 05 Hl R
e 75 18 jnz short due-cml,0040714C Eax3t 00 OfLI® 22
[ w 1-14. 0040110EP o_ w I d]

O a2y O /Ayes 9o+ NAHKE ST &1 FSTL O3 i/ A
Vyw KSi " "R e wg >’ ~0n" tY/ AT, Ht CkEn 500
QuYIE D oF BAvoO.

d=: [0040Z0F7]=61 {'a"}
Jump from 00401720
dddress | Hex dump &30 |
O04020F7| 61 61 61 6100 D0 00 00/ 00 00 00 00/ 00 00 00 O0|asaa, ., .........
[ w1-15.0040110E T A pt~ T { p 1]
n. K (004020F7y =" Md/ aaad' e f 0040110E0 i " O
X, u” e w$E " ox6l (k€ 1 L [ B 1-15p £ »
X, wnikE wfF K€ o', v/ 0040111y A T, n Ql 1iyo.” T 2

0, Ayo.




. 33C0 xOr eax, eax ) Eax &= 2|5}
> GO0BS F7204000 cnp byte ptr ds: [eax+d020F7], O 0ot Hlws EE g2 F2E =0
e g 18 je shart due-cml,0040112F ef0] SICHE oo4011zrz 27

B0ED FTZ04000 xor byte ptr ds: [eax+d020FT], 43 a0 MelFls 2 gl wor 435
, | B0BO F7204000 xor byte ptr dz: [esx+4020F7], 1E Fa0F el = 22 gl xor 1E
., | B0B0 FTZ04000 xor byte ptr ds: [eax+d020FT], 55 [Fa2F M2F= 22 gl xor 55
, |40 inc eax Edx = Edx + 1
| E2 OF loopd zhort dus-cml, 0040110E Q040110EZ S 0F
= 33F8 00 cmp eax, O Eax?l 02 H
e 7518 jnz short due-cml,0040714C Eax2t o0 OHC& 22

[ w1-16. 00401115 p o_. w N d]
o0 K wT T, mn Q Ayo.[ B 1-17]L O3 JumpisNOT taken v 0 &
o 8 [ B 116y D0 ¢m™ ¢ 0 " wqT T, H L»s ~
Jump i= NOT taken
00401 12F =due—cml , 00401 12F
[ w1-17.00401115 § 1 p 1]
T a . Ago.

. 33Co 0P Bax, eax Eax Z 2| EL
= 80BS F7204001 cop byte ptr ods: [eax+d020F7], O oot Hwal LEE g2 82 =
e 318 je short due-cml,0040112F gt0] HCHH 00a0112F2 27

80E0 F7204001 xor byte ptr dz: [eax+d0Z0FT], 45 Za0F M2Fl= 22 gl xor 43
. B0B0 FT7204000 xor byte ptr ds: [eax+d020FT], 1E [F=221 M2 F= 22 gt] =or 1E
. GOBO F7204000 xor byte ptr ds: [eax+d0Z0FT], 55 [Z=4=21 2tel2l= 22 gl xor 55
, 40 inc eax Edx = E&x + 1
. EZ OF loopd zhort due—cml, 0040110E 0040M10EZR =0F2
» G3F3 00 chp eax, 0 Edx?t 05 Hl 1
e 75 18 inz short dug—cml, 00401140 Eax2t 00 OfLIE 22

[ w1-18. 00401117 P o_ v 1 (]

-~ EAX PR 13 00401117 0 i/ A  ds:eax+4020F7]k
ds:[0+4020F7H H~ =30 t EYo.O0x6l (S wo.F1"
0x43l XORA € ~ K ull Oy ox22' t CAyo.K
/ Aot A RV len

addresz | Hex dump ASCI | |
004020F7] 2z 61 61 5100 00 00 0000 0000 00 00 00 00 0] "&@a. .. r. .,
[wi19.f { v k7 2L 0x43 XORs, DY (]
K / A o0x6lf ox22 y 1L &, Apo., "3 0040111E~00401125 XORy
I\ EAX®R& " 0F =¥/ K g M K =31 XOR ~ Yo., A




t ¢ Ox22F OxIB) XOR ~ . "' >L oA Ox558 XORA 1 yo.00401125 n 3

K >+t n k€n &£ O, Ayo.®Da &/ " ul pe
Oy O0x22F Ox1B0 XORAT xy Ox3C' t CAyo., >~ Ox3CF 0x557 XORAT x
W Ox69(F) St CApo. A2 K > "u >%"Etn & 0O, Ayo.
dddress | Hex dump A3C1 |

DDdDEDF?@ B1 &1 B1|00 00 00 00|00 o0 o0 o000 00 00 Oo\ijkas

[ w1207 { ¥ k™ 2>+ 0x69(%p DY (]

[ B 120y A 2 K > ~u >+ " E1L d& o B Ayo.oH
bian A . Ay o0 .0040112C 4 inc eax wo . inclE 1L w" A € Assemblyf ~ F
§ a Registers (FPUj A EAX® N &
Fegisters (FPL)
Edx Q0000007
ECx FFONZ21EC USER3Z, 701 21EC
EDx 00140605
EEx 00000000
ESP 0012FBEC
EEF 0O012FBCS
EZ1 00401007 due-cml, 00407000
EDIl O012FC30
EIF 00401120 due-cml, 00401120
[ wil-2l.inceax EAXRegister] N d1]
EAX®M& " 00000001t n 1L [ B121py A & & BAyo.éT1 od b
70 . .Ayo.[ B 1-22y A OAK &F ~ $ 0040112 'A 0040110Er V' w
a " ot T Ayo.Aen/ Aceani aqp T, 0 t 2K 0
1-16y A v 0 kwy$+ v nQa T, noodl yo.
. 33Co ®¥OT Bax, eax Edx &= 2| &}
> #A0BG FT204000 cmp byte ptr ds: [eax+d020FT], O 04 Huws UIE g FRE =0
| T4 18 je =short due-cml,0040112F gt0] BCHH oDaot1eFE 22
B0E0 F7Z04000 xor byte ptr ds: [eax+d020FT], 435 [Z=a=01 MH22= 2Y gl xor 43
G0B0 FTZ04000 xor byte ptr dz: [eax+d020FT], 1E [ZFa01 MH212= =Y gl =or 1E
B0E0 F7Z04001 xor byte ptr ds: [eax+d020FT], 55 [Z=a21 M212l= =Y gt] xor 55
, |40 inc eax Ehx = EAX + 1
SME2 OF loopd =hort due-cmil , 0040110E 00401 0EEZ =02
> @3F3 00 cmp eax, 00 Eax?l 0= Hl 1
- 75 18 jnz short due—cmi, 00401740 Eax2t 00 QLI =22

[ w1-22.0040112D p o. w 5 d]

Loop is taken
ecx=7T0121BC {decimal 2010194364, )
00401 1 0E=due—cm1 , 0040110E



[ w1-23.0040112D i
[ B 1-23y "A Loop is taken F2a € 2 L
T. vo.
McHs ip My, Mgl s 5"

"My . PO T e 5T AT HYA w ,
0040110 A EAX®R& 1 OpT A, AT Apo., =7 0040110 A K
> ol x, AT, +Sn "5 sAy0.+ STE O: X% yo.0040112D/
A 0040110Er [ wy T, € Loop/y A X'/ K > ol x_ A .&" wy
+ v 3 Loopn hht",
00401117~00401125 71§ XOR uwhy o 4« P

Ayo.t€ >L XOR

7uA OA-&T XORA 3 L 17 6L o Jyo.4, A XOR u/
L A L. +rl€xni/ 71, nDL A & mwu ., Ayo., b~ XOR
7yl 3k U2 o 0040112C A EAX®Rd 1 1w" A - HIEw F1 kK
T od K w¥ 0 gF€ - iyo.

sz 03 K g H¥E , . mi®3A3K XORA ~ K / A gicie
>4 0Fa3 T, 4 LoopéqT hht<yo. =" om Jin §

s> Ue ~ “qy T 12 |, Ayo.

Address |Hex dump ASCI |
O0A0Z0FT) 69 B9 B9 69 00 00 00 00 00 00 00 0000 00 00 Qo iiii,,..........
[ w1-24.loopw Wt i HE ]

F8 v 1T 32 L 3 K  4K° W= n 3K XORA EAXp MG 1 1w"
AG'A EAXpMG " 00000004" H3 K 5K >4k ool " n” Loopn w”™ Yy
yo.

'3 0040110 A K g 5K >’ ol x_ tew $1 k wy$ vygbr
00401115 'A 0040112Fr T. ~ UYyo.

. 33C0 xOr eax, eax ) Eax &= 2| T}

= GOBS F7204000 cmp byte ptr ds: [eax+d0Z0FF], O 0ot Hiws ZEE g2 FEE =0

e 4 18 je short due-cml,00401712F et HCHH o0d0M12FZ 22
B0ED FTZ04000 xor byte ptr ds: [eax+d020FT], 435 a2 MelFls BY gl wor 45
B0ED FTZ04000 xor byte ptr ds: [eax+d020FT], 1E a2 MelFls 2 gl wor 1E
B0ED FTZ04000 xor byte ptr ds: [eax+d020FT], 55 [Fa2F M2F= 22 gl xor 55

, |40 inc eax Edx = Edx + 1

.| E2 DF loopd =hort due-cml, 0040110E NDAN10ER =01

= +83F5 00 cmp eax, 0O Eax?t 0= Hl 1

e 15 18 inz short due-cmi,0040714C Eax2t 00| 0L 22

onaoii=s4) B3 00200000 |push 2000 Style = ME_OK|[ME_TASKMODAL
00401139 63 01204000 | push due—-cml, 00402007 Title = "Duelist 's Crackme #1°
0040113E G5 20204000 |push due-cml, 00402080 Text = "Couldn’t walidate code, bec
00401143 G4 00 push 0O hdwner = NULL
00401145 EG a5010000 |eall <jmp,&USER3Z, MessageBoxb> MeszageBoxh

[ w 1-25.0040112Fp & q]



0040112F A EAX®R& 1 >L 0 x_. ¢ 00401137 A wy T, -~
[ B 124y A P o BAyo. 00401132 jnzf ~ E 0040112Fr cmpf ~ # -
>4 0+ Quagz T. Ak [ ~iiyo., =" jnzlE Jump Not Zero —= dkH ¢
A g € Zerol€ Registers (FPUy Z0 g wo.

Regizters (FPU}

Edx 00000004

ECx T70121B8 USER3Z, TFT0T21B2
EDx 007140505

EE> 00000000

ESP 0012FBEC

EEF 001ZFBCS

ESl 00401001 due—cml, 00407007
EDIl 001 2FC30

EIP 00401132 due-cml, 00401132

ES 0023 32bit O(FFFFFFFF}
C3 001B 32bit OLFFFFFFFF}
5% 0023 32bit OCFFFFFFFF)
DS 0023 32bit O(FFFFFFFF)
F3 0036 3Zbit 7FFOFOOQ(FFF)
G5 0000 WULL

*

OO F T
oooooooO0O

LastErr ERROR_SUCCESS (00000000}
[ w 1-26. Registers (FPU) (]

Registers (FPU) O=#1I€ ZIE Zero FLA®  tw ~ ' " zero]Ll "> = 0oy
WO . (Registert C,P A, Z S, TD k FLA®/ b &f Efva ' Oo omv
An uT AT YLy @A F1e/ b ESed 9oE' N Q Ayo))

0040112F cmp eax, Ok EAX®nd " 0F ®y, =v/ Zero FLAG o0l ¢ e
T, yo.
= @3F3 00 chnp eax, 0 Eax2} 0Z Hl W
e TS 18 inz short due—cmi, 00407140 Eaxdt 00] OFLI®H 22
B 00200000 | push 2000 Fotyle = ME_OK [MB_TASKMODAL
B3 01204000 |push dus—cml , 004020071 Title = "Duelist's Crackme #1°
65 90204000 | push due-cml , 00402090 Text = "Couldn't walidate code,
G4 00 push 0 hdwner = NULL
. | ES ASOT0000 |(call <jmp, 2USER3Z  MezzageBoxi= LMezzageboxh
| EE AZ jmp zhort due—cml , 004010F4
= BEh 24 push 24 Firgs = 00000024
. B5 D3204000 |push due-cml 00402003 4rgZ = 00402003
00401153 ., 68 FF204000 | push due-cml , 004020F7 Argl = Q0A0Z0FT ASCIL “iiii"
ES BA000000 |eall dus-cml, 00407701 L due—cml , 0040171

[ w1-27.00401132 &, 1]

AE] 54 T, wyv$ Ev BT y  wqT 0 " AeRn/ Acann ">
BAyo.F8 1 anA i 3 00401134 0T 2 HIE 14 dwa 0040114C
0T 2 H™ Yyo.r — 0040112 A EAX®o NG >+ 0., 03 wY F "EY
n Q@ éT1 00401134 0T 3 HE t>/ 7" oy >+ ' ol AnEGnr O
a x Ly




Style = MB_OK|MB_TASKMODAL

Tit le "Ouelizt s Crackme #1°
Text = "Couldn't walidate code, because it wasn't entered,,.”
hOwrner = NULL
Mezzageboxh
[ wi2s Wen?2L7 4 . - mApda]
A F8 1 anA’ 1 a2 . Ago.
= 64 24 push 24 Aros = 00000024
oo40114f . 68 D3204000 |push due—cml 00402003 Aro2 = 00402003
o0401155( . 65 FT204000 | push due—cml, 0040Z0F7 4rgl = O04020FF ASCIL “iiii"
ES BA000000 |eall doe—cml, 004071071 due—cml , 004017C1
[ w 1-29.0040114CPp o_. w N d]
n : i T L JL N
00401158y calf ~+ a2 H, #  n 3 3 >L d&ov O A Stack

PUSH €1 ~ Ayo.M K° >k 0x24,m K> >k 004020D3" "= € >,E K
© >k 004020FF "= € > T Oy EK' >F 13" o K K
Yo ., "3 0040114E' "= € >k [ "d&n “yo. F O, Ay

T o

- o<

0.

Address |Hex dum ASC1 | |
{aexdngkz ikoend<

0040210 00 00 00 00 00 00 o0 00 00 00 00 00 00 a0 00 0o

[ w1-30.004020D3{ H* d i > Je t XORr N, JJ HE ]

5P s K g HE 0 & L qp oATAT we" 2 Ay O .

o

no40114e( . 65 03204000 |push dus-cml, 00402003 hrgz = 00402005
00401135 , 63 F7204000 | push dus-cml, Q040Z0FT Argl = O040Z0F7 ASCII “iiii”
ES B4000000 |call due—cml, 0040711C7

= B4 24 push 24 [Arga 00000024
due—cml , 0040111

[ wi1-31.F7 ' &1 | o]

Oin F8 (Step-over)T 2 0" 00401158 "~k Auv L cl 3 ANv Of
T et" A A ma F7 (Stepinto)n £ - wo., A F7T 0 Fo A Av
o/ 1"+ Bkn £ O, Avo.




r$ C8 000000 enter 0, O due—cmi , 0040111
. B& 01000000 |mow eax, 1
8B70 03 mow edi, [arg,1]
8B75 OC mow exi, [arg,Z]
8B40 10 mow ecx, [arg,3]
F3:46 repe cmps byte ptr es:[edi], byte ptr d=:[esi]| HIRH#OIE = gttt LEHE ¢S Hw
E7:E3 05 joxz short due—cml , 00407100
. BS 00000000 | mov eax, O
> C9 | eave
C2 0Coo retn OC
[ w1-32.00401158 T > A F7 ! 0O, € cal p§]

004011C5 mov eax, 1

IIEAX Register 1L 6 Q0 wo.( Fq7 2k ot Yyo))

004011CA mov edi, [arg.1]

/IEDI Register/ 004020F7L 6 O yo.

004011CD mov esi, [arg.2]

IIESI Register’  004020D3L 6 O wo.

004011D0 mov ecx, [arg.3]

/IECX Register’ 000000247 6 O @oO.

004011D3 repe cmps byte ptr es:[edi], byte ptr ds:[esi]

//REPE(R@eat until Equal)’ CMPS(Compare String)L w [ ~f

/A e wE " 13D RV Ny es0p HE 1 v yo.

Ny =" i K (004020F7)yr W= ¥ 004020D31 H$ 0 X, yo.

I _ H£ " ~ 03 004011D% 'A 004011DDT T, g , DM Qg3 T.
+

I1a &, ANvF Utz 0040115DT 4 P< WO .

., 83Fs 00 cmp eax, 0

oo4o1160| . 74 1B je =hort due-cm1,00401170

00401162 . 65 00200000 |push 2000 rstyle = MB_OK|MB_TASKMODAL
00401167, 68 01204000 |push due-cml, 00402007 Title = "Duelist s Crackme #1°
oo4011Ec) B 17204000 | push due-cml, 00402017 Text = "Congratulations! Please
oo401171| . 64 00 push 0 hdwner = NULL

ooa011y3) , ES FF010000 |eall =jmp, 8USER3Z MessageBoxb= L Messageboxh

00401173~ ES TYFFFFFF [ jmp due-cmi,004010F4

00401170 » B8 00200000 | push 2000 rstyle = MB_OK|MB_TASKMODAL
00401152, 68 01204000 |push due-cml, 00402007 Title = "Duelist s Crackme #1°
00401157, B 3204000 | push due-cml, 004020635 Text = "Wou'we entered an inwali
no4n11ac) . G4 00 push 0 hOwner = NULL

0040118, ES SCOT0000 |eall =jmp, 8USER3Z, MessageBoxb= L Messageboxh

[ w133 A7 £ we 0040115Dp Yw& (]

0040115 A EAX P& " O ~ o3 00401160/ A T,  wy L v A b
0040117DT T, ~ Ywo.0040117DT T, 4 32 + H3 <Yy Serial
€ r AREGn O° Yyo.r - T, n Q 004011621 &1t a2 L = yga 4

ol r AnEGT O Yyo.EAXpnE& " M/ n L Nebd3z 004011D3
/ A v Loy / ., T/ § A 004011D% A 1+, K EAXoNG 1 OpT
@Apo.D [ P 1-32] 004011D% A v = 8 L x L SR Q x_ 0 ox

-




A03 "E § ARD P O HiE1 vo.

0x0003 ~ =

TA +" oy UCqy sl gt-  wo.004011D¥ A v L x  iEH
®e x_. bU+ HE v " &1 CrackMe" % € v+

Apo. 00402003+ "= K€/ Bl w$E dw 1L an 4 8
T & Ed&/ K- v ok " Ayo. *J 3 [ B1l11y OFkK
00401117~00401125 § 1/ A iioy W= 1 0x42,0x1E,Ox55% XORA ., =V i yo.

po3 /A .. 5%+ x_ b0d 00402003 HE 0 0x42, OX1E, OX55F - &
T XORA 3 13" A" o >+ t¢n Qli 4N w BAypo.[ B 1-30¢
A Ox7B~0x7G n" x_ bO vesiyo. 17, nDL ‘A . 1 L 0x42, Ox1E, 0x55

-

F &1 XORAOGA Ao O, Ayo.

#include <stdio.h>
int main()
{
int a[35] = {0x7B,0x61,0x65,0x78,0x64,0x6D,0x26,
0x6B,0x7A,0x69,0x6B,0x63,0x65,0x6D,
0x26,0x3C,0x26,0x66,0x6D,0x7F,0x6A,
0x61,0x6D,0xMB,0x26,0x6A,0x71,0x26,
0x6C,0x7D,0x6D,0x64,0x61,0x7B,0x7C};
int b[35];

for (int i=0;i<35;i++}
b[i] = 0x43 ~ a[il;
b[i] = 0x1e ~ bi];
b[i] = 0x55 ~ bli];




}

return O;

printf( "%c", b[i]);

Serial : simple.crackme.4.newbies.by.dwelist




0x02 Duelist #2

Crackme: http:// beist.org/research/public/ crackmel0/due-cm2.zip
Keygen: -

Author : Duelist

Level:

Protection : Time-Trial

0x0001 y

+K CrackMe’ AlE CreateFile & APF 6 44 7ul v 5wyl vA €
Keyfilel et - wyo.

0x0002 § A D =+

Duelist's Crackme #2

Your time-trial has ended,,, Please register and copy the keyfile sent to vou to this directory!

[ w 2-1. Duelist & Crackme #2 A qd]

M 4/ Duelist§ Crackme #21 1§ 3 Keyfilel - Ye =/ KqatkyAnn P
Apo.t€e Mo te 9oL "3 Keyfilel % KR Q@- 1 7 Ayo.
A OllyDbgn # ~ Duelist§ Crackme#21 8 + O, Ayo.

PU - main thread, module due-cm?

m £ Ba OO puzh 0O [ph'lcu:lule = NULL
ooaotooz) . ES 64020000 |call <jmp, &KERMELIZ, Get ModuleHand | eb> Get ModuleHand | ed
00401007, A3 F7214000 (mow dword ptr d=:[402177], eax

oo4oiooc| , CT05 97214000 mow dword ptr ods:[402197], 4003

0040016, CT705 9B214000 mov dword ptr ds: [40219B], due-cmZ, 00401145
oo4oiozol ., CT05 9F214000 mow dword ptr dz:[40219F], O

0040024, CT705 A3214000 mow dword ptr d=:[402143], O

0oa0iosd| . a1 I7214000 |[mov eax, dword ptr ds: [402177]

00401039, A3 ATE14000 (mov dword ptr dz:[402147], eax

onaoi0sE|] . BA 04 puzh 4 Rzrchame = 4,
opaoioan) 50 push eax [hlnst == MULL
ooaotoat) , ES 3F030000 |(eall <jmp, 2USER3Z, Load|cond:s Load | cond

00401046 . A3 ABZ14000 |[moyv dword ptr ds:[402146], eax

Qo4oio4gl |, BE 00FFO0OO | push FFOO F=rchame = 10C_&RROW
noaoiosof . GA 00 push 0O [hlnst = NULL
oo40iosz2{ ., ES CBO020000 |(eall =jmp,2USER3Z, LoadCursor b= LoadCursor s

0040057, A3 AF214000 |moy dword ptr ds: [40214F], eax

F w22, P 5 %o dLw T nce
2-2. Olldbg %o b 6= no



0o4010sc| . A 00 puzh 0 hTemplateFile = NULL

O040105E| . B8 BF214000 | push due-cm2, 0040216F attributes = READONLY |HIDDEN| S¥STEM| ARCHIVE | TEMPORARY | 402045
00401085, BA 03 push 3 Mode = OPEN_EXISTING

00401065 , G4 00 push 0 pSecurity = NULL

00401087 . G4 03 push 3 Sharetode = FILE_SHARE_READ |FILE_SHARE _WRITE

00401089, B8 000000CO | push COOD0000 hocess = GEMERIC_READ|GEMERIC_WRITE

O040T05E| . B8 79204000 | push due-cmZ, 00402079 FileManz = "due-cmZ,dat "

00401073, B8 OBO20000 | @&l <jmp,EKERMELSZ, Createfileds ||LCresteFiled

00401073 . 83F8 FF cmp eax, -1 due-cmZ,dat 2t= keyfile 0 2 25iCl=3

[ w 2-3. CreateFile API]

CreateFile APIKE 04’ ~ Ayo.

HANDLE CreateFile(
LPCTSTR IpFileName//8 + * [ e~ = € W, fa T ve8T Pz

DWORD dwDesiredAccess,// W/ "Ed ' L nos
DWORD dwShareMode, /¢ na B~ - o jin ng
LPSECURITY_ATTRIBUTES  IpSecurityAttributes,/ ™+ 60 T 'EL na i€

SECURITY_ATTRIBUTESWY 1 4t
DWORD dwCreationDisposition, //r e~ = € W+ LC
WML L 14 M0 na
DWORD dwFlagsAndAttributes, / ™+ T "E 41 "n R'HE 5
HANDLE hTemplateFile/ Y '"EH ™ T "EL ¢- 5 =

OlyDbg/ A = €T AHIE Comment/ A 4  FleNamek rdue-cm2.datR y o .

Accesd€ GENERIC_READ|GENERIC_WRITEO . . # 0. " " % yo . ShareModel€
FILE_SHARE_READ+FISHARE WRITEw o . 1 7y Access ' X V" NT g ¥ 0,
" " & wo.pSecurityle NULlEHT O N QKo 1L Q & BAyo. Modele

OPEN_EXISTINGy © . due-cm2.dat WL sy , - ML v 5 /4 §jin s W
0.4, A 13 due-cm2data € Fo L "3  BL geyfleJL p
Attributes € READONLY|HIDDEN|SYSTEM|ARCHE|[TEMPORARY yo . © 6 1 "EL or7 u
=T v 1i 'Aypo.hTemplateFilek NULLEDBT O~ n Qlcol 1 L Q o

B due-cm2.data € BL yE CrackMen 3 [ P24MA <Yy
Keyfile:a I€ y Ann 4 o BA
Duelist’s Crackme #2

Your current keyfile is invalid,,, Please obtain a valid one from the software author!




[ w2-4.due-cm2dat + y E CrackMe A q1]
o040107s| . 83F8 FF cmp eax, -1 ot EHSE =
oo401ove| .~ 75 10 inz short due-cmZ, 00401094 ool EWECIH 22|
oo4o1ovo] ., 6A& 00 push 0 Style = ME_OK | ME_APPLMODAL
004am oy, B8 01204000 | push dus-cmZ, 00402007 Title = "Duelist s Crackne #2°
oo4amosd) . B& 17204000 | posh due-cmZ, 00402017 Text = "Your time-trial has ended,
oo4oiosa| , BA 0O push 0 hdwrer = NULL
00401038, ES DVOZ0000 |eall <jmp,2USER3Z, MeszageBoxb= MezsageBoxh

oo4onogof . ES 24020000 |call =jmp, #RERMELSZ ExitProcess=

ooa0toas| . B9 23010000 | jmp dus-cmz, 00407171C2
ooaminoal = B4 00 push 0

ooanioec| |, 65 73214000 | push due-cm2, 00402173
Q04010481 ., BA 46 push 45

ooanoasf . 63 14214000 | push due-cmz, 004027714
oo4moas) S0 push eax

noa0i0ss( . BES EFOZ0000
gac0

call <jmp,&KERNELIZ, FeadFile=
test eax, eax

[ w 2-5. ReadFile API]

00401078+ # ST Lk CreateFile APST i yo.

LE:itProcess

rpdver lapped = MULL

pEytesRead = due-cmz, 00402173
BytesToRead = 46 (70,

Buffer = due-cmz, 00402114
hFile

LReadFile

J210 mg g s=lted

due-cm2.dat ™ | -+ Sn  00401078~0040107B/ A & ¢ WL +- 03
Read APF T, wo.: - due-cm2dat ™4 F=- n Qkoz é1v Eq 5y ARE
G n N wo.[ B21] "~k 9odks + & BAyo.F~- 03 0040109AT
T. 4 ReadFile APD A yo.

ReadFile APIE 04° ~ Ayo.

BOOL ReadHe(

HANDLE hFile,// g™ = € W o

LPVOID IpBuffer, // gt€ v 0 e K 1

DWORD nNumberOfBytesToRead, // g~ = K€ &+

LPDWORD IpNumberOfBytesRead, /i £t T gk €4+ @1 = E, — Ao o
W

LPOVERLAPPED IpOverlapped/ x € L wyv 4
)i

0040211An K 71 Ok 1L & o '
7 O0x466 + ; g~ 0040211A1 K T O- tn £ O, Ayo

urziEy EEE) M
IﬂSiFiS is Handsome
[ w26 Keyfile> ? ¢ J¢ d]

[ B26MaAa >L K- [ B27l4 7 K Land, Ayo.



File  Miew Debug EIHELHS
(Paused | =] 44| X| { > )11]

[w27. ™ s s oA,  wp A  +A.p 0L0]

Address | Hex dum ASC |
00402114
Oo402124| 60 B5{00 00 00 00 00 00 00 00 00 00 00 00 0o oo
004027534 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0o oo

[ w281 > O, ?]

0040211A1 Y @" Oy >+ £b1 ot’ 1L & Ayo., a +t ReadFile API

+ poiela O, Ayo.

= 330B xor eh, ebx EBx =25}
004010B6| . 35F6 ®¥or esi, esi E3l &2JEt
O04010ES| . 8330 7321400| cmp dword ptr ods: [402173], 12 KEver2l 242 N5 0x12(18)2 H
004010BF| .. 7C 36 il short dus—cmZ,0040010F7 D1z{18)2 0L SOH 23

[ w2-9 ReadFile APIZ { T n0O]

004010B4 xor ebx, ebx

llebxn 4 A yo.

004010B6 xor esi, esi

llesin 4 A vyo.

004010B8 cmp dword ptr ds:[402173], 12

oy K .. OxI218%F x_. wyo.
004010BF jl short due -cm2.004010F7
/10x12(18)0 0 wm® 3 004010F7r T, wvwo.

Keyfile/ vat 18 C M ¢ «y yARQ B 240 O+HIKET T

et 7. wo. + O, Avo.

W | 5330 73214000 cnp dword ptrods:[402173], 12 | KEYEE] BR2 W& 0x12(1839 Hl D
ds: |00402173] =00000011

[ w2-10.004010B8 i Md * p1 ]

Keyfiley® 17 1 v =0 K § s Ayo. [ B2-10y A OFIE 1 VA O0x11(17)
ox12(18p x_ Ago . 0x11(17)E 0x12(18)00 == v/ 004010BF A T, w

v L . v A BT 004010F7(Keyvalue solk An)r T. ~ Yyo. K =
Keyfiley 18, +Uq v =" ef" 004010BF A T, wyv L . v A n Qkoz T,




v Lk h

o4t ocy

O04010C3|

00401 0CE

004010C0|

004 ocE|
oo4mooo| =

oodooo |

00401003 =

00401006| -~

00401 00s
00401004,
oodoiooc| =
00401 0EZ

00401 0E8|

004071 0EG

00401 0ES| -

004071 0EC

N4 oEn|

=

UnQ

00401 0es
Q0401 0BF|
b3

5330 73214001
TC 36

GAa3 1AZ1400

3C 00
T4 05
icm
= m
45

43

EE EE
G3FE 02
TC 1F
33FE
330

GAa3 1AZ1400

3C 00

T4 09

ic M

74 05

03F0

43

EE ED

S1FE DS071000

-~ 1410

od 4k 004010C1 0 10 2

cnp dword ptr ds:[402173], 12
il short due-cmz,0040710F7

mov al, byte ptr ds: [ebx+402174]
cmp al, 0

je short due-cmz, 004071003

cmp al, 1

jnz =short due—cmZ, 00407000
inc esi

inc ebx

jmp short due—cmZ, 004010C7
chp esi, 2

il short due-cmz,0040710F7

¥0r esi, esi

®or ebx, ebx

mov al, byte ptr ds:[ebx+302114]
cmp al, 0

je short due-cmZ, 0040710EF

cmp al, 1

je short due-cm?Z, 0040710EF

add esi, eax

inc ebx

jmp =short due—cmZ, 00401000

cmp esi, 105

ie zhort due-cmz.00401114

Hyo.
KEv&L2l 282 M
Oxl2{183 2 O}
Toyte THE
AL} DE

21201822 Bl W
|
= A

i
o

AL 1= H 2
ALOJ 10| 2
ESI = ESi + 1
EBX = EBX + 1
004010122 27
ES12}
ES12t
ESIE =
EEXE ZE2|Z
1byte |
ALY 0= H
ALO| o0] 2t
AL 1=
aLOl 1012
ESl = ES1 + EAX

EBX = EBX + 1

onaoioocE 2 2L CH

ESIE 0x1DS(460)2} HlRELIC}H,
E312t Q105046900 ZCHH =27

(=
El
1
i
njo

o
ey
iy
= =

I
o0
EHEHW
AT

AT

[ w 2-11. 004010B8~004010F5 i W]

004010C1 mov al, byte ptr ds:[ebx+40211A ]
IIAL/  1byte C3-T
004010C7 cmp al, 0

/16 Oy AL

ol x _

[ebx+40211A}

yvo.

004010C9 je short due -cm2.004010D3

IIAL$ O

" 03 004010D37 T T,

004010CB cmp al, 1

/AL

1Ll x

004010CD jnz short due -cm2.004010D0

IIAL$ 1+ @wga 004010D0T T,

004010CF inc esi

/IESI Registern

1w"

004010D0 inc ebx

/[EBX Registerm 1w "

yo.
Yo .
Yo .
A vo.
A vo.

004010D1 jmp short due -cm2.004010C1
//004010C1q T T,
004010D3 cmp esi, 2
IIES| Register >

yo.

20 X 0.

-

004010D6 jl short due -cm2.004010F7
I[ESIRegisterr >+ 200 =03 T, 0.
004010D8 xor esi, esi
/[ESI Registen A |

2.L60 vo.

S ML



004010DA xor ebx, ebx

//EBX Registem 4 A o.

004010DC mov al, byte ptr ds:[ebx+40211A ]
IIAL/  1byte C3-T [ebx+40211A]1 9 -L 60O wo.
004010E2 cmp al, 0

AL ol x_  yo.

004010E4 je short due -cm2.004010EF

IIAL' 0% ~ o3 O004010EF T, wo.
004010E6 cmp al, 1

IaL 1Ll x o yo.

004010ES8 je short due -cm2.004010EF

IIAL" 1% ~ o3 O004010EF T, wo.
004010EA add esi, eax

/IES| Registe¥ EAX Registerr > L % wo.
004010EC inc ebx

/[EBX Registem  1¢" A yo.

004010ED jmp short due -cm2.004010DC
//004010DCT T. wo.

004010EF cmp esi, 1D5

/IES| Register¥ 0x1D5(469p x_. VYoO.
004010Fb5 je short due -cm2.00401114

I[ESI Register>'  0x1D5(469)' ~ © 3 00401114t T, wywo.

[ 829y A O3 004010B4~B& ESF EBX Registen A .
, =7 004010B8~BFM O3 Keyfileyr 9 «F 0x12(18¢ ®

c

Ayo., =~ / uy Ann

+ o
=
(@n
+
’ |
. [ax
o
®
F
0
e-

n Qqu3 ét /1 g Ano
On¥E Z 2 CAyo.

[ B25n O 0040211A0 K T Gl s 4+
O3 1byteCo-T1 [ebx+40211A]t D - L ar 6 O € § i

A K€dn"

t /0y AnT T, K
Ayo .M/ 1y Ann On Qquga Ji KeyfileOq v = " 0x12(18),

On Q. — A wyl

=~ 004010DC)
Ay 0 . 004010B4~B6&/

A ESF EBX Registet 4, H" 7 b1 [ebx+40211AJIE [0+40211A]" Yy O .
EBX Registet€ 1° w" 4 Keyfler dof oy K 7 9oL TuF ar e

19 po.004010C7 A @ ery 2L 0 x yo., =

-

004010CY A wy T



n T HIEH 004010C7 A x_.  ak OFa 3 004010D33 7T T, ~ Yyo.

T, + F 004010D3L O3 ESI Registe# O0x2n x_. ywo., =~ 004010D& A
wY T. T ESI Registet 200 wml . 1/ 004010F7¢ " t AR)T T. ~ Yyo.
/M fAnT T. R Q — A ESKk 200 - H 1 A CA "R wy
L % Y 'Aywo.ESIRegsterlc 0x200 G- yol 1 iyo.EBE Z 4, 4y ESI
Register' 0x2+0 w" Huga ESI Registen w" AbbYIE " - Yyo.
004010CF &t ., Odihiiwo. nAJIT Keyfilep M4 M v =€ 0+ Ht Al O
Apo., A $t 004010C1~-004010D1F O in Omyu | Ay

Hol s Q & |

0.

004010CY A T, 'A 004010D37 T €3 ESI Regiger" 200 w=tkn 4 = Yy
O. r — w=mO3 004010D6/ A 004010F7¢( ' y ARN)T T. ~ H , ==n Q03
004010D8~004010DA/ 'A ESE EBX Registep 4 . A yo., = T A 004010DC
A7 oA lbyteC>-T aV [ebx+40211A]t D - L 6 O wo.004010E2 A al oL x
.4 O004010E4 A wY # "Ev 3 O004010EF T, wo.” O004010EG¢ A al 1L
X, ¢ O004010E§ A wY $ "EV 3 O004010EF T, o . 004010EF ‘Al ESI

Registerr > L Ox1D5(469% x_ " WoO. . =7 004010FF 'A ESI Registef

0x1D5(469n 3 004011141 T, -~ Ywyo.r, — 004011141 T, N Q b71 2
oz /" y Ann O Yyo. bt £ T & 004010EFD it/ A ESI Registete
0x1D5(469" Hf - yo.
> G1FE 0501000 cop esi, 105 E3IS 0x105(4562)2f | w &L},
~ 410 je short due-cmZ, 00401114 ESI2F Dx10S¢aRa)2 ZCHH 22
Q04010F7F| = GA 0O push 0O Style = MB_OK|ME_APPLMODAL
oo401oFaf 68 01204000 | push dus-cmZ, 00402001 Title = "Duelizt's Crackme #2"
O04010FE|] . BB 86204000 | push dus-cmz, 00402086 Text = "Your current keyfile is
oo401i03( . G4 00 push 0O howner = NULL
oo40110s{ B3 50020000 |(eall <jmp,#USER3Z, MessageBoxd= MeszageBoxh
ooaotios) , ES aa0t0oo0 | call <jmp,#ERMELSZ ExitProcess= ExitProcessz
004070F| L+ E9 AEDOOOO0 | jmp due-cmz, O040711C2 iz 22
no401114| = 33F6 x0r esi, esi ESIE =Tt

[ w 2-12. 004010EF~00401114 T 1]

ESI Registet 0x1D5(469) H. — Ok [ B 2-11y 004010DC~004010ED iy O .
ESI Register EAX Registen x IEH ESI Registeyr >4 y K H  (004010DCF
004010ED» ¢ M 2 4 0x1D5(469) Hga aH 0(004010E2~004010E4) ~ €
1(004010E6~004010E8% H3 H 1 hh T ¥ - wo.*, A0 I 1k Keyfilep 9
oLl g wo.ve T Ay 00x30) 1(0x31F (e Hexr 0x00, 0x01> L " mie ASCiy
NULL(0x00), SOH(Ox01} g wo., ' w [ B 2-11]y 004010DC~004010EDy O it " 2

H., — 'AIE 004010C1-004010DY 'A ESI Registery >+ 2+ 0 HIE wy L | ¢
- Yo. a/ IE Keyfler 9o VobT g b1 wy Ll v &i n 0x00,

0x01F e x A 0x1D5469) HiE 2, +Uq >+ yo. >L pie




OXEA(234F OxEB(235y = , Ayo., =~ 004010DC~004010EDy H 0 hht"
— A OXEA, OxEBod/ o0x01l K ,6 Ayo., '3 004010EF~004010F5 T, wy L

r v A bT 004011147 T Jyo., nA od B’ Edwan 2 y
yo.
00a01114] = 33F6 war esi, esi ESIE Z£IIE

= 43 inc ebx EBx = EBx + 1

. G433 14214000 mow al, byte ptr ds: [ebx+402114] Toyte CHRIZE HHY gtS AL 2 A

. 3cod cop al, 0 aldt 02 Hlw

~ 7418 je short due-cmz, 00401139 ALOl o0j2t 23

, 3 m cmp al, 1 AL 1E Hlw

-~ T4 14 je short due-cmZ, 00401133 aL0l 10121 27

. B3FE OF cmp esi, OF ESI2t OxOF(15;E Hl @

~ T3 OF jnb shart due-cmE, 00401139 EIZO| QR0 DEZT G20 TR oW 3ML 22Ty 22

286 14214000 zor al, byte ptr ds: [esi+402114] AL = AL ~HO
8986 BOZ14000 mow dword ptr dz: [esi+d02160], eax 4021600 ®ORE! gtS =AM

. 4B inc esi ESI = ESI +1
.~ EB OO0 jmp short due-cmZ, 00401116 anne2E 27|
> 43 inc ebx EBX = EBX + 1
. 33F6 ¥Or esi, esi ESI= 2 St
= BABT 14214000 mov al, byte ptr ds: [ebx+402114] Toyte CHRIZE HHY gtS AL 2 A
. 3cod cop al, 0 aldt 02 Hl
~ 7409 je short due-cmZz,0040114F aLOl oof ZCHH 23
, 3 m cmp al, 1 AL 1E Hlw
T4 F2 je short due-cmz, 00401150 ALYt 10] HCOH 27
QsFo add esi, eax ESI = ES1 + E&x
. 43 inc ebx EBX = EBX + 1
.~ EB ED jmp =short dus-cmZ, 00401130 a0113cE E 2
> &IFE B2010000 cmp esi, 1B2 ESI2} 0x1BZ{434)= Hl L
75 A0 inz short due-cmZ,004010F7 ESI2t 0x1B2{434321 OILE 22|

[ w 2-13.00401114~00401155 § 1]

00401114 A ESI Registet A Yyo., =7 00401116/ 'A EBX Registefr > L

*

1" A wo.00401117 Ok K / ey Keyfler >L ar gt @i i
>° EBX Registet >+ =0/ @€, ' nn,.,y 15 ' b7 EBX Registerp >
wo., nA, >/ 1Ll x w" A b1 EBX Registel 3¢+ Y~ 004011171 0
W/ A a 60 u- K /A gt 1k Keyfley 4K° >iyo. i t>1IE 4
K> >L 5 nQ Ayo.t1>" 5 n Qk 4k >L p4k> >REA" a7 ~ 2

Ay 0. 0040111D~00401128 O in O3 3, ¢ T. v+ k= IEH 3 oM

+

E

°

004011391 T B AY O .

. 3C00 cmp al, 0 aldt 02 dHlw

e T4 18 je shart due-cmZ, 00401139 ALOl o0 2t =27

. 3 m cmp al, 1 ALY 1S H W

e T4 14 je short dug-cmZ, 00401139 ALOl 1012t 22

., G3FE OF cmp esi, OF ESI2 Ox0F{15)E Hlw
- 13 OF jnb short due-cmZ, 00401139 BIE g0 REE

[ w2143 { 5.1
Registerr >L n, o-t K€OW" ' ,C® x_0 T. €9 o

b1 MDEt<yo. A, T, 0 |, v/ @Sy Tk 1+ Quag)tX

/Ty b0 B STy i vo.
[ B 2-13] 0040112AS 1 O, Ayo.r4k’ >R+ et FI€ all [esi+40211A]
F XOR u L ay 7uy >L KAyo., =~ 00401130 'A [esi+402160)

0040112& A 7y > L " n~ @EiE EAX Registep > L 6 O yo. [esi+402160] k



XORy a>L gt e» K€K 41 ~Ayo., =7 1A 00401136 A ESI Register

n w" A yo. , 27 00401137 A 00401116y T T. vo. (o]
00401116~00401137 L ~ trH 1T 03 H., Ayo.

[ B214Ma T, ., — & aH 0x00, OX01KnN @y3 ESI Registesr > =+ OxOF
t— oks Q o BAyo. MOk >R >Lor vy oM aUaqT
3 HY"o” " & ° 004011391 T, A 2 ., Ay o.

00401139€ EBX Registen 1w" A wo., =~ 0040113~ 'A ESI Registen 4 .

A wo. 0040113C A [ebx+40112A] > L aV 60 wyo. | =7
00401142~0040114D H n 2  Yyo.0040113C~0040114D H 1 hh t ¢
T, v k2 AYO.

00401130 = G485 14214000 mov al, byte ptr ds: [eberdD2114] lbyte T E HIHY &GS ALE 2 M
00401142 . 3C 00 cnp al, [ AL 0= HIW

00401144 . T4 09 je short due-cm2,0040714F ALOl oo ZCHH 22

00401146 . 3C O cnp al, 1 ALZL 12 HIZ

00401143 .~ 74 F2 je short due-cm2,0040113C aLat 10] ZCHE 22

O0401144| ,  O3FO0 add esi, eax ESl = ESI + EAX

O040114C| . 43 inc ebx EEX = EBX + 1

004011400 .~ EB ED imp short due-cmZ. 00401130 4D113CE 27

[ w215, oy 4]

00401142~00401144F 00401146~00401148 2, ¢ T, v+ F=- €w, M K 1k

0040114Fr T. ~ ™ K> 1 E 0040113Cr T. ~ Yyo.0040113Ct T. € 1
L K 7 >L gt® — 1 F ,0040114Fr T, € 1 E ESI Registerr >
Lxniqr x, AE "R » _ T~ Avo.
00401144 .74 09 je short due-cm@,0040114F ALO| 02 ZCHH 27
o0ami14s( |, [ 3C M cmp al, 1 ALt 1S Hl
onaoi14s| | 74 F2 je =short due—cmz,0040113C ALY 10] ZCHH 27
ooaoi1asl | [ O3F0 add ezi, eax EZl = ES| + Ehx
onaoitac|) |, (43 inc ebx EE¥ = EBx + 1
onani14nf ~| EB ED jmp =shart due-cmz, 00407135C aacz 27

= LEIFE B201000( cnp e=i, 162 ESI2} 0x1BZ{434)E H| 2

;TS A0 inz short due-cm?,004010F7 ESIZt Oxi1B2{434)71 QLI 22

[ w2-16. v pd | X]

[ B 2-16) 0040114F~00401155" [ v 3 0 i " T

v k£ ESI Registerr > 0x1B2(434) Hi- € 14w,
Registerr > L n, A € 0 il l€ 0040114ALs Q & B'Ayo. Do ESI Register EAX
Registerr > L % A 0x1B2(434) r et h- wyo.

%— O3 00401130 A K 1 > L gt av 60 ~ 00401144 'A ESI Registefr
>+ O0x1D5(434) 4§ / 00401140 'A EBX Register 1w¢" A ~ , 0040114D/ ‘A

0040113Cr T, / 0040113C A & 60O KK T >%F 0x00£4- wo.,
n-, 0040113C~0040114D H n hh + F 0040114Fr T. -~ ~ 1 2 4 E



Yyo.D 0040124Fr T, , — & K g xn;i >k ox00 Hf- ol

+ 09 1 L= A Keyfiler wy L 55 Oz Keyfiley ., . € Ji 18bytes U
+1 - 7, Keyfiler > X/ IE 0x0I 0x00¢ % W O0x01k 2 F0%:f- -~
ox00k oxo1l 2 0 O. ., &/ O~ Al OYyo.,K =~ O0x00k x n; /
et" - wo.Keyfler > X M K O0x0l4¢ g . #i n >eq = 0x1D5(469)"
Hf- ~ .M K> 0x01$ 1 > ™ K' Ox0Ol$#q >k XORuy 4+ "
om K / er»H” Yyo.xni 7 Keyfler > X M K° 0x01> £  >e X
Ox00£#i N >e + O0x1B2(434) Hi- wyo.

| D1 ¢ 3 4 % 6 7 8 3 32 b e d g f

Qoooooo0k: EA EE O1 41 41 41 41 41 41 41 41 41 41 41 01 DS m.AAAAAJLAAAAA.?
ooooo010k: DS 00 g 7

[ w2-17. Keyfile]

M K> ox0l% t ¢, &4 >eq L OxID5@69r d1° ™ K Ox01F t ¢,
i n >k 0x00 Ox01L £Q tuwm >q1T V-wo., =" M K> Ox0LF ¥
Ox00F t &, #i My >e F Ox1B2(434) H3a Keyflek 0 wwe wo.[ B 2-
17l > L " 2 Keyfilel + e + CrackMen § O, Avo.

Duelist's Crackme #2
This program is registered to our dear user:
| 1@

Aabout [7] | :

[ w2-18. s vOO€ N (]

AUa 7T wme €S & ,lEH Yuy Useko £ +F- T/ 3 vt ¢
gres rée " " ve" B 1 T Ayo. F DN/ Keyfler >L " (S
7y k ADDF XOR' E" l€v ADDIE Keyfiley Md' U/ A O~ A a8 >L 6
" XOR uk XOR/ Ut <K 7/ er»A &5 Q Bqbt b sSTL &
Hi1 ~Ago.UT =K iK€ [ B 213y 00301130 A + o BAy
T

dddress | Hex dum ASCI |
o040z160 00/ 00 00 00 00/00 00 00 00/ 00 00 o0 oof[=@l............
00402170/ 00 00 00 12 00 00 00 00 00 40 00 00 00 00 00 00/, .1..... B......

[ w2-19. &¢p o | 00402160]

o0 K HT § Eldq 9oF UT - K / eorHt
O.fAA e >+ £ 7 Y'EHIER Q3 g enfl E L KkvankKl g



L4 - Agyo.XOR ul Kbt O, Ayo.
. 3786 14714000 xor al, byte ptr d=:[esi+d02114] AL = AL ~ HIH
00401130 . 89586 6021400( mov dword ptr ds: [esi+d0Z160], eax A021600 XOREl gl =M

[ W2-20.XOR* @ &P i > bo wi W]

[ B 217l Keyfilel £« +°° >+ n H 31 HEn # O3 H. Ayo.
Keyfleg M K > v K° > =|= 0x1D5(469)' H I A 004010FF A T, 4
00401114t ¢~ H" Ayo.[ B 2-21]k | v Registers 3 . y o . EBX Registe# ESI

Registem —+1f P %"

Fegisters (FPU}

EAx 00000007

ECx TCBO1898 kernel3z, FCE01595

EDx FCASEBS4 ntdl | KiFastSystemCal IRet
EEBx 0000000z

EZF OD12FFC4

EEP 0OD12FFFO

EZ| 00000105

EDI 7C40738 ntdl |, FCO40733

EIP 00401114 dus-cmz, 00401114

[ w2-21.00401114 T N Registers]

oo401114] = 33F6 ®0l ezi, esi ESle =)zt
> 43 inc ebx EBX = EBx + 1
. GA33 1AZ14000 mov al, byte ptr dz: [ebe+d02114] 1bvte THEZ HIHE S 4L EM

dz: [00402110]=41 4"}
al=m

Registers (FPU}

Edvx [EIDCCCCr

ECx TCBO15895 kernel 3z, FCE01595

E0x TCOSEES4 ntdl |, KiFastSystemCal |Ret
EEx 00000003

ESP O01ZFFC4

EBFP 0O01Z2FFFO

EZ1 00000000

EDI 7C240735 ntdl |, FC940735

EIP 00401117 due-cmz, 00401117

[ w222 Ft1nmd { Npt1 * P~ Registers (]

[ B 2-22]y 00401117 6 nn O3 aV [ebx+40211A]> L 6 O fes

+ 3 EBX Registeyr > £ 37 yo. Keyfiler 9 oL " n
>3 40211D" Ywo.40211Dyt "A, >L 4 O, Ayo.OxEA, OXEB, 0x010
dr o1 L & o BAyo., &/ Fink[ B2Ugp wy T, K€rv N
QqubT J AH" 2 Hi 00401124 A al [esi=40211A]t >+ XOR u ar e
» H1 00401130 'A [esi+402160) 6 OYwo.+ ed E [ B Uy wy T, X 10
r  Ab— hht"~ Yyo.o M K Ox0lF *+¢, & n edH  Yywo.Mm K




0x01F t+ ¢, # n 2 Ad UT - K (esi+402160) >L 4+ O, Avo.
"w o E>LXORA 3 0 H, v/ Q@®O, " " Mgy OXxEA, OXEB, 0x01, 0x41,
0x42, 8 0x01, 0xD9, 0xD9, 0x00; T U'T = Keyfilel et & O, Ayo.

b1 ¢ ¢ 4 % 8 7 8§ 9 & b g d g f
0000000Oh: EA EB 01 41 42 43 44 45 46 47 48 49 50 51 01 D9 ; [N .ABCDEFGHIFQ.?

00000010k: D=2 OO0 P?

[ w2-23. rp - Keyfile]

XOR u E av MCO[ebx+40211A]1 > L K~ | all [esi+40211A]F XORA >
L [esi+402160) K Ay o . EBX Registet€ 3 ESI Registet€ 0/ 'AS w" 0" " &5
“7u O, Avyo.
[00402160] = 0x41 " OXEA
[00402161] = 0x42 " OXEB
[00402162] = 0x43 " 0x01
[00402163] = 0x44 " 0x41

0

(@]

[00402168] = 0x49 ~  0x46
[00402169] = 0x50 ~ 0x47

7uy T o0 [ B 224y A OAKE 1 MaA 00402160 A F  ®

% m 'A\u 0.

Addrezs | Hex dump A3 |
00402160/ B A9 42 05 07 05 03 00 OF 17 19 00/ 00 00 00 SO aE|*| L. .. a

[ w2-24. rp ~ Keyfler yEN P o1 > bof] ? 0]

0x0003 _



| m c d e

oooooo00kh: EA EE O1 85 93 68 FY F1 1B F7Y F1 1E F7 F1 01 DQ H Eﬁ.ﬂghEE.EE.EE.?

Qooooo010k: DS 00 I g 7
4 10
5> 6 1
0:1B xor 0=01= DIM = 40 St] |}
ALEsID 0x01077] T20 HI2 XORSIAF D)
HI| HJIZHM 2715 ELL0H
[ w2-25 0siris 3N g ¢ O, ]
M K> O0x0lF t @, &4 >eq =+ O0xID5469)' Hi- wo.m K Ox0lF
tTE g > XRPi Ox00F t ¢, F& >eq F O0x1B2(434) Hi- wo.\

K> 0x0r M K' 0x01 O >k XOR u/ $-He F7 F . A Usenamel
& E&a/ A o BAypo.Usemamel i 1 L [ B225m "n” Ef o
3 M K 0x01F t¢, #i nyp >el . XOR ul A EH OXEA OK >+

A 03 OK >’ 3k >L XORA ~ ,1K >’ 4K >L XORA ~ & ' AqrT
3 Wo. b~ 11K® XOR u L / 12K® XOR u L p- nr M K
0x01F * ¢, v/ XOR yl XC~" T, ~ Yyo.T, /A M K 0x01
£ 1 > xni 0x00F& >L x A 0x1B2(434¥kn &/ uy Ann O
H+ * Useryu L Jyo.

Duelist's Crackme #2

This program is registered to our dear user:

I asiris
about [7] |

[ w2-26.0sirisuser 8 a K n]




0x03 Duelist #3

Crackme: http:// beist.org/research/public/ crackmel0/due-cm3.zip
Keygen: http:// beist.org/research/public/crackmel0/ due-cm3-keygen.zip
Author : Duelist

Level:

Protection : Matrix

0x0001 y
5 -~ k CrackM o.N 18 7t V, E& X 5 32 u ,« ¢ - E 1 An
" P o BAypo.TAL A+ T N, E&n +£. A CrackMe?  e" " , %’

3 262144 1 ¢ & P1dn "~ S vo.

0x0002 § A D =+

Duelist’'s Crackme #3 M= E3

T T [ Duelist's cM #3
N Y S Y S N e

Tip: vou should use
a resource editar!

[ w 3-1. Duelist & Crackme #3 A q1]

N 18 g V. E&F Resource Editom O o K
L Kand, Ayo.
Duelist's Crackme #3 | x|
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[ w3-2,>vw mAp]
37 [ B32]F " EyrAR" ° n Q Ayo.\V, Edl |18, s
\, EGIE Checkk -t Check M QK 2" n °, Un
D, 2°18(262144), n

. Ayo.



A Ft

0040110
00401106
00401105
00401106
0401110
00401115

00401131
00401133
00401139
00401134
00401130
no40114z2
00401143

00401140
00401154
00401157

00401150

00401171
00401176
00401176
00401150
no4o0115z2
00401157
00401150
00401191
00401196
00401196
00401140
00401142

4+ & CrackMe¥ (=
n ‘A E
0x0F35466(15946854M =,

£ -

~

=

OllyDbgn

63 C3Z204000
B4 03

FFTS 08

Ed SE0Z0000
B 01000000
EE E3

33F6

3302

3935 SEZ1400
3935 6221400
OFEESE FEZ04
33F9 4D

T4 2F

900 SEZ21400
51

FFYS 05

Ed DO010000
45

g3F5 00

T4 DF

A1 SEE14000
OFEEGE FEZO4
OFAFC1
OFAFCE

0105 221400
EB C5

A1 BEZ14000
BECO 4D

30 6B54F300
TS 20
Q0200000
01204000
17204000
ujn]
55010000
01000000
B9FFFFFF
0200000
01204000
65204000
ao

35010000

refniEN Q W

0xF35466 / 0x4D =

0x328F&F

00401117 xor esi, esi

r

e f-

/IESI Registern 4 |
00401119 xor edx, edx
//EDX Registern 4,
00401127 movsx ecx, byte ptr ds:[esi+4020FE]

F ARE §

0Ox 328FE

+ —~ A Duelist§ Crackme #3n

push due-cm3, 0040Z0C3

push 3

push dword ptr ss: [ebp+3]

call =<jmp, 3USER3SZ SetDlgltenText A=
mow eax,

imp short doe—cm3,004010F4

xar esi, esi

xor edx, edx

moy dword ptr ds: [40215E], esi
moy dword ptr dz: [402162], esi
movEx ecx, byte ptr ds:[esi+4020FE]
cmp ecx, 40

ie short due-cm3, 00401162

moy dword ptrods: [40215E], ecx
push ecx

puzh dword ptr z=: [ebp+d]

call =jmp,&UZER3Z, |=01gButtonChecked=
inc esi

cmp eax, 0

ie short due-cm3, 00401127

moy eax, dword ptrods: [40215E]
mowvEy ecx, byte ptr ds:[esi+40Z0FE]
imul eax, ecx

imal eax, esi

add dword ptr dz: [402162], eax
imp =hort doe-cm3, 00401127

moy eax, dword ptr ds:[402162]
imul eax, eax, 40

cmp eax, OF354EE6

inz zhort doe-cm3, 004071791
push 2000

push due-cm3, 004020071

push due-cm3, 00402017

push O

call <jmp,&USERSZ, MezsageBoxh>
noy eax, 1

imp due—cm3, 00401 0F A

push 2000

push due-cm3, 00402007

push due-cm3, 00402065

push O

call =jmp, 3USER3SZ, HezzageBoxhs

[ w 3-3. Duelist & Crackme #3

b T: &
y AnT o T, 00
W O . 0040116A

yo. t31 \

..,' >+¢~.~

A vo.

A vo.

‘vo.

Yyo.wy E EAX Register
et —q dun
'Ayo. D 00401167 'A EAX Registef
Edn

retniEN Q-

Text = "Duelist s CH #3MAM Tip: You sha
ContraollD = 3

FWnd

SetDlgltemText &

Ezl =23
EOX =23

ECKZI DxdD(¥73S HI I
ZHCOHE 4011622 27

Rilind

I=01gBut t onChecked

ESl = ESl + 1

EaxE 0 H I

Checkbox?t CheckT| Al BESICHH 27|
4021562 221F I =RY gt S EAdHl E A
B1 CtE &l 528 ZOIM ecxl M2
gax?t ecxE Sul M eaxll '2=Ct

eax?l exis Gul M eax(l A=Ct
SAEHE HE eax?| gtS a0z16zH ME
aoizi= 27|

4021622 gt 2 EAxll = Al

Edx = Edx + 0x4D(77)

Eax?l Ox0F35466(15946854)S Hl 1
Cl2® 23| ZoWM A2F

[ButtDnID

rotyle = MB_OK|MB_TASKMODAL
Title = "Duelist's Crackme #3"
Text = "Congratulat ions! Please send a =

Rbwrner = WNULL
L WeszageBoxh,

MB_OK, | ME_TASKHMODAL

Title = "Duelist s Crackme #37

Text = "Your registration info is invali
Rbwrer = NULL

L HeszageBoxh

rotyle

T noj

0040116A~0040116F A wyY T
>4
>4
> L
s L

O3 EAX Registerp
"h- H

EAX Registerr
Yo .

L



/[ECX Register’  [esi+4020FE] " Rm~ €>L ginyo.
dddress | Hex dum &30
O04020FE AL EIEYSTIHT
004021 0E||61 52 40 M,

[ w 3-4. ECX Register> O, » 0]
[ B34 O3 o0x16S ox4D nqy >L 4+ o
Registerr g 9 >0 yoO.
= 33F6 ®or ezi, esi Esl & 2|
3302 wor edx, eds EOx =2 &L

00401131
00401133
0040138
004071134
00401130
o4 142
00401145

5935 SE21400
2935 56221400
OFBESE FEZ04
g3F9 a0

T4 ZF

2900 SE21400
=1

FF75 02

E& DO070000

moy dword ptr ods: [40215E], esi

mov dword ptr ds: [402162], esi
movsx ecx, byte ptr dz:[esi+d02Z0FE]
cmp ecx, 40

je short due-cm3, 00401162

movw dword ptr ds: [40215E], ecx
push ecx

push dword ptr ss:[ebp+8]

call =jmp,&USER3Z, [=s01gBut t onChecked=
inc esi

chp eax, 0

je short due-cm3, 004017127

[ w 3-5.00401117~00401146]

ECX Register gt > L 00401122 'A 0x4D(77)

00401162t

=

o

Ny

+

Registern

H#
00401127t

¢

1w" A

T, °
&1 52214000
GECO 40

30 B654F300
75 E0

LI} "

5 3
T,
A1 SEE14000

EAX Registen
n Q-

Hyo.

mov eax, dword ptr ods:[40216Z2]
imal eax, eax, 40

cmp eax, OF35466

inz zhort duoe-cm3, 00401191

[ w 3-6.00401162~0040116F]

M+ @uwaa ECX Registesr > L 0x402152 K Ayo., =~

Eq" ¢

1T

AN, g3

et

r

[ B

vo.

moy eax, dword ptr ods: [40215E]

OFBESE FEZ04

OF&FCI
OF&FCE
. 0105 6221400
oo4oiienf o~ EB CS

004011271 T,

n

o

movEx ecx, bwte ptr ods:[esi+4020FE]
imul eax, ecx

imul eax, esi
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[402162]=([¢ Y V. E& g ID>]*[esi+4020FE]*[es)) + () ++(8)
[402162] = (0x16 * 0x49 * 1) + (0x49 * OX5E * 2) + (0x26 * 0x21 * 6)

4 Aes>kod 0 uU" A3 Yyo.

4020FE ¢y > (Ox4D: Q)
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[402162] = (0x16 * 0x49 * 1) + (Ox49 * OXSE * 2) + (0x26 * 0x21 * 6)

o, ¢ Yy V, Edq ID>' [esi+4020FEp |, =~ esp> L ° >e F
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& Ay o,
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#include "stdafx.h"
char checked[18];
void flag_checked(int i) {
for(int j=0; j < 18; j++) {
if (i & (1<<j)))
checked][j] = 0x31;
else
checked]j] = 0x30;

}
int _tmain(int argc, _TCHAR* argv[])

I C=7uy>
int keyvalue[]={0x21032, 0x359C, 0x1722, 0x646, 0x2188, 0x1D64, 0x2163, Ox1208E,
0xC427, 0XCCC, Ox7E54, 0xB328, 0x16E30, 0x4164, 0x48C0, Ox1BBF4, 0x1CF2, 0X5ABD};

/* int keyvalue[]={0x646, 0x359C, 0x1722, 0XCCC, 0x1CF2, 0x1D64, 0x2163, 0x2188, Ox5ABD,
0x1208E, 0xC427, 0x7E54, 0xB328, 0K6E30, 0x4164, 0x48C0, 0x21032, OX1BBF4}/

[/ Te i'|'|'(l)'|'|'7 l_,l>=+=E’ nU}€°
int sum = 0;

Il 8’

int answer = 0x328FE;




e 6, tqywd u o.
for(int i = 0;i<262143; i++)

{
sum=0;
flag_checked(i);
for(int j=0;j<18; j++) {
if(checked[j]=="1") {
sum += keyvaluel[j];
}
}
if (sum == answer)
break;
}
Il'n” Ao
for(int i=0; i < 18; i++)
{
printf( "%c", checked[i]);
if(i == 8)
printf("\ n");
system('pause");
return O;
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