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2. TECHNIQUES : DEBUGGER DETECTION

+Korg Ge bk &" A& /A VK" OoNFR " K TE4" YK,  Benn ‘0, — Oo

yo.+ YK-el Y% 21, @k a1t CB (=" Ty )V, iwyo.+1E natve APl e’ GB _\V/ A

£ Yyo.

2.1 PEB.BeingDebugged Flag: IsDebuggerPresent()

» _ pedk YK-n Y® 2, &L Process Environment Block(PEB) / A BeingDebugged flag " HiElen

e S

W o . kernel32!lsDebuggerPresent() € teo i YK« " TEGn YK_ ° FlEn flag >qT

T ovo.

@n 0 nlE IsDebuggerPresent) ®" & X3 1L P & BEAyo. Thread Environment Block(TEB) / »° 4

PEBy i n 1 E od PEBY ¢ O ° PEB+0x02 —A y BeingDebuggedflag n 4 wo.

mov eax, large fs:18h
mov eax, [eax+30h]
movzx eax, byte ptr [eax+2]

retn

i » IsDebuggerPresent)y T' ¢ b/ ®™S & e E PEBy BeingDebugged flag 7 weqT V., wo., "3

sKAe$ APIn A <t Wp+ L v 1l AR OB Yvo.

6 JI

@nq o £ 0/ 'A IsDebuggerPreset() ®F PEB.BeingDebuggedflag" YK-1 n K STL P & BAvo.

; call kernel32!IsDebuggerPresent()
call [IsDebuggerPresent]
test eax,eax

jnz .debugger_found

; check PEB.BeingDebugged directly

mov eax,dword [fs:0x30] ;EAX = TEB.ProcessEnvironmentBlock
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mobzx eax,byte [eax+0x02] ;AL = PEB.BeingDebugged
test eax,eax

jnz .debugger found

+V,eknt = «+A adekd& Atgikie, 6F O VYiIARwWs ., de’ Z 0o yo.
fL
+ . &k PEB.BeingDebugged flagn 0x00 >3 1T A 4 L T ¢ © BAyo.£>YK, / A PEBY Oug

Ctrl+G(Goto Expression)L s m & fs:[30] +A " o 3 P w fAvo.

S"aqTEESG, v [oftdrdhEeFI L A ¢ wyo:

Dbh

X ni T OllyAdvanced ', 4 E m™H 'A BeingDebugged field n 04 1 "E 23 Yyo.

2.2 PEB.NtGlobalFlag, Heap.HeapFlags, Heap.ForceFlags

PEB.NtGlobalFlag. PEB ~ o™ il 4 NtGlobalFlag(offset 0x68)I€ Y K~ " T Hi BlEn S n  €H O yo.
T'EA" YK_N# @®yar g NtGlobalFlag # >k 0x0 iwo., nt T'EA" YK, X$azg i >k 0x70+F
Yyo.
odqr n, el itas yo:
AFLG_HEAP_ENABLE_TAIL_CHECK (0x10)
A FLG_HEAP_ENABLE_FREE_CHECK (0x20)

A FLG_HEAP_VALIDATE_PARAMETERS (0x40)

=|= n. € ntdlliLdrpinitializeExecutionOptions() / A € aYyo .

p>77T ©oy PEBNiGlobalFlagi€ gflagsexe +t od g enéd = 177 A & BAvo:

HKLM\ Software\ Microsoft\ Windows NT\ CurrentVersion\ Image File Execution Options

Heap Flags. NtGlobalFlag + &€ #q4T7 4% A u ., n, >ef+ "E Yyo., =~ F1 k nidlRtiCreateHeap()
® 9/A +F o BAyo. TEAT M K heap ¥ Y'EH = n e ' ForceFlags #1 0x02

(HEAP_GROWABLE) =~ O0x0 37T £ 5 wyo. , ut T'EA" YK_N W36 £ n, e E 0x50000062
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(NtGlobalFlag / § A ) ¥ 0x4000060 ( n. o' 0x6001007D /

L heapf retn” dn¥F ~F n, " EsYyo.
AHEAP_TAIL_CHECKING_ENABLED (0x20)

A HEAP_FREE_CHECKING_ENABI(E®0)

6 J
®nq ot 0 lE PEB.NiGlobalFlag" 0 F @y~

Es HEe 1L Osvyo.

FA)T £AaYvo.,

T "E'A(PEB.ProcessHeg)r M K

:ebx = PEB

mov edx,[fs:0x30]

;Check if PEB.NtGlobalFlag !'= 0
cmp dword [ebx+0x68],0

jne .debugger_found

;eax = PEB.ProcessHeap

mov eax,[ebx+0x18]

;Check PEB.ProcessHeap.Flags
cmp dword [eax+0x0c],2

jne .debugger_found

;Check PEB.ProcessHeap.ForceFlags
cmp dword [eax+0x10],0

jne .debugger_found

SfL

+ 1 k PEB.NiGlobalFlag¥ PEB.HeapProcess n, e

o ot £364,. VY T A 3 04 " F yo:

T

.,Eé "

YK

N+ o1 VA

[:')Q-"T

A

T "EA"

heap + Y'EH =

vo.

YK,
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var peb
var patch_addr

var process_heap

IIPEB/ k€ #bity TEBY T n " h wyo . (first thread: 0x7ffed000)

mov peb,[7ffde000+30]

//PEB.NtGlobalFlag n N Yo
lea patch_addr,[peb+68]

mov [patch_addr],0

/IPEB.ProcessHeap.Flags/ForceFlags N Yyo.
mov process_heap,[peb+18]

lea patch_addr,[process_heap+0c]

mov [patche_addr],2

lea patch_addr,[process_heap+10]

mov [patch_addr],0

,Olly Advanced ', 4 "W A PEB.NtGlobalFlags¥ PEB.ProcessHeap n, e L § N1 Yyo.

2.3 DebugPort: CheckRemoteDebuggerPresent() / NtQuerylnformationProcess()

Kernel32!CheckRemoteDebuggerPresent() I€ ¥ K+ " TEGn" £+ A K€1LQ o BAyo.+ API/ A
ntdll'NtQuerylnformationProcess() L 9§ » 7T Tu®H = ProcessinformationClass AC e ProcessDebugPort(7)=|=
Yyo .~ o" NtQueryinformationProcess() @I & B_ w\ 4= EPROCES§ DebugPort+ n, n V., wo.

TeP i YK T'EGn YK_ xX® 3, |€ DebugPort i/ OF o> F+ 1t Pyo.F . 1/

Processinformation + >+ OXxFFFFFFFEyo ., DN Qk _ 1/ IE Porcessinformation & 0+ Yyo.
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Kernel32!CheckRemoteDebuggerPresent() wl€ 2 1 A c

.27 MK AC K€Sdnor F o wo.F1E TUEG”

Ede:

yo.¥ K-

AC e

YK, x B3y > 1L

BOOL CheckRemoteDebuggerPresent(
HANDLE hProcess,

PBOOL pbDebuggerPresent

Ntdll!NtQueryInformationProcess() @ik om 1TE S5, T

YK ¥ . — PorcessiInformationClass € ProcessDebugPort(7)

:C n "

£ n

Yo :

NTSTATUS NTAPI NtQuerylnformationProcess(
HANDLE ProcessHanle,

PROCESSINFOCLASS ProcessinformationClass,
PVOID ProcessInfomation,

ULONG ProcessiInformationLength,

PULONG ReturnLength

CheckRemoteDebuggerPresent() @¥% NtQuerylnformation() w "

Oinies o ni

T "EG "

YK_

NE g,

; using kernel32!CheckRemoteDebuggerPresent()
lea eax,[.bDebuggerPresent]

push eax ;pbDebuggerPresent

push Oxffffffff ;hProcess

call [CheckRemoteDebuggerPresent]

cmp dword [.bDebuggerPresent],0

jne .debugger_found

~

T

vo.
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; using ntdll'NtQueryInformationProcess(ProcessDebugPort)
lea eax,[.dwReturnLen]

push eax ;Returnlength

push 4 ;ProcessinformationLength

lea eax,[.dwDebugPort]

push eax ;Processinformation

push ProcessDebugPort ;ProcessinformationClass (7)

push Oxffffffff ;ProcessHandle

call [NtQuerylnformationProcess]

cmp dword [.dwDebugPort],0

jne .debugger_found

L

"R HI E NtQueryinformationProcess() ®" = HK~ ™ /A Wp$, &£ n g5 ¢+ Wof, &£

3, Processinformaton £ DWORD > L 047 A yo.@nikE - eqT7 =me K E>4, v

var bp_NtQuerylnformationProcess

/I set a breakpoint handler

eob bp_handler_NtQueryInformationProcess

/I set a breakpoint where NtQueryInformationProcess returns
gpa "NtQueryInformat ionProcess", "ntdll.dll"

find SRESULT, #c21400%# //retn 14

mov bp_NtQueryInformationProcess,$RESULT

bphws bp_NtQuerylnformationProcess,"x

run

bp_handler_NyQuerylnformationProcess:
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/[ProcessInformationClass == ProcessDebugPort?
cmp [esp+8], 7

jne bp_handler_ntQueryInformationProcess_continue
/Ipatch Processinformation to O

mov patch_addr, [esp+c]

mov [patch_addr], 0

/[clear breakpoint

bphwc bp_NtQuerylnformationProcess

bp_handler_NtQuerylnformationProcess_continue:

run

Olly Advanced ', 1= E NtQuerylnformationProcess()n A € R'HL *° BAyo.

+ A € NtQuerylnformationProcess() 7 = > L wem 4 01/ W

2.4 Debugger Interrupts

+ .  ®FE YK+ /AINT3F INTLf ~f¥0 Rt = ¥YK-" ' xG@Q L ©"nt

Y ]

&

EG "

uy

o QM= n QAyo. Debugger Interrupts € &1 F+' ORL £ - BAvo.
n., el gag yo  =- n," INTf~ $ 7/ &7 HiEn Qoag $1 E 1

7C wo. 1" a1 kemel32!DebugBreak() S/ A INT3 L '~ BAyo. K =°

O wo.

6 JI

+ oLl EAXN o Q @'l 'O/ A OXFFFFFFFF(CONTEX& 0 it/ 1 *) >q7T &

Tigkeil+ €eyo:

ie!

9

Y/

Q

e 'l

[:,)Q'HT

o/ A

YK_oXN Fak 1L

Gl + API D b

vo.

;set exception handler

push .exception_handler

9

Q

e 'l

o/ A
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push dword [fs:0]

mov [fs:0], esp

;reset flag (eax) invoke int3
Xor eax,eax

int3

;restore exception handler

pop dword [fs:0]

add esp,4

;check if the flag had been s et
test eax,eax

je .debugger_found

.exception_handler:

;EAX = ContextRecord

mov eax, [esp+0xc]

;set flag (ContextRecord,EAX)
mov dword [eax+0xb0],0xffffffff
;set ContextRecord.EIP

inc dword [eax+0xb8]

XOr eax,eax

retn

fL

£3YK. /7 AC NT f N A SR K TN/

YK

AL
L

£ /

S

Hs g1~

Hyo.
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Wo$, 4+ 7/ sslaxsQ el 4+ wo.oQ e i (via View -> SEH Chainp AN d Shift+F9 0

ANMAYKe &+ &£ /,Q1 oQ eun OEyo..Q enutT 03nz 1 »wFn © B Yvo.

= Deb ugging options

Commands ] Dizazm ] CPU ] Hegisters] Stack ] Lna
Security ] Debug ] Events  Excephons ] Trace ]

v lgnore memony access violations in KERNEL 32

lanore [pass to program) following excephons:
W INT3 breaks

L VRN &

v Single-step break

om HI E YK« $# &£ 1 =eq7 oQ o117 Ob & BAyo. £3 YK, / A Option -> Debugging

Options -> Exceptions -> "Ignore Following exceptions” , =~ rINT 3 Breaks", =~ FSingle-stepbreak” n \_, vwyo.

2.5 Timing Checks

TEG" YK_ W 3, VK. ¢ Fm eedih,ntF ,T,[~Y¥Y$ CPU" Oo wo.>KAeF CONT
[~ nt’ = G eku g f~t O AO-Hinke A L £, yo. WMead j 00 O-A

X To3 YK/ A TE&" f X Faki1il ¢ wo.

wo.+1 E RDTSC(Read TimeStamp Counter)f ~ L 2= &' y

I ~L g & wrnl y €1l £, yo.w"n>0x200 kv , ¢ RDTSCf "+ § H > [ I /

Rdtsc
Mmov ecx,eax

mov ebx,edx

;... more instructions
nop
push eax

pop eax
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nop

;... more instructions

;compute delta between RDTSC instructions

rdtsc

;Check high order bits
cmp edx,ebx

ja .debugger_found
;Check low order bits
sub eax,ecx

cmp eax,0x200

ja .debugger_found

A’ V. IE kernel32!GetTickCount() @w? Qo -« * we T TickCountLow >’

TickCoutMultiplier i  SharedUserDataw £ _ w\ ¢ i k€ O Ox7FFE00004 1 L v, wyo.

0o, 0¥ om wel 0o 4 Oitn & ° RDTSO Qo 3 Xt 3. et yo.

L

"R HI EA N, 0 ST oiun o4 4 ¢ yo.> KAl w" ndun x_. . &/
Weos, 4 01 s Wep$, &£ " s+ 3in p#FR wo.F+Q/ 1 GetTickCount) w7 THNE =
Weo$, 4+ 1 &5 ¢+ > >Los o BAyo.

Olly Advancedn .« ~ om HI -aBe it inafKn 4 - T, VL Am yo:

1. control register CR4 O Time Stamp Disable Bit(TSDp £ 5 wo.RDTSCf ~# ring0 " ®V = §

¢ aH3 General Protection (GP) ¢ Q" TeH 1
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2. Interrupt Descriptor Table (IDT) " GP 4 Q0 + * RTDSC e L A f T &€ yo.GP0n

03 Cn = >/ 1L x 53 yyo.

Ag / TOsEL 4n ngy o' € afKKE S - Wo. , "Bt vitual machine +t SHhw HIE

Aa /AU @ " - Yyo.

2.6 SeDebugPrivilege

paqT T'EGIE SeDebugPriviege' + ' Ayo., 1t TEG" £>YK, t WinDbg/  TUF 103
SeDebugPriviiege® L O« & BAyo.YK-" T'E&" TUuE = SeDebugPriviege’ L O & B~ Y-

SeDebugPrivilege’ E U7 Yyo.

BMS G ok CSRSSEXE T'E4n +o ¢ YK_ XFRnn ' » a7 SeDebugPriviege n Qo + 4 wo.

CSRSSEXE T "EGn 8 @ Boga 1 'E&IE SeDebugPriviege' + B4 L +C wo., ubrt 71E4" YK_ N+

1L Qo BApo.f+ VvV, HI E OO Yd, v 4 CSRSSEXET'EGl ¢i A& '  + i "Ed w BAyo.
1+  — SeDebugPrivilege ’ T'EGn " Boz OO Ya&,v 0o I A om TEG/  »° »

Bhryo., pedt Administrators , M sK ek N/ Y4 - wvo.

6 I

OniE o £ V.

;query for the PID of CSRSS.EXE

call [CsrGetProcessid]

;try to open the CSRSS.EXE process

push eax

push FALSE

push PROCESS_QUERY_INFORMATION

call [OpenProcess]

;if OpenProcess() was successful,
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; process is probably being debugged

test eax,eax

jnz .debugger_found

+ V., € CSRSS.EXg PIDn ntdllICsGetProcessld() APl &7 Qe A" hRyo., 't ale weqT T "EG "
8. 4 CSRSSEXE PIDn | Ayo. OpenProcess()" "E 03 =1 k SeDebugPriviege ' $ 0+n~ g4 L

T¢C ° TEG" YK_ XFak 1Ll ¢ vyo.

fL
"n HI E ntdiINtOpenProcess() " = H v Wops, 4 n sE S {5 L 4 wWpf 4 " s=3

EAX> L 0xC0000022 (STATUS_ACCESS_DENIED)§ 7 Wyo .

2.7 Parent Process

& aqT TEGT S°® T"EG " explorerexe(k w W 4 L <,)® 3, So 71"EG" explorer.exe

Gy om it sTF+H AVYEy 1 W3 £1 kYK _x® " 3EL BAyo.

onie £’ ¢ On i€ " n HI

1. TEB(TEB.Clientldj l€ GetCurrentProcessld(p O« 4 currentprocess  PID? " h myo.

2. Process32First/Next() wn Qo L) T'EG =& 1 71 f explorerexe PID (PROCESSENTRY32.szExeFilk

4)F | =7 ® T "E¢ € PROCESSENTRY32.th32ParentProcessiD Q « 4 Sbo T'EG PID 0 7 %
U awyo.
3.8° T'E4 PID" explorerexe ¢+ PID" ®wagz ., EVYK_X® " gEL nAyo.
mt F YKe vV, l€cmd” k€ome L ¢ G R O xE3 gen B G BILYLL 4 yo.
fL
Olly Advanced " £~ 1€ HI E Process32Next(p ~ 1 fail L = T s

13 G TUEG s~ dat f 4 PDV, 0 T Yyo.
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+1 E kernel32!Process32NextW(r T = ST L EAX> L oq 1 od &1 > T A Y3 Yyo.

2.8 DebugObject: NtQueryObject()
TEG" YK_X#ER k€ HT b Ad /A YK wmeXN® 3, CAKE s L v, ¢ VK.

Aoxdn 4 vo.

sKfi aA/A "n ~CEK HI + 6 nApo. DebugObject iy &B _ NV K T V., € HI/

o.# HI Ef+ =7 +H: VK_x¥ER T AV, wyo.YK_NX/ I GB 0O/ A DebugObject

\" Y'EYyo.

DebugObject 1+ K € ntdllINtQueryObject) @? Qo 4 26 _\ g T 20071 L o BAyo.

. — ObjectHandle a C € NULL

NtQueryObject € 5 1 A C

T € s~ ObjectinformationClass I ObjecetAllTypelnformation(3)

NTSTATUS NTAPI NtQueryObiject(
HANDLE ObjectHandle,
OBJECT_INFORMATION_CLASS objectinformationClass,
PVOID objectinformation,

ULONG Length,

PULONG ResultLength

API " = H =3 OBJECT_ALL_INFORMATION w\ O/ 'A NumberOfObjectsTypes it € ObjectTypelnformation H#& 4

\J@W* —ﬂ—.(br] B \|JO.

typedef struct _OBJECT_ALL_INFORMATION {
ULONG NumberOfObjectsTypes;

OBJECT_TYPE_INFORMATION objectTypelnformation[1];

+ n H k ObjectTypelnformation H&  _ w\ »
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typedef struct  OBJECT_TYPE_INFORMATION {
[00] UNICODE_STRING TypeName;

[08] ULONG TotalNumberOfHandle s;

[Oc] ULONG TotalNumberOfObjects;

... more fields ...

TypeName it Tw0 it & @ rDebugObject'n x _ 3 TotalNumberOfObject l€ TotalNumberHandles i

>+ 04+ Q@en V., wyo.

fL
NtQuerylnformationProcess() ~1' O wo. NtQueryObject) @n = K 7/ AWp$, 4 0 st no
L Ayo. OBJECT_ALL_INFORMATION w\ " = H v A & B Ay o. NumberOfObjectsTypes #" 0 7T
g7 4 N ° ObjectTypelnformation He L a" os K1 LsH o BAvyo.
NtQuerylnformationProcess() # x ‘A T HI Eg=sd, v 0 ret £ 1L ohy BAyo.
XA 1 q7IE Olyadvanced ', 4 T NtQueryObject) APl &/ din ~tKL o Bo.
ObjectAllTypelnformation e K /A H=x 0O0f Huyo ® FAvo.
2.9 Debugger Window
Ag /A YK+ O XM v 4 4 € YK rur " FAyo. YK+ rmie N fo b

O« Yo .(OLLYDBG for OllyDbg,WinDbgFrameClass for WinDbg) =|= YK+ 1t € user32!Findwindow() t

user32!FindWindwEx() ©n O« * 0~ # & BAvo.

6 JI

@dng o £ 0 i€ FindWindow() ©n O 4 £3 YK, Tt WinDbg " A& /A rutn retl lEn F vo.

push NULL

push .szWindowClassOllyDbg
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call [FindwWindowA]
test eax,eax

jnz .debugger_found

push NULL

push .szWindowClassWinDbg
call [FindwWindowA]

test eax.eax

jnz .debugger_found

.szWindowClassOllyDbg db "OLLYDBG",0

.szWindowClassWinDbg db "WinDbgFrameClass",0

fL

o |
=

"n HI E FindwWindow()/FindWindowEx() ®" et ' = Wep$, & 1 s tvyo.] 4 We &,

s* 3 IpClassNmae & ¢ a¢C n n, wyo.’ "|m H] E> >L NULLT #§ Wyo.

2.10 Debugger Process

NG /AR NE YK £ o€ om HI E A& o6 T'EGN/ A YK+ (o7 et OLLYDBG.EXE,

windog.exe,, YY) TE&d Fo L v, WY O . Process32First/Next() @n Qo 4 YK« f xHE 3

TEG o b 4 4 i v, KEHT yo.

uy G ek T'E@q 5P =1 kemel32!'ReadProcessMemory() %0 O ¢4 YK« F ' EIE v (o0 ot

"OLLYDBG"E Y L =, s KAe b fj X4 YKy Fo L édtyo.¥K-" ey L G 3/ /vy Ano

1Y We UDv 1 YKen *BA yo.

fL
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XA HI g7 Sv TEGD N, wo.F HI E kernel32!Process32NextW() ¢/
1L 3 Yyo.

2.11 Device Drivers

Vée$a nafk/ o

ok oY G vyo

O« vo.

W

. kernel32!CrateFile()

(b"

1l Ay €€ A& /A

TH¥5 = aBe i YK- 4

"E y GBo il YK~ 4@

AU

oK€" aadk HI

push NULL

push O

push OPEN_EXITSTING

push NULL

push FILE_SHARE_READ

push GENERIC_READ

push .szDeviceNameNtice

call [CreateFileA]

cmp eax,INVALID_HANDLE_VALUE

jne .debugger_found

.szDeviceNameNtice db "\ \ .\ NTICE",0

BS Kaq SofiCElE Yé+a& $0/ Q=n

yediar Lol 16

.

4 Regmon =t

n" 4N, "R
> 9K HI + ", HY" Ayo." Ut -
Filemon = £ A& oy ¢ 1 Y® €Eyo.

r dyo.=Knp

e E Yeéa

SOftiCElE « Qui Yé+4d& +

A/ A St

A FKD

1o

TEGN 8-

ﬁIJ_

Il |

ol
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' GO " HI E kemel32!CreateFileFilew() o O/ A Weo#, 4+ n s k&, 1, v+ Hi W, =

s>3 ®MLto_. 3¢ 0 &yY. 1t INVALID_HANDLE_VALUE (OXFFFFFFRFY > > L wem yo.

2.12 OllyDbg:Guard Pages

+ 0K £-YK, L v, €, diyo.£2YK, € °>=/ on-accessiwrite 1 @ W, F+ 0 0s oo

§|'€H'=+; "Eu‘+<—> Yyo.

n#EF, T £t W, & Q/ £2YK, K€yo=/ onaccesswrite Wo+, 4+ 1 s o BAyo.
+£1  * =4 Wp#, K€ Guard page n ® Yyo.' GO p 3 Guardpage € Fo 1, v tb o>
ST/ »° vF Tt Lo @y e WYo.

Guard page € PAGE_GUARDy page protection modifier L € AYyvyo. )’ re=5%i" Guard page | 21
+3 STATUS_GUARD_PAGE_VIOLATION (0x80000004)Qn ™. wo. nt £3 YK 1 YK_ 4 Guard page /
>’ T Hs < QK eY nQ Yyo.Fu » Eypres Wepf T M T Yyo.

6

dnq o £ 0N / AKE p o =0 sty yo>3/ Oin Ki'A PAGE_GUARDy 1 "EL enable Abvwyo.
ity o>/ pageguard" f H~ Ha eax" 0%F H~ STATUS_GUARD_PAGE_VIOLATIEN®, yo.

£3YK, 1T F 00 YK_ 3 Ay ST1 +Q o110 Tugn Q° Yyo.

; set up exception handler
push .execption_handler
push dword [fs:0]

mov [fs:0], esp

; allocate memor y

push PAGE_READWRITE

push MEM_COMMIT
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push 0x1000
push NULL

call [VirtualAlloc]
test eax,eax

jz .failed

mov [.pAllocatedMem],eax

; store a RETN on the allocated memory

mov byte [eax],0xc3

; then set the PAGE_GUARD attribute of the allocated memory
lea eax,[.dwOldProtect]

push eax

push PAGE_EXECUTE_READ | PAGE_GUARD

push 0x1000

push dword [.pAllocatedMem]

call [VirtualProtect]

; set marker (eax) as 0

XOr eax,eax

; trigger a STATUS_GUARD_PAGE_VIOLATION exeception

call [.pAllocatedMem]

; check if marker had not been changed (exception handler not called)

test eax,eax

je .debugger_found

.exception_handler
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;EAX = CONTEXT record

mov eax, [esp+0xc]

;set marker (CONTEXT.EAX) to Oxffffffff

; to signal that the exception handler was called
mov dword [eax+0x bO],Oxffffffff

XOr eax,eax

retn

L

h F+nef Q1 eYA BT >KAe kE rueqT o Q o010 THE O BAvo.+ £ X / A= KAK

RETN[ ~L INT3 [ ~qT ép & BAWO.INT3 17 énd Shit +F9n au "1 YK/~ oQ eun
TU1¢€nmu WYo.-.Q 1" TUFD 3, EAXIE =5 >qT7 EaH™ Yywo., s REINJ ~ L §
Hyo.

r— o Q e1" STATUS_GUARD_PAGE_VIOLATION +U+ Bin n- 03 KA ¢Q e/

We£, 4 n s L&/ ExceptionRecord #CHIE AC 1 ©a wo. VeqT p 3

ExceptionRecor Yo .we T ExceptionCoden STATUS_GUARD_PAGE_VIOLATIgQN £ 7 3 Ywyo.

3. THCHMIQUES : BREAKPOINT AND PATCHING DETECTION

+K »/ AlE 4" =Y 0o €T #f W4, & , izt Wof, $+ F A4V Hb

. . Avo.

3.1 Sofrware Breakpoint Detection

i £t Wo$, 4+ K€ WpsF, 4 n s L*/ 0xCC(INT3/Breakpoint Interrupt) T & 2

ale O y 0¥ API & O/ AOXCCT §y &€+ 1 Y®IF | 2t Wo$, F+£ n AN vo.
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Cld

mov edi,Protected_Code_Start

mov ecx,Protected_Code End- Protected_Code_Start
mov al,0xcc

repne scasb

jz .breakporin_found

te Gex.gEeé+ v - qprul oes TN, " teAyo.

if(byte XOR 0x55 == 0x99) then breakpoint found

where: 0x99 == OxCC XOR 0x55

fL
i £t W, &£ 0 & © Boz =KAek bn #wzi Wo$ + 1 0o o BAyo. APl
o o/ A We, £ " % v a" APLbia O/ A Wes, F 0 Y1l Ay o3 >KAek

UNICODE K& APl ®wn ANSI K& (o : LoadLibraryExXW b 1 LoadLibraryA)r w “ 1€ Wy € Native API

(ntdllLdrLoadDll) ®T b T" £ oy BAyo.

3.2 Hardware Breakpoint Detection

om T We nzgf Wep$, 4+ 1€ YK pnd o7

-r-

e i We

¢ sYyyo.+ pnd e Fo EDOS D7in BAyo.DO-Dr3/ K4, ¢ WoE, & Hin v

Eryo.D6 £ Wp+, 4+ " YA te H"tenn ' BAyo. D7 E 4 1 wzi WeE & o0
m. /0, /XA enabling/disabling K€ 1 L' BAyo.

Ringd3 » it / AlE YK, dpnd& / 5’ w "FA hW#EI We F, £ 0 AL o, v/ €3> G
1X - Yyo., NA &K CONTEXT. win "n” Bk YK, snd 1 >L . ypo.CONTEXT w\

s Q e/ AeV¥Y ContextRecord A C / »° ®FAyo.
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6 JI

4. T e EKEYK, PRG e’ Hyn Yo.

; set up exception handler
push .exception_handler
push dword [fs:0]

mov [fs:0], esp

; eax will be Oxffffffff if hardware breakpoints are identified

Xor eax,eax

; throw an exception

mov dword[eax],0

; restore exception handler
pop dword [fs:0]

add exp,4

; test if EAX was updated (breakpoint identified)
test eax,eax

jnz .breakpoint_found

.exception_handler
;EAX = CONTEXT record

mov eax,[esp+0xc]
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;check if debug Registers Context. DrO -Dr3 is not zero
cmp dword [eax+0x04],0

jne .hardware_bp_found

cmp dword [eax+0x08],0

jne .hardware_bp_found

cmp dword [eax+0x0c],0

jne .hardware_bp_found

cmp dword [eax+0x10],0

jne .hardware_bp_found

jmp .exception_ret

.hardware_bp_found
; set Context.EAX to signal breakpoint foun d

mov dword [eax+0xb0],Oxffffffff

.exception_ret
; set Context.EIP upon return

add dword [eax+0xb8],6

XOr eax,eax

retn

te &GKYK, ond eor MSn § T O- yo.' 2Né ok 5 >q7 4, P OqT >
L vyo. nNnA YK »nRE& " wsHa 0o "R S Yyo.F 6 7 H T, VT ..

O WsT M3, pi" way” H3 6 " A T Hea T N Qk[~f+ eVHi o OA
Bipbyo.

fL
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& i £+ Wed, 4+ 0 v, n QKoz cKAeL i #f Wed, 4 1 0o o FAvo.
£5YK, " Qo 4 po3=/ » [0, v Wof, F# 0 s o BAyo.=>KAe+ APl Wo+f, 3
¢ s+ % = Native API” € UNICODEK # API DS/ i £f Wo$, + n £s 1 Yyo.

3.3 Patching Detection via Code Checksum Calculation

A ¥ TH(Patching Detecton) E 0in ws sR AN o BAyo. a4 0iun oz ok 1EDO

YVK_H £ x E g 1Ll 4¢ wo., =" i 2t Wo$, 3+ 0 £s5 LRy AN o BAyo. /
Yy "HE din v, & wo.V, &8 uwuk'CG wu’ 6o VN,E/l [ Q =sxlL yo.
6 JI

dnikE x_ & CO vV, & u

mov esi,Protected_Code_Start

mov ecx,Protected_Code_End- Protected_Code_Start
XOr eax,eax

.checksum_loop

movzx ebx,byte [esi]

add eax,ebx

rol eax,1

inc esi

loop .checksum_loop

cmp eax,dword [.dwCorrectChecksum]

jne .patch_found

fL

b v, EH /AT £f Wo4, $+ n AN 1oz uwziWe$, 4+ 17 bV & BAvo.



N, &8/ A b AHIEETL AN 103 2KAKE A g 500 4 yos )7 Wpef, 4+ 0 Eas 4
V, & 0 F B LAL o BAyo., =~ 0 v, &g H Le:r o3 v, &> 44 >L s ¢t

X_ " R av n. 1T n, Yyo.

4. TECHNIQUES:ANTI-ANALYSIS

anti-analysis, @k = K'Ae + H T, v+t O y bin £  TA €T u? WRivyo.

I 4,08, b, d0nn ,0 YifRw= el " —wyo.+' O c K€ bOan At Fonpl

as ap

CF v  ug KAK $9i4F+ Bt- - _

4.1 Encryption and Compression

<t ALl e 1k "y  pad + 4 anti-analysis

yarfwnr 0 7 TAL Aem n v 4,/ At wyo. . &Kko6 Oy T,y O b
a0 wo. Q sxkt & oA En o vo.®Y "G XORed $ w:t 6o uT
BEryo.0o E Gk TA F a7 = s0n AN K1 L,; - L VXon " YIKHAT

Q" =xl o. yo.

o HoE rqpon " u " v 7ul ey €1lhledsd | v/ 07 QO P o BAvo.

N o EIE H DWORD>L 4 1K XOR7u €' D

on
I

0040A07c LODS DWORD PTR DS:[ESI]
0040A07d XOR EAX,EBX

0040A07f SUB EAX,12338CC3
0040A084 ROL EAX,10

0040A087 XOR EAX,799F82D0
0040A08C STOS DWORD PTR ES:[EDI]

0040A08D INC EBX

0040A08E LOOPD SHORT 0040A07c ;decryption loop
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+ " omo E a6 Ho

00476056 MOV BH,BYTE PTR DS:[EAX]
00476058 INC ESI

00476059 ADD BH,0BD

0047605C XOR BH,CL

0047605E INC ESI

0047605F DEC EDX

00476060 MOV BYTE PTR DS:[EAX],BH
00476062 CLC

00476063 SHL EDI,CL

.. More garbage code

00476079 INC EDX

0047607A DEC EDX

0047607B DEC EAX

0047607C JMP SHORT 0047607E
0047607E DEC ECX

0047607F JNZ 00476056 ;decryption loop

.2 onk - ko E G447 om b H O LYE " BAyo.

0040C045 MOV CH,BYTE PTR DS:[EDI]
0040C047 ADD EDX,EBX

0040C049 XOR CH,AL

0040C04B XOR Ch,0D9

0040CO4E CLC

0040CO04F MOV BYTE PTR DS:[EDI],CH
0040C051 XCHG AH,AH

0040C053 BTR EDX,EDX

0040C056 MOVSX EBX,CL
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::: More garbage code

0040C067 SAR EDX,CL
0040C06C NOP

0040C06D DEC EDI

0040CO6E DEC EAX

0040C06F JMP SHORT 0040C071

0040C071 JNZ 0040C045 ;decryption loop

—T M ok/ A~ E" PIES [~/ A X% STiyo., Qp STE =KAn NG&E- Wl Ob,

1>

wo.1 T eBnd EYIER =" M ot/ A D HT £ 77 éVY"IEny <« 0 1 -

AL A Dcabk f 0RdF ovd e .. 0 N1 iyo., 1t £ 701 Lp g W gl oo B
vesern Ay HF " Yyo.F1 E 15 sKAel g - ; 3yo. & e+ O~ K€ 4733 u"n

o " O3 UPXIE NRV(Not Really Vanished) ¥ LZMA(Lempei-Ziv-Markov chain-Algorithm) L @'« ~ FSGIE aPlib, Upack

1, LZMA, yoda's protector € LZO" O wo.uy 41 7 3ALkTBE xU%eq7 O o BNn: U%eqT

Oo n3 "IYu £ % vyo.
fL
o F AL €1 E @Y o 1 © BAyo.> KA Cn & F 4L k1$+ £ Ut n,

YtEoz Uj = We+ £ 0 stHY3 Yyo.t€e Gk " U &/ Wesf, £ 0 ‘n Kb

K. o wo.

4.2 Garbage Code And Code Permutation

"B T, .. H / o, bnn KK 1E =KAn na&"

O =sKpH ,¥K- Vv, &l €din & k€1 2 ¢
T¢I YK /WoE, F / 4 0, del oA @ 1y n QK 1MA OF-t o [ oqT OF

yo."o" a4t 0p, ODiakeéem ML Hiiva O

vo.
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6 JI

dn o EIED H o/ oo, Oin KE1:

0044A21A JMP SHORT sample.0044A21F

0044A21C XOR DWORD PTR SS:[EBP],6E4858D
0044A223 INT 23

0044A225 MOV ESI,DWORD PTR SS:[ESP]

0044A228 MOV EBX,2C322FF0

0044A22D LEA EAX,DWORD PTR SS:[EBP+6EE5B321]
0044A233 LEA ECX DWORD PTR DS:[ESI+543D583E]
0044A239 ADD EBP,742COF15

0044A23F ADD DWORD PTR DS:[ESI],3CB3AA25
0044A245 XOR EDI,7DAC77E3

0044A24B CMP EAX,ECX

0044A24D MOV EAX,5ACAC514

0044A252 JMP SHORT sample.0044A257

0044A254 XOR DWORD PTR SS:[EBP],AAE4725
0044A25B PUSH ES

0044A25C ADD EBP,5BAC5C22

0044A262 ADD ECX,3D71198C

0044A268 SUB ESE4

0044A26B ADC ECX,3795A210

0044A271 DEC EDI

0044A272 MOV EAX,2F57113F

0044A277 PUSH ECX

0044A278 POP ECX

0044A279 LEA EAX,DWORD PTR SS:[EBP+3402713D]

0044A27F DEC EDI
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0044A280 XOR DWORD PTR DS:[ESI],33B568E3
0044A286 LEA EBX,DWORD PTR DS:[EDI+57DEFEEZ2]
0044A28C DEC EDI

0044A28D SUB EBX,7ECDAE21

0044A293 MOV EDI,185C5C6C

0044A298 MOV EAX,4713E635

0044A29D MOV EAX,4

0044A2A2 ADD ESI,EAX

0044A2A4 MOV ECX,1010272F

0044A2A9 MOV ECX,7A49B614

0044A2AE CMP EAX,ECX

0044A2B0 NOT DWORD PTR DS:[ESI]

s/ A D / oy [t

0044A225 MOV ESI,DWORD PTR SS:[ESP]
0044A23F ADD DWORD PTR DS:[ESI],3CB3AA25
0044A268 SUB ESE4

0044A280 XOR DWORD PTR DS:[ESI],33B568E3
0044A29D MOV EAX,4

0044A2A2 ADD ESI,EAX

0044A2B0 NOT DWORD PTR DS:[ESI]

—i6
AN

Z
Cx
=
>

E:x 10y Gef+ O- I,

[ ~ter

[}

A wo. &" [~F0 £ T FF XA

"G b on

mov eax,ebx

test eax,eax

Ut = ~ter YEL
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dOng [ ~teT n Yo:

push ebx
pop eax

or eax,eax

oo, 0¥ "+ Qo KON E=KA" O y din +

o 0F Ef _Ayo.Qdnq o kO iilE YK~ nH

e i on

A D 1

bunn

T
4.

Km "A\po

004018A3 MOV EBX,A104B3FA

004018A8 MOV ECX,A104B412

004018AD PUSH 004018C1

004018B2 RETN

004018B3 SHR EDX,5

004018B6 ADD ESI,EDX

004018B8 JMP SHORT 004018BA
004018BA XOR EDX,EDX

004018BC MOV EAX,DWORD PTR DS:[ESI]
004018BE STC

004018BF JB SHORT 004018DE

004018C1 SUB ECX,EBX

004018C3 MOV EDX,9A01AB1F

004018C8 MOV ESI,DWORD PTR FS:[ECX]
004018CB LEA ECX,DWORD PTR DS:[EDX+FFFF7FF7]
004018D1 MOV EDX,600

004018D6 TEST ECX,2B73

004018DC JMP SHORT 004018B3
004018DE MOV ESI,EAX

004018E0 MOV EAX,A35ABDE4
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004018E5 MOV ECX,FAD1203A
004018EA MOV EBX,51ADSEF2

004018EF DIV EBX

004018F1 ADD BX,445A

004018F6 ADD ESI,EAX

004018F8 MOVZX E— ,BYTE PTR DS:[ESI]
004018FB OR EDI,EDI

004018FD JNZ SHORT 00401906

£, YK nH £ L Oeyyo:

00401081 MOV EAX,DWORD PTR FS:[18]
00401087 MOV EAX,DWORD PTR DS:[EAX+30]
0040108A MOVZX EAX,BYTE PTR DS:[EAX+2]
0040108E TEST EAX,EAX

00401090 JNZ SHORT 00401099

~PL

oo, Oine’ di n EH&IALA ~ KA A L Mx yo., ubt F' , & F & X% [~Fo0
PEE1T+ X% wo( CN 0O r lkn  a" 4, $n YY)

+1  QifK [ ~fr  pEq o Bl HT X tIKE G" "» a9 Oo € APl ®(s : VirtualAlloc,
VirtualProtect, LoadLibrary, GetProcAddress, Y¥)o/ Weo+, 4 0o st +' APlel 14 ¢ 1 o P+
3 Yywo.r—- "/ A/ 1FK t Wof, 4 ny e¥Y o3 . bin 14 ¢ T o7 oE T

dinn TA wo. 1" aqT1T sKAK »” /0, W, 4+ el s 4+ O gy bily % STL sl

- b O TA K€Y *n QAyo.

X M T,VMWare / A £ YK, n f 4 5, eqT1 YK "E'HL ey 4 - o.F' s KA b
il . n . il - v 3

14 ST U0 7 wE @ BAyo./ 1" t1 AEHSTqT woF 1T TA o BAvo.
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4.3 Anti-Disassembly

sKAD  nd&E- K7 om HI EVYafaw=n nd&E- Ao Ied

O VYatfawste sed TAL o1 &£Y=20ig sl £ 4 6¢ e e HI = Up

0nF dnn L -4+ 0o 03 xt Yo

O Y&tAw=s, &1 "M oTIK OB, &+ 0 Ktm T,v/AEI¥ Up, &% 1 f T Yyo.
n T,vk O FALSE$, v/ sL 0o, &+ ek i HR QAyo.,6 ut Yatiwil o,
e+ Hin VatrtAawel 4 U aq7 «y Yaifws Aol T HE w 0.

6 J

+ ot ' CO PEBBeingDebugged n, V., / O VY&itfqw= dunn 1" 1 Yyo.~ E7 Pt gy STE
D% [~t$ . QKO VYatfw= 0i ywo.Ue, &= 4 OXFF0 4" 4 T v/ A 7 wyYqT

J duop, 6+ el Vatawn" »o$n wvo:

;Anti-disassembly sequence #1
push .jmp_real 01

stc

jnc .jmp_fake_01

retn

Jjmp_fake 01:

db Oxff

Jjmp_real_01:

mov eax,dword [fs:0x18]

;Anti-disassembly sequence #2
push .jmp_real 02

clc

jc .jmp_fake_02

retn
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Jjmp_fake_02:

db Oxff

Jjmp_real_02

mov eax,dword [eax+0x30]
movzx eax,byte [eax+0x02]
test eax,eax

jnz .debugger_found

®ni WinDbg + Ya+tfiw= Aoiiypo:

0040194a 6854194000 push 0x401954

0040194f f9 stc

00401950 7301 jnb image00400000+0x1953 (00401953)
00401952 c3 ret

00401953 ff64a118 jmp dword ptr [ecx+0x18]

00401957 0000 add [eax],al

00401959 006864 add [eax+0x64],ch

0040195c¢ 194000 sbb [eax],eax

0040195f f8 clc

00401960 7201 jb image00400000+0x1963 (00401963)
00401962 c3 ret

00401963 ff8b40300fb6 dec dword ptr [ebx+0xb60f3040]
00401969 40 inc eax

0040196a 02850750731 add al,[ebp+0x310775¢0]

2T £=3YK, T YEERWS Ao

0040194A 68 54194000 PUSH 00401954

0040194F F9 STC
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00401950 73 01 JNB SHORT 00401953

00401952 C3 RETN

00401953 FF64A1 18 JIMP DWORD PTR DS:[ECX+18]
00401957 0000 ADD BYTE PTR DS:[EAX],AL
00401959 0068 64 ADD BYTE PTR DS:[EAX+64],CH
0040195C 1940 00 SBB DWORD PTR DS:[EAX],EAX
0040195F F8 CLC

00401960 72 01 JB SHORT 00401963

00401962 C3 RETN

00401963 FF8B 40300FB6 DEC DWORD PTR DS:[EBX+B60F3040]
00401969 40 INC EAX

0040196A 0285 C0750731 ADD AL,BYTE PTR SS:[EBP+310775C0]

XPi 4T IDAProYdtfiRw= Aoiiyo:

0040194A push (offset loc_401953+1)
0040194F stc
00401950 jnb short loc_401953

00401952 retn

00401953 ;
00401953
00401953 loc_401953: ; CODE XREF: sub_401946+A
00401953 ; DATA XREF: sub_401946+4

00401953 jmp dword ptr [ecx+18h]

00401953 sub_401946 endp

00401953

00401953 ;

00401957 db 0

00401958 db 0
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00401959 db O

0040195A db 68h ; h

0040195B db offset unk_401964
0040195F db OF8h ; A
00401960 db 72h ; r

00401961 db 1

00401962 db 0C3h ; +
00401963 db OFFh
00401964 unk_401964 db 8Bh ;
00401965 db 40h ; @

00401966 db 30h ; 0

00401967 db OFh

00401968 db 0B6h ; |

00401969 db 40h ; @
0040196A db 2
0040196B db 85h
0040196C db 0COh ; +

0040196D db 75h ; u

+ E'"Rn YE&EAwWI/YKe " F7 7 0 Vaifws w/ hhe"tn Y¢ - yo.F1ek sKA"
binn TA €H Rt " M7 nNGA&~ wo.om HI 11 > KA ng &" © BAyo.$+1 E Cn |

N T ®OSiyo.1"eqT O YaiAws dinlEn, 7T 00 OBTATAWS TdlERT | W voO.

Y= e E Eldad Eliam | ¢ sk YLy Y ényo.+F W/ KO Yaifaws, & om sKAYE/

b =E T t¥FEAyO.

5. THCHNIQUES : DEBUGGER ATTACKS
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+K /A G YK-n . ke ol s. S Ayo. TEGD YK_NXN Fa3z <=, sn Y

Weo<$, 4+ m &£ H Yyo., =" F1/ anti-analysis, dOL ~F O + &, 3 x = «+ 84

5.1 Misdirection and Stopping Execution via Exceptions

a» T 0k sKA e+ 0° B c v £ ° »0 T Yyo., nA ft€ dGek yy L ol
Qo + G "Hn Q" 4 ban TA kv A L Mx T yo.

HMeaqT .. L ke’ 5/ AsQn eYAT L 3 s KA EIP" t¥0 "> €N + 4—- T 5 Q el
A £ 4o / EIP" " t¥n " IEnT Q- wo.

1" 44T, QK 4" ebaqT .. dng fn L ga- e HI X RN R T "E& "

YVK_ Q" e¥Y 3 VK- € .. obinn R €1 L ®MAaq71 g17 Yyo.

Gl Mg a1 Stuctured Exception Handling(SEH)» O« 4 4 Q ee L bErwr UT - dek M A

o Q(Vectored Exceptions) 1 Qo . A= AYO.

6 I

dn o DN CK T1 o Q(NTOD » e¥YA vy ,qH " uwud EK 171 n, €ROL[ "t/
T €4y e Q1 eYA wo., 1t €K T1 QI nq(ap) o Q FbT EIPK IMP[~L "1 yo.
s KA" £3YK, " Qo 4 T'E&/ o Q(Shift + F7/F8/F9 n 4 M= A QA " Hz = KAKE

; set up exception handler
push .exception_handler
push dword [fs:0]

mov [fs:0],esp

; throw an exception

mov ecx,1
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Joop:
rol ecx,1
into

jmp .loop

; restore exception handler
pop dword [fs:0]

add esp,4

.exception_handler

;EAX = CONTEXT record
mov eax,[esp+0xc]

;set Context.EIPupon return
add dword [eax+0xb8],2

Xor eax,eax

retn

a1 Me 4 5 1 access violations(0xC0000005), breakpoint(0x80000003),single step(0x80000004) s Qn M. ¢ B'Ayo.

" Q1 O ¢+ GO " 17 0om STy 0 L | — AB £5VK K€Q 01 M30 = eqT
neo BAyo. mH A -> Debugging Options -> Exceptions. s Q e¢ L 25 o Bl ognF ~ E 3L P o

Erhvo.
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=) Debugging options

Commands | Disasm | CPU | Registers | Stack | Analysis 1 | Analysis 2 | Analy
Security ] Debug ] Ewentz Exceptions | Trace | SF= | Skringz | Addres

[+ lgnore memony access violations in KERMEL3Z

lgnore [pass to program] following exceptions:
INT3 breats

Single-step break.

femary access violaton

Irteger divizion by O

Irvealid or prvileged instruction

< <<«

All FPU exceptions
[+ |gnore alzo following custom exceptions of ranges:

CO000035 INTEGER OVERFLOW) Add last exception |

| Add ranne I

KAV, Edgn ¢ 4A.QM=0 n o BAvo.

a" X% [~L o0 en/AMs 3 3KAK Q et/ We#, 4 0 st HI" £53YK, /A

(oF ® BAyo.HI E Shitt+F7/F8/F9 s 1A ¢ Q o110 & 1 O View->SEHChan/ A + & BAyo.

5.2 Blocking Input

at .. H £ H H = user32Blockinput) API @1 O« 4 On¥ x 187 L A = KA"
YKen wa k€1 LH ® BAyo.0e, 0¥ O Varaw= L ol 4+ QfA KA T e n
QKoz At To wo. T, VvE [ H" L 3 AG F ek+ ' g3 ZKAK TtT HI ... / A -
Hyo.

Mead o€ KA GetProcAddress()/ We £, 4% 0o st .. L vy oo, dihel mt"-
0 1€ Blockinput() @n T Rwo, =  GetProcAddress()/ We$, 4 " s 3, s KAK <=, YVK_ L
wa ® '~ Hi oM o" ° B Yo

6 JI

Blockinput() k boolean  fBlockit A ¢ n EAyo. TRUE#3 Oi¥ x 14K sny  FALSEF3 sn"

EYyyo.

; Block input
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push TRUE

call [BlockInput]

; ...Unpacking code...

; Unblock input

push FALSE

call [BlockInput]

fL

o} 7, ° G HI {7 Blockinput()n N4> A o BAyo.F £3 4, v € user32'Blockinput) O/ A

AN Yyo.

gpa "BlockInput", "user32.dll"

mov [SRESULT]. #c20400# //retn 4

Olly Advanced ', 4 / "Aq Blockinput) ®@» A € RHE BAyo.

A" a3 T CTRL+ALT+DELETE A" ®eqT 2Rn7 t o1 BAvo.

5.3 ThreadHideFromDebugger

+ . &k thread's priority n & 5 € ntdllINtSetinformationThread() ®? O« wo.#+ APl ol YK_L Hn

o @Avo.

NtSetinformationThread() + A C EOn¥F ~ Ayo. =|= AR n 3 TheadHideFromDebugger (0x11) L
ThreadinformationClass t A ¢ 7 O~ 4 09— yo. ThreadHandle t e & 17 (Oxfiffiffe) 77 & =

O« vo:

NTSTATUS NTAPI NtSetInformationThread(
HANDLE ThreadHandle,

THREAD_INFORMATION_CLASS ThreadInformationClass,

4
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PVOID ThreadInformation,

ULONG ThreadInformationLength

);

Qiz

B. w\V 1 ETHREAD; HideThreadFromDebugger i € ThreadHideFromDebugger/ 1 & # H 1

sy 9Sq GB & _DbgkpSendApiMessage() I€ £m 1 YK.-/ ~ 09n Y wyo.

m:

NtSetinformationThread() @7 O« € & &3 &

push 0O ;InformationLength
push NULL ;ThreadInformation
push ThreadHideFromDebugger ;0x11

push Oxfffffffe ;GetCurrentThread()

call [NtSetIinformationThread]

L
ntdll!NtSetinformaionThread() &/ We 4, 4 o s & BAyo.,K =~ Wep#$, 3+ " s=s3 s KAKE EPH
Wes 4 API" 6B/ TC K 1L AR ® BAyo. ollyscript 4 ooeqT oy BAvo., =7 Oly
Advanced 1, ¥ / Ay ¢ 4 A © BAyo. ¥+ APl I ThreadinformationClass A C
HideThreadFromDebugger T & sH3 6B 0in Tu@gn Q C» = Wyo.

5.4 Disabling Breakpoints

YK_ L~ " om HI EWes$, # n Oc A Y - 0 I CONTEXT, w\ 0 4
YK, »pmd& 1 w5 nzgt Wo$, 4% o  RnA vyo.

6 JI

+ ot/ Ao Q o'l CONTEXTPOitn &C K1l VK, PR 1 X-yo:

; set up exception handler
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push .exception_handler
push dword [fs:0]

mov [fs:0],esp

; throw an exception
XOr eax,eax

mov dword [eax],0

; restore exception handler
pop dword [fs:0]

add esp,4

.exception_handler
;EAX = CONTEXT record

mov eax,[esp+0xc]

;Clear Debug Registers: Context .Dr0-Dr3,Dr6,Dr7
mov dword [eax+0x04].0
mov dword [eax+0x08].0
mov dword [eax+0x0c].0
mov dword [eax+0x10].0
mov dword [eax+0x14].0

mov dword [eax+0x18].0

;set Context.EIP upon return

add dword [eax+0xb8],6
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XOr eax,eax

retn

i £t Wo$, $ / b 4 Gl i INT3(xCCy ‘v o B Qv 0ur ép o BAyo., 13

We£, 4+ K€ tYyo.

fL
Iz ngt Wo$, 4+ " Ay 1/ KT £t Wo$, 4+ 17 bV o BAyo.r- M "N oMy
SN yoa £3YK, g on-memoryaccessiwrite Wo + + 0 0o o BAvo.

5.5 Unhandled Exception Filter

MSDN/ AlE t o QT unhandled exception filter(kernel32!UnhandledExceptionFilter) / 1 C ~ T,V =|= YK_ =|=
HRn @ L =, unhandled exception filter € top level exception filter L T ' # A Kernel32!SetUnhandledExceptionFilter()

®@Or AaC " na o tFEAvo. atF+, L £, 4 exceptionfitern ¢ & o Qn eYAD -

YK_NX Fa3 + Q10 YK-" E- Yyo.Y¥YK_X+ dya 3 exceptionfiter T 7 Hi "~ 1T § T Yyo.
6 J

dN o £ SetUnhandledExceptionFilter() L =|=H 4 top level exception filter 1 & 5 ~ access violation L

eYA wo. T'EG" YK_ X$a3 YK-IEM , 71 Q7 Ann E- H VYK_NXZF @dya g exception filter

lE CONTEXTEIPr £ sHt " T f Yvyo.

;set the exception filter

push .exception_filter

call [SetUnhandledExceptionFilter]
mov [.original_filter],eax

;throw an exception

XOr eax,eax

mov dword [eax],0
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;restore exception filter
push dword [.original_filter]

call [SetUnhandledExceptionFilter]

.exception_filter:
;EAX = Exceptioninfo.ContextRecord
mov eax,[esp+4]

mov eax,[eax+4]

;set return EIP upon return

add dword [eax+0xb8],6

;return EXCEPTION_CONTINUE_EXECUTION

mov eax,Oxffffffff

retn

e G € SetUnhandledExceptionFilter() @7 Qo € b1 kernel32!_BasepCurrentTopLevelFilter L i » Qo 4

exceptionfilter » & 2 wo .= KA" £ API Wb + £ 0 ki1l Hn yo.

fL

M

Cv ™ 1 kernel32!UnhandledExceptionFilter() wg 0@ O/ A ntdll!NtQuerylnformationProcess (ProcessDebugPort) n

Oo ¢ YK_ X¥n GO wyo.*, 7S Yuy exception fiter n THE€ 1 +n Pen "5 wo., 1bT

DebugPort YK+« ¢ O, & ~ EHI g7 ° 3 Yyo.

5.6 OllyDbg:OutputDebugStrion() Format String Bug

+ YK " EEsYK, /A "% Wo.£3YK, K @A0A z & ¢ K, 1 4-sL"n" BAyo.

+ K, IE kernel32!OutputDebugString() @/ x sJadk v aC n 5" Yz Wipyo.+ K, €
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£=YK, 110y A ®i g k=~ ~ Bpge AHR Q Ayo.
6 JI
+ ' G ot E£3YK, " accessviolaton” €., A Y - B0 H

Push .szFormatSting

call [OutputDebugSringA]

.SzFormatString db "%s%s",0

fL

kerne32!OutputDebugStringA() + 7 =1 A NAT »aqT > 4 i ® EAyo.

6. TECHNIQUES:ADVANCED AND OTHER TECHNIQUES

+K » /Al /A /1T NQKE, de’ x ., ®e/ b As. ,AyYO.

6.1 Process Injection

TUEG & aHE £¢ yu  Geq T4 H"Apo.d+ T xTH L bl » & TUEAG:
o o N ,explorerexe, iexplorerexe,, Y Y M ¢ 5 & T'EG O/ .. H T, vl KAyo.
= ¢ OLLYDBG EXE 1 OlyDbg, 32-bit a

= & notepad-e.exe

oniE TUEG #t HL nL K€ &g &, vé




MTPacker by Erazer?
Fst Auguest 2005

Erazet Ziggmail com
Choose your oty pding method:

@ aPlib - Compress and crypt your server

() KOR - Crypt your sarver with randam Key

() aPLib and XOR - Compres=s and crypt

Inject info other Process (Defaul: Mone)

!:nrngmmflles%deN Mezzenger menmsor exe |

OEbWIE G £ Lo 4 yy HONL lwr O wo ' H NE T'E& O/ AN V,

&" O K€ TES 4t HL K HT ek od’ ~Ayo.

1. kernel32!CreateProcess() / CREATE_SUSPENDERr TEG¢ YE n, 7 E~YtA & T'EGIE = A

TEGn a1l n7A yo.+ tq4 4, y Oni" reitn g1 Yyo.DLLe E 4 & T

H o (ntdlllLrdInitializeThunk)f= T1 ¢n Q@A 74 HiEn QAyo.+ O / A 0nik PEBYi + s0F &

TEGT T = 4 9 pnG >/ £58 vyo.

2. kernel32!GetThreadContext) ®@" O o 4 = A T 'Ed 4, onnn " hnyo.

3. CONTEXT.EBX 4 PEBYV ¥ = A T'E&d" "hwmyo.

4. PEB.ImagBase(PEB+0x8) g+ A = A T'Ed 1 £Cn | $81 "hryo.

5.« A T'EG O Lny & $Cn" nwdlNtUnmapViewOfSection() @7 O« 4 unmap 3, BaseAddress

AC KE"hF $£Cn | F4n0 "> vyo.

6. L € din" kernel32WVirtualAllocEx() ®n Qo 4 = A T'E4 O/ po=n :: = dwSize aAC I€

y T, YT FCn OF1F T Ayo.

7. kernel32!WriteProcessMemory() @®@" Qo 4 .. H T, VT PE XF A" =A T'E4" QKAyo.
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8.PEB.ImageBase = A TEG" %H+ H 2 .. y T, Vg FCn |l +a71 WA yo.

9. kernel32!SetThreadContext() L 4 oA TEGT 4. Opinn %H+ 4 F N CONTEXT.EAX1 L

'|'|'T > J|If T £ 7 Yyo.

10. kernel32!ResumeThread () + = A TE&TH L - wvo.
= A T'EG" YEH x 1 = 4 01 ¥YK_ . — = KA WriteProcessMemory() &/ We$, 4 0 s
SBAwe. = 1 = d o0 EEAWASR TE 60w ol = 4 poak

e, nqT7T. BOXEBOXFE) ~fT AN Yyo.jrd 0opil = A T'EG" =~ H = =A T'EGKT =

£ A/VAU K€D T ef<yo.[~t1 s *+ 6 " Hs T AVYK_L w BAvo.

6.2 Debugger Blocker

Armadillo & I€ Debugger Blocker 0 T ¢t€w 1/ b { .,  Ayo.$1 E=>KA" O y TEG" A
i1l gupo.+ 0 K€ 11" £ KYK. @1 Oc ¢4 & yo.
I B3 L kedinke +q4 YK (S»® TEG)s Lo Fq L g T,y lL o EEe

1LsA T'EGn YE ¢4 YK, /& =L yo.

= i Explore exe 1680 11 ‘Windows Explorer Microsoft Corpor
FIvMwarelserene 1768 2 WMwarelser WMware, Inc.
¥ procexp exe 1336 2 BOB Sysinternals Pro. . Sysinternals
OLLYDBG.EXE T OlyDbg, 32-bit ...

O E° Bl T1EGK +C YK_NF, v/ kemel32!DebugActiveProcess(p YK~1 t A n- 3

wo .+ C native API 3k ntdll!NtDebugActiveProcess() " STATUS_PORT_ALREADY_SKT=

NtDebugActiveProcess() " A L4 E 6B _ wVd EPROCESSr DebugPort " +C & sHE.
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O E- B TEG" YK_ . — AuuT KN A/ Ace "HT E S T1EG & & O/ A
Kernel32!DebugActiveProcessStop()l + - €1 i yo.

A YK+« 1 $° 1 EG/ A kemel32!WaitForDebugEvent() 9SS/ We 4, 4 n s E 8§ 4

We £, 4 " s = =2 DebugActiveProcessStop(ChildProcessPID) T 9l ditn Kt A f 3 YK€ O E”

Bic T EGn t 4 ®FAyo.

6.3 TLS Callbacks

o.%1 E Thread Local Storage(TLS)

a" YK« VN, T b H L nn ©® 0/ KKk 03 =KAK +

H e”_ D;+;ﬁ

TLSNh E pedump # - PE ® TA 1 AN B o/ TLSYE =" F=- 03 Data

YE > O/ AP & FAvo.

Data Directory
EXPORT rva: 00000000 size 00000000

IMPORT rva: 00061000 size: 000000EO

TLS rva: 000610EO size: 00000018

IAT rva: 00000000 size: 00000000

DELAY_IMPORT rva: 00000000 size: 00000000

COM_DESCRPTR rva: 00000000 size: 00000000

unused rva: 00000000 size: 00000000

TLSYeE = At 9-el O4vyo. AddressOfCallBacks # 4 ek nul 7 “BHIE 1 ' NDh e

HBLI.": \IJO

TLS directory:
StartAddressOfRawData: 00000000

EndAddressOfRawData: 00000000
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AddressOflndex: 004610F8

AddressOfCallBacks: 004610FC

SizeOfZeroFill: 00000000

Characteristics: 00000000

+ o £/ A RVAOx4610fcl€ Nh @ 4 n "= o .(0x490f43, Ox44654e):

= Select Hiew: C:\sample.exe - O x
Ciwsample.exe  OFRO -————-—- FE.O04613EC |[Hiew 7.10 (c)SEN o

paqT,E3YK, T o0 TuFo03 i = & /A gA 1 s &/ wV . &/ TLS

Nh wek £C I + Yyo.£3YK, /A TLSNhL Ty ¢ &/ XCY [t loader / A 5N U

En 44— wyo.

Option -> Debugging Option -> Events -> Make First pause at -> System breakpoint.

+1 gal 4 ntdlldll O/ A XClH At loader b i/ A g4 yo.

= Deb ugging options

Commands ] Dizazm ] CFLU ] Fiegisters] Stack ] Analysiz 1 ] .-'f-.nalj,l$i$2] .-'f-.nalj,lsi$3]
Secunty ] Diebug Ewents l E wcephions ] Trace ] SFx ] Strings ] Addreszes ]

M ake first pauze at:

% Systemn breakpoink

S r

" Entry point of main module

(" Winkdain [if location is known)

+p~ £ / £33 YK, I€ TLSNh g ntdll!_LdrpRuninitializeRoutines() # 1 ntdll'_LdrplInitializeProcess() T fi H

a3/ AXNCHyo. £ NDh o/ Wep$, 4+ 0 st b w BAvo.

PE ® gz, x .k 20 F pedump 1 § Wigkont o,/ A | o BAyo:
An In-Depth Look into the Win32 Portable Executable File Format by Matt Pietrek

http://msdn.microsoft.com/msdnmag/issues/02/02/PE/d efault.aspx

An In-Depth Look into the Win32 Portable Executable File Format,Part 2 by Matt Pietrek


http://msdn.microsoft.com/msdnmag/issues/02/02/PE/default.aspx
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http://msdn.microsoft.com/msdnmag/issues/02/03/PE2/

JAiKK PE ® z Egn - L 1 Lo BAayo:
microsoft Portable Executable and Common Object File Format Specification

http://www.microsoft.com/whdc/system/platform/firmware/PECOFF.mspx

6.4 Stolen Bytes

Stolen Bytes € &' feA O y T, yvq O ®WSTO Ef - = 1 u g lot)vo. #
STy lrtlefey ™ Ft st EEyos "/ AR Yyo.0 y TEEgre=" k H" L 2 Stolen
Bytesn & _ nY o3 k 4 i ML e N QAvO.

‘. +otlefl HoHe Wype-nji = 4 (OEPjyo:

004011CB MOV EAX,DWORD PTR FS:[0]
004011D1 PUSH EBP

004011D2 MOV EBP,ESP

004011D4 PUSH-1

004011D6 PUSH 0047401C

004011DB PUSH 0040109A

004011EO0 PUSH EAX

004011E1 MOV EWORD PTR FS:[0],ESX
004011E8 SUB ESP,10

004011EB PUSH EBX

004011EC PUSH ESI

004011ED PUSH EDI

3" ®n € EnigmaProtector 4 T 4 STt ™M, [ ~tn 1E oH

004011CB POP EBX

004011CC CMP EBX,EBX



http://msdn.microsoft.com/msdnmag/issues/02/03/PE2/
http://www.microsoft.com/whdc/system/platform/firmware/PECOFF.mspx
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004011CE DEC ESP

004011CF POP ES

004011D0 JECXZ SHORT 00401169

004011D2 MOV EBP,ESP

004011D4 PUSH -1

004011D6 PUSH 0047401C

004011DB PUSH 0040109A

004011E0 PUSH EAX

004011E1 MOV DWORD PTRFS:[0],ESP

004011E8 SUB ESP,10

004011EB PUSH EBX

004011EC PUSH ESI

004011ED PUSH EDI

+ 1k ASProtect aT1 y , [ ~Ffn A W

"I yo. A2 [~ EF U, 00" Z B3

43 [ ~%n

[o]

O.jump [ ~ %0

an

LA

4 "|f1!“¢'|'|'ﬁ

IsAyo.

004011CB JMP 00B70361
004011D0 JNO SHORT 00401198
004011D3 INC EBX

004011D4 ADC AL,0B3
004011D6 JL SHORT 00401196
004011D8 INT1

004011D9 LAHF

004011DA PUSHFD

004011DB MOV EBX,1D0F0294
004011E0 PUSH ES

004011E1 MOV EBX,A732F973

004011E6 ADC BYTE PTR DS:[EDE],CH

H
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004011E9 MOV ECX,EBP

004011EB DAS

004011EC DAA

004011ED AND DWORD PTR DS:[EBX+58BA76D7],ECX

6.5 API Redirection

API= 0o+EHE = KAe+ O § 1, vy | +Fwlo” svye K€1lHn | -

¢=nj | +wk Y ity gyer> O TUF =0+ HEAPle H ef F=- yo.$H otk

APIn THE 2 OoYyo.

+ o £/ 'AIE kemel32!CopyFileA) @7 T' RNyO:

00404F05 LEA EDI,DWORD PTR SS:[EBRC]
00404F0B PUSH EDI

00404F0C PUSH DWORD PTR SS:[EBP10]

00404F12 CALL <IJMP.&KERNEL32.CopyFileA>

cal by JMP1 Qo g J e 1 20k | Fwl yvw yo.

004056B8 JMP DWORD PTR DS:[<&KERNEL32.CogileA>]

"t ASProtect 4" > oFE kernel32!CopyFileA() @"» TU1£€ = ity fP°>/"ACALLH 7 ws Hi

kernel32!CopyFileA) + 12 [ ~E " " »X% f + Yyo.

004056B8 CALL 00D90000

Gn Ef E 143 [t £°7 QoHiER Ef wo.Md 7 3 [ ~te k kemellCopyFileA) O it/ A 6 Oy

., =" bnogq 0x7C83005E L n K€ ST ~ 60OH" Ayo. RETN[ ~fn 4 kernel32.dll O

kernel32!CopyFileA) H X’ 4k 0x7C830063 1T <yo:
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Stolen instructions from kernel32!CopyFileA

ooDa0003 MOV EDILEDI .

00DBO00S PUSH EBP Actual kernel32!CopyFileA code

ooDaooos MOV EBP.ESP

00080008 PUSH ECX 7C830053 MOV EDIEDI

00080009 PUSH ECX 7C830055 PUSH EBP

0oDa0004s PUSHESI 7C830056 MOV EBP,ESP

0oDa000B PUSH DWORD PTR SS[EBP+8] 7C830058 PUSH ECX

00DBOOOE JMP SHORT 00D80013 7C830059 PUSH ECX

00DB0011 INT 20 7CB3005A PUSH ESI

00080013 PUSH 7C830063 ;return EIP 7C830058 PUSH DWORD PTR 55:[EBP+8]

ooDa0o18 MOV EDLEDI P 7C83005E CALL kernel32.7C80E2A4

ooDaoo1A PUSHEBP 7C830063 MOV ESILEAX

00DE001E MOV EBRP,ESP 7C830065 TEST ESLESI

00D8001D PUSH ECX TCB30067 JE SHORT kermnel32.7CB8300A6

00D8001E PUSH ECX

00D8001F PUSH ESI

00080020 MOV EAX DWORD PTR FS:[18]

00080026 PUSH DWORD PTR. 55:[EBP+8]

00DE0029 LEA ESLDWORD PTR DS:[EAX+BFS]

00D8002F LEA EAX . DWORD PTR SSEBP-8]

00080032 PUSH EAX

00D80033 PUSH 7CBOEZBF

00080038 RETN
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6.6 Multi-Threaded Packers
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6.7 Virtual Machines
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