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… :‏ ⅔ ╘ ₉ὥ░ѱѻ. ╪˦╘ ּת♠╬ ҵ♣╪̆ ʺ◑ ṪӇѤ ᵙḲᾗ╥ ˭▐░ѱѻ. ‡Ԑ ˿↕⁄Ѥ ᵙḲἌ ө╘ 

⇔₅ Ⱡ╥ ṕֿפ⁄ ҍ Ἄҵ ῼῷ‒ Ӈ̆ ᵰ↕ ͥѻᴛ⇔ Ό ᵙḲᾗ ͙ὥ̓ Ϯ ᴛ ө⁄ ҍ Ἄҵ ῼῷ‒ Ӌѱѻ. 

╬Ͽ₮ ₅ᵙ ╘ Ἓ̑♠╬ … … .ѱѻשּׁ ˭ ╙ ╘ ᵑ ᵣӧ Ợזө̓ ѻᵐ ▀╙ ᴎѤ Ợזө ᶛӎ ҵ♣ ѱѻ. 

╪ө ᶛӎ Ṓ ᵑ ↕  ᴎѤ Ợזө░ѱѻ.  

 

╪ᶷἌ╥  Ḵ◓ ᶜ♠╘ Ό ᵙḲᾗ ͙ὥө̓ ₮ ᴛ ө⁄ ҍ  Ṓ⁴ּׁשѱѻ. ͎ᵙ̆ ὺ˭ ̯ ὡ ▓Ѥ ᴛ 

ᴛ ᵑ ↕ ˞Ϯ ᶴᴏ ˭ ᵣӥѤ ˦ҵ  ὡ ▓ᾋѱѻ. ╪♬ṒѤ  ⁷̯∟ө╪ ӈ ῸἛ ӥө╙ ṪἍ  ὡ 

ѱѻ. ͎ᵙ̆ ѻ╛◑⁄ Ϯ₤ Όשּׁ ˭▓ ᵙḲᾗ ͙ὥ╘ Ἓ̑♠╬ ṪἍ╙ Ḣ ѱѻ. ͎ᵙ̆ ӎ Ḵ  ᶜ♠╘ ╪ ♬Ṓʺ 

ῼᴎּתᶔἌ ⁷̯∟ө╘ Ṓ ӥᵑ К‡Ἄ ᵙḲἌө╪ ἵ ≢‡ᵑ ṪἍ Ѥ ἶҵᵑ Ѭ Ѥ ˦╙  ὡ ▓˭ Ӌѱѻ. 

Ϯ ᶹᴝ ᵙḲἌө╙ ᶃױ͎ ˭  ὡѤ ′ᾋѱѻ. 

 

√ӥ : reverse engineering, packers, protectors, anti -debugging, anti -reversing 
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1.  

 

ᵙḲᾅ⁪ּתѱ‡ᵠ⁄Ἄ Ѥ ʺ◑ Ḉᴛ⇔ ּאַ͙ פ Ϯ░ѱѻ. ╪ ּפ╙ Ѥ ̓♬⁄ ᵙḲἌө╘ OS ╥ ṕֿ̓פ 

ᵙḲᾗ╥ ᵚ,  ͎ᵙ̆ ͙ὥ⁄ ҍ  җ ᵤ╘ ּתᾏ╙ .‫ᾋѱѻ  

 

(╪ᶷἌ ⁄ἌѤ ᴛ ₮ ᾒ    ӑѻᵑ ╥Ḉ)Ѥ ▀╙ ṪἍ Ѥ ˦╙ Ṓ  .ѱѻשּׁ

Ѥ ḹ♠╖ᴛ Ữ↔ ᴛ͎ן ╙ע ˞Ϯ Ṩᴛ ṉ˿ Ѥ ─ᵑ ₉Ḣ ѱѻ. 

Ṭ ˭ҵ ῸἛ ӥ ֞  ᵑ ˉ╘ ᶜ♠╖ᴛ Ợ↔ ѱѻ.  

↔Ϯ Ὸ╥♠╬ ᶜ♠╖ᴛ Ợױ͎ ѱѻ.  

 

ӈ ῸἛ ӥ╥ Ὠ▫ʺ ѥ‡ϮѤ ́̕ᴛ ⁷̯∟̓ ῸἛ ӥ ṪἍ▫ө╘ ṪἍ╙ ─ Ἄ …  ͙ὥ╙ ḛ♣ᾎ ᾋѱѻ. 

… ╬♠Ϯ ᾎʼ╪ ᵎᶔἌ ᵙḲἌө╥ Ἓ̑ױ͎ ╙ Ḣ ͙ ─ Ἄ Ựᴛ⇔ Ό ᵙḲᾗ ͙ὥ╘ ϝ▐′╪ ⁄ ʺ 

Ӈ‡Ɑᾋѱѻ. ͎ᵙ̆ ᵰḴ Ựᴛ⇔ Ό  ᵙḲᾗ ͙ὥ╪ ˌḛӇᶔ ᵙḲἌө╘ ͎ ͙ὥ╙ ↕  Ѥ ͙ὥ̓ ╙ ˌḛ ѱѻ. 

 

╪ ᶷἌ╥ ַבֿ ╥ ╘♩אṒӈ Ό  ᵙḲᾗ ͙ὥ̓ ╙ ‡֒˭ ↕ ˞Ϯ ᶴᴏ ˭ ᵣӥѤּת⁄ ҍ  Ṓ⁴ּׁשѱѻ. ḙҍᴛ 

‡Ԑ ө╘ ὺ˭ ↕ ˞Ϯ ᶴᴏ ˭ ᵣө ὡ ▓Ѥҥ ͎מἌ ͎ Ό  ᵙḲᾗ ͙ὥ╘ ᵙ  ⅝ʺ ′ѻѤ ˦╙ 

Ṓ⁴ּׁשѱѻ. ͎ױϮ Ṓ ӈ ӥѤ ḙӥᾎ ᴆ╪ᾗ ̆ ṪἍ ⁴‒ ѱѻ. ͎ ₉ᴛ: 

ÅṒ ӈ ӥ╥ ṨṪ╪ ↕ Ӊ ᶜ♠╖ᴛ ҟ  Ӈ‡ ▐  ╪ẇ ᵙẎӹ ᴛ ᵍ ˭ … ╪ Ӌѱѻ. 

ÅṒ ӈ ӥѤ ḥᾐ ּת∟ … ╥ ᶜ♠╙ ─ Ἄ ♇  ṪἍӋѱѻ.  

 

Ṩʺ♠╖ᴛ, ῼᴎֿב Ό ᵙḲᾗ ͙ὥ╪ ῸἛ ӥ⁄ ֹו♪ ╞↔ Ӈ ▓╙ ԅ ῸἛ ӥᵑ ṪἍ ̆ ♠ ͙ ─  ᵙḲᾗ⁄ 

ѫὢ  ˦ҵ ʺ ʺ ▓ᾋѱѻ. 

 

╪ ᶷἌѤ ᶛӧ Ό ᵙḲᾗ ͙ὥ╙ Ϯ⁸ ө╥ ▀ḙ♠╖ᴛ ╫ὢ  בΏ ̆ ῼᴎֿ תּ ̆ Ḉᴛ⇔ ͙ὥ⁄ ҍ  

Ϯ₮▓ᾋѱѻ. Ό ᵙḲᾗ̓ ᵙḲᾗ⁄ ҍ  җ ̑Ṩ ̆ ᾘ╘ Ҷ▫Ѥ ᵡּתᵢ◑⁄ ▓Ѥ ᴆ  .ѱѻחᾅᵑ ̆ ͙ ḕ׳

 

▫Ѥ Ҷ▫ө╪ ╪ ᶷἌ ⁄Ἄ ┬↔  ̓ ᵚ╥ ͙ὥө⁄ ҍ  ῼ˭ Ӈ‴╖ᶔ ѱѻ.  

 …  ! 
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2. TECHNIQUES : DEBUGGER DETECTION  

 

╪Ḵ◑╥ ͙ὥө╘ ʺ ᾎᾅ ⁄Ἄ ӰḲ˞ʺ Ợ↔ַתּ╬א ֞Ѥ ᴛἝᾅᵑ ӰḲ͎ ̆ ▓Ѥּתᵑ ˤỢ ͙ ─  Ợ↔ 

ѱѻ. ╪ ӰḲ˞ө╙ ῷ ϿѤ ͙ὥ╘ ᵰ↕ Ѿὣ (͎ᵙ̆ Ṫᶘ ) ░ѱѻ. ╪˦╘ native API ө̓ В ˍ ⁄Ἄ 

Ⱡ̑   .ѱѻשּׁ

 

2.1 PEB.BeingDebugged Flag: IsDebuggerPresent() 

 

ʺ◑ ͙ṕ♠╬ ӰḲ˞ᵑ ῷ ϿѤ ͙ὥ╘ Process Environment Block(PEB) ⁄Ἄ BeingDebugged flag ʺ Ӈ‡▓Ѥּת 

ˤỢ Ѥ ˦░ѱѻ. kernel32!IsDebuggerPresent() Ѥ ┬♇ᶛӥ╥ ӰḲ˞ʺ ᴛἝᾅᵑ ӰḲ͢ ̆ ▓Ѥּת flag ˃╖ᴛ 

╬ ѱѻ. 

 

ῷמ ӥѤ IsDebuggerPresent() ὡʺ ὡ Ṗ ὡ ▓ᾋѱѻ. Thread Environment Block(TEB) ╙˦ ╬אַ  ⁄ ♪͐ ⁴ 

PEB╥ לἵᵑ ѻ╛ PEBᵑ ˤỢ ╘‫ ̆ PEB + 0x02 ─ ╥ BeingDebugged flag ᵑ ╬ ѱѻ.  

mov eax, large fs:18h  

mov eax, [eax+30h]  

movzx eax, byte ptr [eax+2]  

retn 

 

IsDebuggerPresent()ŋ ♪וֹ  Ṭױ₡Ѥ ҍᾐ⁄ ▀Ṩ  ө╘ PEB ╥ BeingDebugged flag ᵑ ὡҿ╖ᴛ ѱѻ. ͎ױᶔ  

ᵙḲἌө╪ APIᵑ  ˞Ϯ Ẅᴆ╪ ╬ ᵑ ˞Ѥ ˦╙ Ḣּת  ὡ ▓˭ Ӌѱѻ. 

 

₆♫ 

ῷ₉ ╥מⱠ ӥ⁄Ἄ IsDebuggerPreset() ὡ₮ PEB.BeingDebugged flagʺ ӰḲ˞ᵑ ˁּת Ѥ ṨṪ╙ Ṗ ὡ ▓ᾋѱѻ. 

; call kernel32!IsDebuggerPresent() 

call [IsDebuggerPresent] 

test eax,eax 

jnz .debugger_found  

 

; check PEB.BeingDebugged directly 

mov eax,dword [fs:0x30] ;EAX = TEB.ProcessEnvironmentBlock 
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mobzx eax,byte [eax+0x02] ;AL = PEB.BeingDebugged  

test eax,eax 

jnz .debugger found  

 

╪ ө╘ ᵰ↕ ♬  ⁴Ἄ  ө╘ Ӛ⁄Ἄ Ϯ₡Ѥ ῠᴆ͙ ӥ₮ Ό  Ӱ‡ἣẇᵙ ͙ὥө̓ Ζ Ợ↔ ѱѻ. 

 

˷ḟḶ 

╪ ͙ὥ╘ PEB.BeingDebugged flag ᵑ 0x00 ˃╖ᴛ  ⁴ ∟ ˭ ↕  ὡ ▓ᾋѱѻ. ₤ᵙӰḲ͎ ⁄Ἄ PEBᵑ Ṓᴎᶔ 

Ctrl+G(Goto Expression)╙ яᵐ Ӛ fs:[30] ╪̆ג ░ᴏ ᶔ Ṗ ὡ ▓ᾋѱѻ.  

Ṩʺ♠╖ᴛѤ ₤ᵙᾅ ᵞ  ᶘᴖ‡╬ ŗdbh" Ѥ ╪˦╙  ⁴ ּׁשѱѻ: 

Dbh 

 

ᵡּתᵢ╖ᴛ Olly Advanced ͎ױ╬╘ ₪Ἢ⁄Ἄ BeingDebugged field ᵑ 0 ╖ᴛ Ἕ  .ᶔ Ӌѱѻל 

 

2.2 PEB.NtGlobalFlag, Heap.HeapFlags, Heap.ForceFlags 

 

PEB.NtGlobalFlag.  PEB╥ ֞ ѻᵐ ӥ╬ NtGlobalFlag(offset 0x68)Ѥ ӰḲ˞ʺ ᴛӥ Ӈ‡ ▓Ѥּת ˁּת Ѥҥ Ợ↔ ѱѻ. 

ᴛἝἌʺ ӰḲַ͢א╪ ῷѱגᶔ NtGlobalFlag ӥ ˃╘ 0x0 ░ѱѻ. ͎ױϮ ᴛἝἌʺ ӰḲ͎ ַג╪אᶔ ӥ ˃╘ 0x70 ╪ 

Ӌѱѻ.  

ѻ╛╥ ͎מө╙ ἒ♬ ѱѻ: 

Å FLG_HEAP_ENABLE_TAIL_CHECK (0x10) 

Å FLG_HEAP_ENABLE_FREE_CHECK (0x20) 

Å FLG_HEAP_VALIDATE_PARAMETERS (0x40) 

 

  .Ѥ ntdll!LdrpInitializeExecutionOptions() ⁄Ἄ ἒ♬Ӌѱѻ ͎מ ╪

͙ṕ˃╖ᴛ ♇◑ӈ PEB.NtGlobalFlagѤ gflags.exe ╪Ϯ ѻ╛╥ ᴆּתᾅ ᵙ ᴛ ᶴᾎ  ὡ ▓ᾋѱѻ: 

HKLM\ Software\ Microsoft \ Windows NT \ CurrentVersion\ Image File Execution Options  

 

Heap Flags.  NtGlobalFlag ╥ ἒ♬╖ᴛ ╬ Ἄ ᶙ ˌ╥ ͎מ ˃ө╪ Ἓ  Ӌѱѻ. ͎ᵙ̆ ╪˦╘ ntdll!RtlCreateHeap() 

ὡ Ͽ⁄Ἄ ╬  ὡ ▓ᾋѱѻ. ᴛἝἌ╥  Ḵ  heap ╪ ỸἛӉ ԅ  ͎מө ̓ ForceFlags ӥᵑ 0x02 

(HEAP_GROWABLE) ͎ ᵙ̆ 0x0 ╖ᴛ ἒ♬ ּׁשѱѻ. ͎ױϮ ᴛἝἌʺ ӰḲַ͢א ▀ԅѤ ╪ ͎מө╘ 0x50000062 



תּ╪ | 6  

(NtGlobalFlag ⁄ ӻ0 ₮ (גx4000060 ( ө̓ 0x6001007D͎מ ⁄ ӻג) ╖ᴛ ἒ♬Ӌѱѻ. ͙ṕ♠╖ᴛ ᴛἝἌʺ ӰḲ͎ Ӊ 

ԅ heap ╪ ᵣө‡ּ̆ת ῷ͎מ ╪ˉ ₮מʺ ἒ♬Ӌѱѻ. 

Å HEAP_TAIL_CHECKING_ENABLED (0x20) 

Å HEAP_FREE_CHECKING_ENABLED (0x40) 

 

₆♫ 

ῷ₉ ╥מⱠ ӥѤ PEB.NtGlobalFlag ʺ 0 ╪ ῷѱ̆ ᴛἝἌ(PEB.ProcessHeap)╥ Ḵ  heap ╪ ỸἛӉ ԅ ͎מө╪ 

ἒ♬ ӇѤ ˦╙ Ṓ⁴ּׁשѱѻ.: 

;ebx = PEB 

mov edx,[fs:0x30] 

 

;Check if PEB.NtGlobalFlag != 0 

cmp dword [ebx+0x68],0  

jne .debugger_found  

 

;eax = PEB.ProcessHeap 

mov eax,[ebx+0x18] 

 

;Check PEB.ProcessHeap.Flags 

cmp dword [eax+0x0c],2  

jne .debugger_found  

 

;Check PEB.ProcessHeap.ForceFlags 

cmp dword [eax+0x10],0  

jne .debugger_found  

 

˷ḟḶ 

╪ ˦╘ PEB.NtGlobalFlag ₮ PEB.HeapProcess ͎מ ө╪ ᴛἝᾅʺ ӰḲ͢ ַא╪ ῷѳ˦ ᴀ  ѱѻ.  

₉ᵑ ө‡ ₤ᵙᾅ ᵞ ᴛ   ԇ ѻ╛̓ ˉ╪ ѱѻ: 
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var peb  

var patch_addr 

var process_heap 

 

//PEB⁄Ѥ ӥ ӥӈ TEB לἵᵑ ʺⱨ₪ѱѻ. (first thread: 0x7ffed000)  

mov peb,[7ffde000+30]  

 

//PEB.NtGlobalFlag ᵑ ѱѻ 

lea patch_addr,[peb+68]  

mov [patch_addr],0  

 

//PEB.ProcessHeap.Flags/ForceFlagsŋ  ѱѻ. 

mov process_heap,[peb+18]  

lea patch_addr,[process_heap+0c] 

mov [patche_addr],2  

lea patch_addr,[process_heap+10] 

mov [patch_addr],0  

 

֞ , Olly Advanced ͎ױ╬ ₪Ἢ⁄Ἄ PEB.NtGlobalFlags ₮ PEB.ProcessHeap ͎מө╙ ἥ  .ҵ Ӌѱѻאָ 

 

2.3 DebugPort: CheckRemoteDebuggerPresent() / NtQueryInformationProcess() 

 

Kernel32!CheckRemoteDebuggerPresent() Ѥ ӰḲ˞ʺ ᴛἝᾅᵑ ‡  Ѥ ˦╙ ῼ ὡ ▓ᾋѱѻ. ╪ API ⁄Ἄ 

ntdll!NtQueryInformationProcess() ╙ ϿṨ♠╖ᴛ ṬױЂ ԅ ProcessInformationClass ╥ גḈ Ѥ ProcessDebugPort(7)╪ 

Ӌѱѻ. ˭ѻʺ NtQueryInformationProcess() ὡѤ В̯ⱳ ╬ EPROCESS╥ DebugPort  .ᵑ ѱѻ͎מ ╥

┬♇ᶛӥ╥ ӰḲ˞ʺ ᴛἝᾅᵑ ӰḲ͢ ַא▀ ԅ Ѥ DebugPort ӥ⁄ 0 ╪ ῷѳ˃ ╪ Ϯ Ϸѱѻ. ╪ ˿↕⁄ 

ProcessInformation ╥ ˃╪ 0xFFFFFFFF░ѱѻ. ͎ᴅּת Ώ╘ ˿↕⁄Ѥ PorcessInformation ╘ 0 ╪ Ӌѱѻ. 
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Kernel32!CheckRemoteDebuggerPresent() ὡѤ 2 Ḉג ╥ˌ ᵑ Ḛῷө░ѱѻ.  Ḵ Ḉג  Ѥ ᴛἝᾅ ө░ѱѻ. 

͎ᵙ̆ ӎ Ḵ Ḉג  Ѥ Ṩ∂ṉὡ╥ ╬ ░ѱѻ. ╪˦╘ ᴛἝᾅʺ ӰḲַ͎א ▀ ԇ  ˃╙ ʺ︡ѱѻ.  

BOOL CheckRemoteDebuggerPresent( 

HANDLE hProcess, 

PBOOL pbDebuggerPresent 

) 

 

Ntdll!NtQueryInformationProcess() ὡѤ ѻᵐ ╖ᴛѤ 5 ˌ╥ ᵙḈ ᵑ ʺ︡ѱѻ.  

ӰḲ˞ᵑ Ӱ  ͙ ─  PorcessInformationClass Ѥ ProcessDebugPort(7)ŋ  ἒ♬ ѱѻ: 

NTSTATUS NTAPI NtQueryInformationProcess( 

HANDLE ProcessHanle, 

PROCESSINFOCLASS ProcessInformationClass, 

PVOID ProcessInfomation, 

ULONG ProcessInformationLength, 

PULONG ReturnLength 

) 

 

₆♫ 

CheckRemoteDebuggerPresent() ὡ₮ NtQueryInformation() ὡ ʺ ᴛἝᾅᵑ ӰḲ͢ ַא▀ ԅ  

Ṓ⁴ּתѤ ♣ ♠╬ ░ѱѻ. 

; using kernel32!CheckRemoteDebuggerPresent() 

lea eax,[.bDebuggerPresent] 

push eax ;pbDebuggerPresent  

push 0xffffffff ;hProcess  

call [CheckRemoteDebuggerPresent] 

cmp dword [.bDebuggerPresent],0  

jne .debugger_found  
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; using ntdll!NtQueryInformationProcess(ProcessDebugPort)  

lea eax,[.dwReturnLen] 

push eax ;Returnlength  

push 4 ;ProcessInformationLength  

lea eax,[.dwDebugPort] 

push eax ;ProcessInformation 

push ProcessDebugPort ;ProcessInformationClass (7) 

push 0xffffffff ;ProcessHandle  

call [NtQueryInformationProcess]  

cmp dword [.dwDebugPort],0  

jne .debugger_found  

 

˷ḟḶ 

Ḣḹ╘ NtQueryInformationProcess() ὡʺ ᵙ תּʺ  ӇѤ ̐ ⁄Ἄ Ẅᴆ╪ ╬ ᵑ ἒ♬ ⁴ Ẅᴆ╪ ╬ ʺ ▬ҿ  

ԅ ProcessInformation ╘ DWORD ˃╙ 0 ╖ᴛ  ѱѻ. ῷמѤ ▫ҿ╖ᴛ ▬ҿ Ѥ ₤ᵙᾅ ᵞ ╥ ₉Ⱡ░ѱѻ.  

var bp_NtQueryInformationProcess  

 

// set a breakpoint handler  

eob bp_handler_NtQueryInformationProcess  

 

// set a breakpoint where NtQueryInformationProcess returns  

qpa "NtQueryInformat ionProcess", "ntdll.dll"  

find $RESULT, #c21400# //retn 14  

mov bp_NtQueryInformationProcess,$RESULT 

bphws bp_NtQueryInformationProcess,"x"  

run 

 

bp_handler_NyQueryInformationProcess: 
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//ProcessInformationClass == ProcessDebugPort?  

cmp [esp+8], 7  

jne bp_handle r_ntQueryInformationProcess_continue 

//patch ProcessInformation to 0  

mov patch_addr, [esp+c]  

mov [patch_addr], 0  

//clear breakpoint  

bphwc bp_NtQueryInformationProcess  

 

bp_handler_NtQueryInformationProcess_continue: 

run 

 

Olly Advanced ͎ױ╬╘ NtQueryInformationProcess()ᵑ  Ѥ ₪Ἢ╙ ˇ̆ ▓ᾋѱѻ.  

╪ Ѥ NtQueryInformationProcess() ╥ ᵙ  ˃╙ ⱳ▬ ⁴ ӥ⁄ ừ░ ѱѻ. 

 

2.4 Debugger Interrupts 

 

╪ ͙ὥ╘ ӰḲ˞ ⁄Ἄ INT3 ₮ INT1 ᶘᴖ‡ᵑ ּתϮʾ ԅ ӰḲ˞ʺ ╪אַ ׳Ѿ♩╙ ͎Ѝ ּתϮ ʾὡ ▓͙ ԅᶷ⁄ ͙ṕ♠╖ᴛ 

₉Ω ᵙᵑ ּת Ώᾋѱѻ. Debugger Interrupts Ѥ ḕᴛ ╪׳ Ợᾒ╙ ╪↔ ̆ ▓ᾋѱѻ. ʺ ₉Ω өױ Ό⁄Ἄ 

♬ө╙ ἒ͎מ ѱѻ ͎ᵙ̆ ͎מʺ INT ᶘᴖ ╪ ⁄ ἒ♬ Ӈ‡▓ּת Ώѻᶔ ╪˦╘ ᴛἝᾅʺ ӰḲַ͢ג╪ אѤ ˦╙ 

╥Ḉ ѱѻ. ʺ♠╖ᴛ kernel32!DebugBreak() ϿṨ⁄Ἄ INT3 ╙ ҅̆ ▓ᾋѱѻ. ͎ᵙ̆ ᶙᶙ Ѥ ╪ API ᵑ ҍᾐ 

Ợ↔ ѱѻ. 

 

₆♫ 

╪ ₉ⱠѤ EAX ᵑ ₉Ω өױ Ό⁄Ἄ 0xFFFFFFFF(CONTEXT ᴆ ӥ⁄ ╥ ⁴) ˃╖ᴛ ἒ♬ ѱѻ. ₉Ω өױ Ό⁄Ἄ 

Ṭױ₡Ѥ ˦╙ Ϯ Єѱѻ: 

;set exception handler  

push .exception_handler 
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push dword [fs:0]  

mov [fs:0], esp 

 

;reset flag (eax) invoke int3  

xor eax,eax 

int3  

 

;restore exception handler  

pop dword [fs:0]  

add esp,4 

;check if the flag had been s et 

test eax,eax 

je .debugger_found  

::: 

 

.exception_handler: 

;EAX = ContextRecord 

mov eax, [esp+0xc]  

;set flag (ContextRecord,EAX) 

mov dword [eax+0xb0],0xffffffff  

;set ContextRecord.EIP 

inc dword [eax+0xb8]  

xor eax,eax 

retn 

 

˷ḟḶ 

₤ᵙӰḲ͎⁄Ἄ Ѿ́Ṋᴛ ᾒ ˞Ϯ ֞Ѥ ͎Ѝ ᾒ Қ ҵַא⁄ ӰḲ˞ʺ ╬ ᴁ ⁄ ˢᵙ˭ Ӈᶔ ᶃ ˭ Ӌѱѻ.  
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Ẅᴆ╪ ╬ ⁄ ˢᴕ╙ ԅ ₉Ω ө╙ ╬ ѱѻ. ₉Ω өל ױἵ(via View -> SEH Chain)ŋ  ᾏṊ  Ӛ Shift+F9 ᵑ 

яױἌ ӰḲ˞ ╬ ᴁ /₉Ω ᵑ ₉Ω өױᵑ ṒЄѱѻ. ₉Ω өױᴛ ṒϿּתᶔ ́ἶ ᴆ╪ᾗ  ὡ ▓˭ Ӌѱѻ. 

 

֞ ѻᵐ Ḣḹ╘ ӰḲ˞ ╬ ᴁ ᵑ ▫ҿ╖ᴛ ₉Ω өױᴛ ṒЂ ὡ ▓ᾋѱѻ. ₤ᵙӰḲ͎ ⁄Ἄ Option -> Debugging 

Options -> Exceptions -> "Ignore Following exceptions" ͎ᵙ̆ ŗINT 3 Breaks" ͎ᵙ̆ ŘSingle-step break"  ᵑ ּׁשѱѻ.  

 

2.5 Timing Checks 

 

ᴛἝᾅʺ ӰḲ͢ ַא▀ ԅ ӰḲ˞╥ ╪ḿ  өᵠ ӥ, ּתϮ₣ ˿ᴛ, ᶘᴖӮ╪ CPU ᵑ Ợ↔ ѱѻ. ᵙḲἌө╪ Ѿ́Ṋᴛ 

ᶘᴖ‡ᵑ ּתϮʾ ԅ  ө╘ ᶙ ˌ╥ ᶘᴖ‡ Ợ╪⁄Ἄ Ợ↔ Ӈ‡ּתѤ ᾎʼ╙ ╪↔ ѱѻ. ▀ḙ♠╬ ᾒ Ṓѻ Ợ↔ᾎʼ╪ 

җ ͝ѻᶔ ӰḲ˞⁄Ἄ ᴛἝᾅᵑ ᾒ Ѥ ˦╙ ╥Ḉג╪ אַ ѱѻ. 

 

₆♫ 

ῷמ╥ ʼѾ  ₉ⱠѤ ᾎʼ╙ Ѥ ₉Ⱡ░ѱѻ. ╪˦╘ RDTSC(Read Time-Stamp Counter)ᶘᴖ╙ Ͽᵙ͙ ♣̓ ᶙ ˌ╥ 

ᶘᴖ╙ ᾒ   Ӛ⁄ ּװʺש╙ ́ụ Ѥ ˦╙ ╪↔ ѱѻ. ּ0 ˃װʺשx200 ╘ ӎ ˌ╥ RDTSC ᶘᴖ╪ ᾒ Ӊ ԅ ᾒ  ⁄ װ

˺♬Ӌѱѻ. 

Rdtsc 

mov ecx,eax 

mov ebx,edx 

 

; ... more instructions  

nop 

push eax 

pop eax  
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nop 

; ... more instructions  

 

;compute delta between RDTSC instructions  

rdtsc 

 

;Check high order bits  

cmp edx,ebx 

ja .debugger_found  

;Check low order bits  

sub eax,ecx 

cmp eax,0x200 

ja .debugger_found  

 

ᾎʼ Ѥ kernel32!GetTickCount() ὡᵑ Ợ↔ ˞Ϯ ὡҿ╖ᴛ TickCountLow╥ ˃̓  

TickCoutMultiplier ӥ╥ SharedUserData ҥ╪  ̯ⱳ   .ἵѤ Ữ 0x7FFE0000 ╬ ˦╙ ѱѻל ╥

 

ῠᴆ͙ ӥ₮ ѻᵐ ͙ὥө╙ Ợ↔ ⁴ ӥᵑ ὦ͙̆ RDTSCŋ  Ợ↔ ᶔ җ↨ ͙ ө‡︡ѱѻ.  

 

˷ḟḶ 

Ḣḹ╘ ᾎʼ תּʺ ᵑ Ѥ ṨṪ╥ ӥᵑ ᴆ╪ᾗ ⁴ ↕  ѱѻ. ᵙḲἌѤ ּװʺש ӥᵑ ẋ̪ ͙ ♣⁄  

Ẅᴆ╪ ╬ ᵑ ˢ̆ Ẅᴆ╪ ╬ ʺ ˢᵜ ԅּͥת ᴆ╪ᾗ ѱѻ. ╪Ω⁄ҵ GetTickCount() ὡᵑ Ṭױ₤ ԅ 

Ẅᴆ╪ ╬ ᵑ ἒ♬ ⁴ ᵙ ˃╙ ὡ♬  ὡ ▓ᾋѱѻ. 

 

Olly Advanced ᵑ ╪↔  ֞ ѻᵐ Ḣḹ - Вᶛӥ ӥג╪Ḳᵑ ╬ᾅ ̆ ᴛ͎ע╙ ᾎ▬ ѱѻ: 

 

1. control register CR4 Ό╥ Time Stamp Disable Bit(TSD)ŋ  ἒ♬ ѱѻ. RDTSC ᶘᴖ╪ ring 0 ʺ ῷѴ ԅ ᾒ ⁴ ẋ ʺ 

ἒ♬Ӈᶔ General Protection (GP) ₉Ωʺ ┬ḛӉ ˦░ѱѻ. 
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2. Interrupt Descriptor Table (IDT) ʺ GP ₉Ωᵑ  ˞Ϯ RTDSC ᵠ╙ Ἄ ᾒ ˭ ἒ♬ ѱѻ. GP ᵑ  

ѻᶔ Ѿּת ᵙ ˃ ⁄ 1 ╙ җ  .ᶔ Ӌѱѻל

 

ᾎᾅ ⁄ ṬΌ♬Ἓ╙ מ ╥ל ḲѤ╪גҵ ᶛᵎѤ ӥתּ ‒ ѱѻ. ͎ױḃᴛ virtual machine ╪Ϯ ṨἨⱨҵ ӇѤ 

ᾎᾅ ⁄Ἄ Ữ ᾅ ᵑ ṛ‒ Ӌѱѻ. 

 

2.6 SeDebugPrivilege 

 

͙ṕ♠╖ᴛ ᴛἝᾅѤ SeDebugPrivilege ̾ ╪ ′ᾋѱѻ. ͎ױϮ ᴛἝᾅʺ ₤ᵙӰḲ͎Ϯ WinDbg ⁄ ╥  Ṭבֿ ₮ױѻᶔ 

SeDebugPrivilege ̾ ╙ Ợ↔  ὡ ▓ᾋѱѻ. ӰḲ˞ʺ ᴛἝᾅᵑ Ṭױ₤ ԅ SeDebugPrivilege ̾ ╙ Ợ↔  ὡ ▓˭ Ӈ̆ 

SeDebugPrivilege̾ ╘ Ữἶ Ӌѱѻ.  

 

▀Ṩ  ө╘ CSRSS.EXE ᴛἝᾅᵑ ╪↔ ⁴ ӰḲ͢ ַתּ╬אᵑ ʼ♪♠╖ᴛ SeDebugPrivilege ᵑ Ợ↔ ⁴ ╬ ѱѻ. 

CSRSS.EXE ᴛἝᾅᵑ ⁸ὡ ▓ѻᶔ ᴛἝᾅѤ SeDebugPrivilege̾ ╪ ▓╛╙ ╥Ḉ ѱѻ. ͎ױḃᴛ ᴛἝᾅʺ ӰḲַ͢א╬ 

˦╙ ῼ ὡ ▓ᾋѱѻ. ╪ Ḣḹ╘ ṒΌ Ӱᾅ ᵞ  ╬ CSRSS.EXE ᴛἝᾅѤ ₡ֹו ᾎᾅ ̾ ᵣ╪ ⁞Ἕᾅ  ὡ ▓ᾋѱѻ. 

Ϯ ᵣ– SeDebugPrivilegeױ͎ ̾  ᴛἝᾅᵑ ˇ̆ ▓ѻᶔ ṒΌ Ӱᾅ ᵞ ᵑ ᶴᾎ ̆ ѻᵐ ᴛἝᾅ⁄ ♪͐  ὡ 

▓ᾋѱѻ. ͙ṕ♠╬ Administrators ͎ᴹ╥ ᵴḲ ө╘ Ṋ̾ ╥ל ⁄ ‒ ѱѻ. 

 

₆♫ 

ῷמѤ ₉Ⱡ ░ѱѻ: 

;query for the PID of CSRSS.EXE 

call [CsrGetProcessId] 

;try to open the CSRSS.EXE process 

push eax 

push FALSE 

push PROCESS_QUERY_INFORMATION 

call [OpenProcess] 

 

;if OpenProcess() was successful, 
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; process is probably being debugged  

test eax,eax 

jnz .debugger_found  

 

╪ Ѥ CSRSS.EXE ╥ PID ᵑ ntdll!CsGetProcessId() API ὡᵑ Ợ↔ Ἄ ʺⱨ₪ѱѻ. ͎ױϮ Ѥ ὡҿ╖ᴛ ᴛἝᾅᵑ 

⁸˞ ⁴ CSRSS.EXE ╥ PID ᵑ ‫ᾋѱѻ. OpenProcess() ʺ Ἓ̑ ѻᶔ ╪˦╘ SeDebugPrivilege ̾ ╪ ῠ⁴ּ̆ת ▓╛╙ 

╥Ḉ ̆ ᴛἝᾅʺ ӰḲ͢ ַג╪אѤ ˦╙ ╥Ḉ ѱѻ. 

 

˷ḟḶ 

Ḣḹ╘ ntdll!NtOpenProcess() ʺ ᵙ תּʺ  Ӊ ԅ Ẅᴆ╪ ╬ ᵑ ˢ╘ Ӛ ᾒ ╙ ⁴ Ẅᴆ╪ ╬ ʺ ˢᵙᶔ 

EAX˃╙ 0xC0000022 (STATUS_ACCESS_DENIED) ᴛ ἒ♬ ּׁשѱѻ. 

 

2.7 Parent Process 

 

♣ ♠╖ᴛ ᴛἝᾅ╥ Ṩᶛ ᴛἝᾅʺ explorer.exe(җẇ ᵚ ⁴ ᾒ ╙ ԅ)▀ ԅ Ṩᶛ ᴛἝᾅʺ explorer.exe ʺ 

ῷѱ̆ ѻᵐ ‡ ᵙ ╪Ἢ⁄Ἄ ỸἛӈ ˦ ▀ ԅ ╪˦╘ ӰḲַ͢א▀ ʺѫἛ╪ ▓ᾋѱѻ.  

 

ῷמѤ ╪׳ ˤỢᵑ Ѥ ʺּת Ḣḹ░ѱѻ.. 

 

1. TEB(TEB.ClientId) ֞ Ѥ GetCurrentProcessId()ŋ  Ợ↔ ⁴ current process ╥ PIDᵑ ʺⱨ₪ѱѻ. 

2. Process32First/Next() ὡᵑ Ợ↔  ᶛӧ ᴛἝᾅ ᵙᾅ ᵑ ╙explorer.exe PID (PROCESSENTRY32.szExeFile ‡‫ 

⁴)₮ ͎ᵙ̆ ◓ ᴛἝᾅѤ PROCESSENTRY32.th32ParentProcessIDŋ  Ợ↔ ⁴ Ṩᶛ ᴛἝᾅ╥ PID ᵑ ‡‫ 

͙ᴜ ӓѱѻ. 

3. Ṩᶛ ᴛἝᾅ╥ PIDʺ explorer.exe ╥ PIDʺ ῷѱגᶔ ˲ ╘ ӰḲַ͢א▀ ʺѫἛ╪ иᾋѱѻ. 

 

Ϯ ╪ ӰḲ˞ Ѥ cmdױ͎ ֞Ѥ ѻᵐὲ╙ ⁴ ʺ ᾒ ╖▀ ԇ ₡ᵆᵑ▀ אַ   ὡ ▓╛╙ ל╥ ⁴‒ ѱѻ. 

 

˷ḟḶ 

Olly Advanced ʺ Ⱡ̑ Ѥ Ḣḹ╘ Process32Next()ŋ  ́ἶ fail ╙ ᵙ  ˭ ἒ♬ Ѥ ˦░ѱѻ. 

ᶔ ╥ ᴛἝᾅ ⁸˞ ӥʺ ᾒױ╪ ⁴ PID ᵑ ♩ ˭ Ӌѱѻ.  
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╪˦╘ kernel32!Process32NextW()╥ ⁪ ᵙ ṨṪ╙ EAX˃╙ 0 ╖ᴛ  ѻ╛ ḕᴛ ᵙ  .ᶔ Ӌѱѻל ˭ 

 

2.8 DebugObject: NtQueryObject() 

 

ᴛἝᾅʺ ӰḲַ͢תּ╬א ╬ Ѥ Ḣḹ ҍᾐ ᾎᾅ ⁄Ἄ ӰḲ˞ʺ ▬ҿַא▀ ԅ Ḉ Ѥ ₅ ╙ ⁴ ӰḲ˞ʺ 

ᾒ ╬ תּ╬אַ ѱѻ.  

 

ᵙḲᾗ ᴀ⁄Ἄ ʺּת ◓Ḉ▓Ѥ Ḣḹ╪ б╥ ӆᾋѱѻ.. DebugObject ░╥ В ˍ ╥ Ḵ ᴛ Ѥ Ḣḹ⁄ 

ҍ Ἄ░ѱѻ. ╪ Ḣḹ╘ ‡ ᵙ ╪Ἢ╪ ӰḲַ͢תּ╬א ́ἶ Ἄ ѱѻ. ӰḲַ͢א⁄Ѥ В Ό⁄Ἄ DebugObject ░╥ 

 ˍ ʺ ỸἛӋѱѻ. 

 

DebugObject ╥ Ḵ Ѥ ntdll!NtQueryObject() ὡᵑ Ợ↔ ⁴ ᶛӧ ˍ ╥ ░╥ ♬Ṓᵑ .ὡ ▓ᾋѱѻ ╙‫  

NtQueryObject Ѥ 5 Ḉג ╥ˌ ᵑ Ḛῷө░ѱѻ. ͎ᵙ̆ ᶛӧˍ ╥פֿ ╙░ ╥ ͙─  ObjectHandle גḈ Ѥ NULL 

ᴛ ἒ♬Ӈ̆ ObjectInformationClass Ѥ ObjecetAllTypeInformation(3) ░ѱѻ: 

NTSTATUS NTAPI NtQueryObject( 

HANDLE ObjectHandle, 

OBJECT_INFORMATION_CLASS objectInformationClass, 

PVOID objectInformation,  

ULONG Length, 

PULONG ResultLength 

) 

 

API ʺ ᵙ  Ӊ ԅ OBJECT_ALL_INFORMATION ̯ⱳ  Ό⁄Ἄ NumberOfObjectsTypes ӥѤ ObjectTypeInformation Ḥ⁸╥ 

 ₡Ẅⱡ  ░╥ ˌὡᵑ ♇◑ ѱѻ. 

typedef struct _OBJECT_ALL_INFORMATION { 

ULONG NumberOfObjectsTypes; 

OBJECT_TYPE_INFORMATION objectTypeInformation[1]; 

 

ᴴ תּ ╪ ╘ ObjectTypeInformation Ḥ⁸╥ ̯ⱳ ᵑ  
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typedef struct _OBJECT_TYPE_INFORMATION { 

[00] UNICODE_STRING TypeName; 

[08] ULONG TotalNumberOfHandle s; 

[0c] ULONG TotalNumberOfObjects;  

... more fields ... 

} 

 

TypeName ӥѤ ┬ѱ ӥ ᾅ ᵠ ŗDebugObject" ᵑ ẋ̪  ԅ TotalNumberOfObject ֞Ѥ TotalNumberHandles ӥ╥ 

˃╪ 0 ╪ ῷѳּת ѱѻ. 

 

˷ḟḶ 

NtQueryInformationProcess() ˺ḹ̓ ┬Ợ ѱѻ. NtQueryObject() ὡᵑ ᵙ  Ѥ ̐ ⁄Ἄ Ẅᴆ╪ ╬ ᵑ ˢ‡ תὡ 

▓ᾋѱѻ. OBJECT_ALL_INFORMATION ̯ ⱳ ʺ ᵙ  Ӊ ԅ   ὡ ▓ᾋѱѻ. NumberOfObjectsTypes ӥʺ 0 ╖ᴛ 

ἒ♬ ⁴ Ṋ ˭ ObjectTypeInformation Ḥ⁸╙  ʺ ὡ♬ Ѥ ˦ ╙ ₉Ḣ  ὡ ▓ᾋѱѻ. 

NtQueryInformationProcess() ₮ ẋᾌ  ˺ Ḣḹ╘ ₤ᵙᾅ ᵞ ᵑ ᵣө‡ ╪ ˦╙  ὡҵ ▓ᾋѱѻ. 

 

ẋᾌ  ˦╖ᴛѤ Olly advanced ͎ױ╬╖ᴛ NtQueryObject() API ὡ⁄ ӥᵑ ︡‡К╙ ὡ ▓ѻ.  

ObjectAllTypeInformation ░╥ ᵙʺ Ḳ ⁄Ἄ ᵙ  Ӊ ԅ Ữ 0 ╪ Ӈҵᴜ  ὡ ▓ᾋѱѻ. 

 

2.9 Debugger Window 

 

ᾎᾅ ⁄Ἄ ӰḲ˞ʺ ᾒ ᴜ͙ תּ╬אַ ⁴ ╬ Ѥ ӰḲ˞ ┌ҵ↕ ʺ ▓ᾋѱѻ. ӰḲ˞ ┌ҵ↕Ѥ Ṋ  ╪ᵒ╙ 

Ợ↔ ѱѻ.(OLLYDBG for OllyDbg,WinDbgFrameClass for WinDbg) ╪ ӰḲ˞ ┌ҵ↕Ѥ user32!FindWindow() Ϯ  

user32!FindWindwEx() ὡᵑ Ợ↔ ⁴ ὺ˭ ╬  ὡ ▓ᾋѱѻ.  

 

₆♫ 

ῷ₉ ╥מⱠ ӥѤ FindWindow() ὡᵑ Ợ↔ ⁴ ₤ᵙӰḲ͎ Ϯ WinDbg ʺ ᾎᾅ ⁄Ἄ ┌ҵ↕ᵑ ᵣө‡ІѤּת ╬ ѱѻ. 

push NULL 

push .szWindowClassOllyDbg 
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call [FindWindowA]  

test eax,eax 

jnz .debugger_found  

 

push NULL 

push .szWindowClassWinDbg 

call [FindWindowA]  

test eax.eax 

jnz .debugger_found  

 

.szWindowClassOllyDbg db "OLLYDBG",0 

.szWindowClassWinDbg db "WinDbgFrameClass",0 

 

˷ḟḶ 

╪Ḣḹ╘ FindWindow()/FindWindowEx() ὡʺ ө‡ʾ ԅ Ẅᴆ תּʺ ╬ ᵑ ˢ‡ּׁשѱѻ. ᾒ ⁴ Ẅᴆ╪ ╬ ʺ 

ˢᵜ ԅ lpClassNmae ╥ ᾅ ᵠ גḈ ᵑ ṉ˿ Ḣḹ╘ ᵙ תּʺ ֞ .ѱѻשּׁ ˃╙ NULL ᴛ ἥ  .ѱѻשּׁ 

 

2.10 Debugger Process  

 

ᾎᾅ ⁄Ἄ ᾒ ╬ ӰḲ˞ᵑ ╬אַ Ѥ ֞ ѻᵐ Ḣḹ╘ ᾎᾅ ╥ ᶛӧ ᴛἝᾅַא⁄Ἄ ӰḲ˞( ₉ᵑө‡ OLLYDBG.EXE, 

windbg.exe, ͙ ӮӮ) ᴛἝᾅ╥ ╪ᵒ╙ Ѥ ˦ ░ѱѻ. Process32First/Next() ὡᵑ Ợ↔ ⁴ ӰḲ˞ʺ ᾒ  ԅ ▀אַ 

ᴛἝᾅ ╪ᵒ╙ ╬  .Ѥ Ḣḹ░ѱѻ ♪וֹ ⁴

 

ᶙᶙ  ө╘ ᴛἝᾅ╥ ᶉᶛᵙᵑ kernel32!ReadProcessMemory() ὡᵑ Ợ↔ ⁴ ӰḲ˞₮ ́̕ ▓Ѥ ᶷ▫⁸( ₉ᵑ ө‡ 

"OLLYDBG")╙ ╙ ԅ ᵙḲἌө╘ ᾒ  ᵑתᶉᾎּױ⁄ ⁄ӰḲ˞╥ ╪ᵒ╙ ḕτѱѻ. ӰḲ˞ʺ ḛ˸Ӈ‴╙ ԅ Ѥ ᶔ ╬אַ

↔ⱳ ̆↕־  ϥϿ˞Ϯ ӰḲ˞ᵑ ꜙᴮᾎ ѱѻ. 

 

˷ḟḶ 
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ẋᾌ  Ḣḹ╖ᴛ Ṩᶛ ᴛἝᾅᵑ ѱѻ. ╪ Ḣḹ╘ kernel32!Process32NextW() ὡ⁄Ἄ Ữ ᴛἝᾅᵑ ⁸˞ Ѥ 

˦╙ ᾒ ˭ ᶔ Ӌѱѻ. 

 

2.11 Device Drivers  

 

Ӱḕ╪ᾅ ӥג╪Ḳ⁄ ♪͐ Ѥ ˦╙ ᾎҵ Ѥ ᾎᾅ ⁄Ἄ Ἓ ӈ Вᶛӥ╥ ӰḲ˞ᵑ ῷ ϿѤ ̆♣♠╬ Ḣḹ░ѱѻ. ╪ 

͙ὥ╘ ῷל Ѿὣ ѱѻ. kernel32!CrateFile() ὡʺ Ṭפֿ₮ױ ԅ Вᶛӥ ӰḲ˞╬ SoftICE Ѥ ◄ ῼᴎֿב Ӱḕ╪ᾅ ╪ᵒө╙ 

Ợ↔ ѱѻ.  

 

₆♫ 

Ѿὣ  ӥ░ѱѻ: 

push NULL 

push 0 

push OPEN_EXITSTING 

push NULL 

push FILE_SHARE_READ 

push GENERIC_READ 

push .szDeviceNameNtice 

call [CreateFileA] 

cmp eax,INVALID_HANDLE_VALUE 

jne .debugger_found  

 

.szDeviceNameNtice db " \ \ .\ NTICE",0 

 

▀Ṩ Ḳ♣╥ SoftICE Ѥ Ӱḕ╪ᾅ ╪ᵒ⁄ Ὠ▫ᵑ ʺ ⁴ ᵑ ᾒ ˭ ᵣӬѱѻ. ᵙḲᾗ ᴀ⁄Ἄ Ṩᵎ ᾗ╙ ⁴ 

Ӱḕ╪ᾅ╥ ╪ᵒ╙ ῷ ϿѤ Ḣḹ╪ ”͙ Ӈ‴ᾋѱѻ. ֞  Ựᴛ⇔ ө╘ Ӱḕ╪ᾅ ӥג╪Ḳᵑ ῷ ϿѤ ͙ὥ╙ 

╪↔ ⁴ Regmon ╪Ϯ Filemon ˉ╘ ᾎᾅ ᶛѱ ᵠ ҵ ῷ Єѱѻ.  
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˷ḟḶ 

ʼѾ  ˺Ḣḹ╘ kernel32!CreateFileFileW() ὡ Ό⁄Ἄ Ẅᴆ╪ ╬ ᵑ ˢ╘ Ӛ, ᴛ͎ע╪ ᾒ Ӈ‡ Ẅᴆ╪ ╬ ʺ 

ˢᵙᶔ ▀╪ᵒ╥ גḈ ᵑ ḕψל˞Ϯ INVALID_HANDLE_VALUE (0xFFFFFFFF) ╖ᴛ ᵙ ˃╙ ⱳ▬ ѱѻ. 

 

2.12 OllyDbg:Guard Pages 

 

╪ ˤỢѤ ₤ᵙӰḲ͎ᵣ╙ Ѥ ͙ὥ░ѱѻ. ₤ᵙӰḲ͎Ѥ ᶉᶛᵙ⁄ on-access/write ᵑ ⁴ Ẅᴆ╪ ╬ ᵑ ˢ ὡ 

▓Ѥ ҥ ╪ Ἓ╙ ╪↔ ѱѻ. 

 

ӥ≢‡, ἵ ≢‡ Ẅᴆ╪  ╬  Ω⁄ ₤ᵙӰḲ͎Ѥ ᶉᶛᵙ⁄ on-access/write Ẅᴆ╪ ╬ ᵑ ˢ ὡ ▓ᾋѱѻ.  

ױ╪  ꜙᵆ╥ Ẅᴆ╪ Ѥ Guard page ᵑ  ὡ Ӌѱѻ. ʼѾ  ᵦ ᶔ Guard page Ѥ ╞↔ ᴛ͎ע╥ ‡Ѣ  ᶉᶛᵙ 

ṨṪ⁄ ♪͐  ԅ ╪׳ ˿ᴛᵑ ὡ ▓˭ϡ Ⱡ̑ ╙‫  .ѱѻשּׁ 

 

Guard page Ѥ PAGE_GUARD╥ page protection modifier ╙  ἒ♬Ӌѱѻ. ♪͐  ᶉᶛᵙלἵʺ Guard page  ἵל ╥

╪ᶔ STATUS_GUARD_PAGE_VIOLATION (0x80000001) ₉Ωᵑ ▀╖ ѱѻ. ͎ױϮ ₤ᵙӰḲ͎ᴛ ӰḲ͢ ⁴ Guard page ⁄ 

♪͐ ˭ Ӈᶔ ₉ΩѤ ḛỸ ױ╪ .Ώ˭ Ӌѱѻ תּ  ♪͐╘ ᶉᶛᵙ Ẅᴆ╪ ᴛ ᵙ ˭ Ӌѱѻ. 

 

₆♫ 

ῷ₉ ╥מⱠ ӥ ⁄ἌѤ ᶉᶛᵙᵑ ҉ ̆ ҉ӈ ᶉᶛᵙ⁄ ӥᵑ К‡Ἄ PAGE_GUARD ╥ ἶἛ╙ enable ᾎ  .ѱѻשּׁ

҉ӈ ᶉᶛᵙ⁄ page guard ʺ ᾒ Ӈ˭ Ӈᶔ eax ʺ 0 ╪ Ӈ̆ STATUS_GUARD_PAGE_VIOLATION╙ ▀╖ ѱѻ. 

₤ᵙӰḲ͎ᴛ ╪ ӥᵑ ӰḲ͢ ᶔ ᾎӈ ṨṪ╥ ₉Ω өױᵑ Ṭתּ₡ױ Ώ˭ Ӌѱѻ. 

; set up exception handler  

push .execption_handler 

push dword [fs:0]  

mov [fs:0], esp 

; allocate memor y 

push PAGE_READWRITE 

push MEM_COMMIT 
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push 0x1000 

push NULL 

call [VirtualAlloc]  

test eax,eax 

jz .failed 

mov [.pAllocatedMem],eax  

 

; store a RETN on the allocated memory  

mov byte [eax],0xc3  

 

; then set the PAGE_GUARD attribute of the allocated memory  

lea eax,[.dwOldProtect] 

push eax 

push PAGE_EXECUTE_READ | PAGE_GUARD 

push 0x1000 

push dword [.pAllocatedMem]  

call [VirtualProtect]  

; set marker (eax) as 0 

xor eax,eax 

; trigger a STATUS_GUARD_PAGE_VIOLATION exeception 

call [.pAllocatedMem]  

; check if marker had not been changed (exception handler not called)  

test eax,eax 

je .debugger_found  

::: 

 

.exception_handler 
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;EAX = CONTEXT record 

mov eax, [esp+0xc]  

;set marker (CONTEXT.EAX) to 0xffffffff 

; to signal that the exception handler was called  

mov dword [eax+0x b0],0xffffffff  

xor eax,eax 

retn 

 

˷ḟḶ 

ʺӥ ╪ּתө╪ ₉Ωᵑ ḛỸᾎ ḃᴛ ᵙḲἌө╘ ╥ҵ♠╖ᴛ ₉Ω өױᵑ Ṭױ₤ ὡ ▓ᾋѱѻ. ╪ ₉Ⱡַא ⁄Ἄ ᵙḲἌѤ 

RETN ᶘᴖ╙ INT 3 ᶘᴖ╖ᴛ ḕρ ὡ ▓ᾋѱѻ. INT3 ╖ᴛ ḕπӚ Shift + F9 ᵑ яױ ˆⱠᴛ ӰḲ˞⁄˭ ₉Ω өױᵑ 

Ṭױ₡ҵᴜ ѱѻ. ₉Ω өױʺ Ṭפֿ₮ױ ԅ EAX Ѥ ♬  ˃╖ᴛ ἒ♬Ӈ˭ Ӌѱѻ. ͎ᵙ̆ RETN ᶘᴖ╙ ᾒ ˭ 

Ӌѱѻ. 

 

ᵣ– ₉Ω өױʺ STATUS_GUARD_PAGE_VIOLATION⁄ ╪Ữ╪ ▓Ѥּת  ᴎ̆ ѻᶔ ᵙḲἌѤ ₉Ω өױ⁄ 

Ẅᴆ╪ ╬ ᵑ ˢ╘Ӛ⁄ ExceptionRecord╥ ♣ҀӇѤ גḈ ᵑ ὡ♬ ѱѻ. ̯ ♠╖ᴛ ᵦ ᶔ 

ExceptionRecord░ѱѻ. ὡҿ╖ᴛ Exception Code ᵑ STATUS_GUARD_PAGE_VIOLATION╖ᴛ ἒ♬ ᶔ Ӌѱѻ. 

 

3. THCHMIQUES : BREAKPOINT AND PATCHING DETECTION 

 

╪Ḵ ◑⁄ἌѤ ʺ ▫ל Ợ↔ Ѥ ἵ ≢‡ Ẅᴆ╪ ╬ , ӥ≢‡ Ẅᴆ╪ ╬ ₮  Ӱ Ἢ ҍ   

”͙ ˳ᾋѱѻ. 

 

3.1 Sofrware Breakpoint Detection 

 

ἵ ≢‡ Ẅᴆ╪ ╬ Ѥ Ẅᴆ╪ ╬ ᵑ ˢ╙ ̐⁄ 0xCC (INT3/Breakpoint Interrupt) ᴛ ἒ♬ Ѥ ˦ ░ѱѻ.  

Ѥ Ṓ ӈ ӥ₮ API ὡ Ό⁄Ἄ 0xCC ᴛ ӈ ḕ╪ ᵑ ῷϿ‡ ἵ ≢‡ Ẅᴆ╪ ╬ ᵑ ᾏṊ ѱѻ. 

 

₆♫ 

ῷמ₮ ˉ╘ ʼѾ  Ḣḹ╖ᴛ ѱѻ. 
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Cld 

mov edi,Protected_Code_Start 

mov ecx,Protected_Code_End - Protected_Code_Start 

mov al,0xcc 

repne scasb 

jz .breakporin_found  

 

‡Ԑ Ѥ ẋ̪ӇѤ ḕ╪ ᵑ –ʼ╥ ⁷ụ╙ ⁴ ♬ ˭ ͙ʺ ‡ᴓᾋѱѻ. 

if(byte XOR 0x55 == 0x99) then breakpoint found  

 

where: 0x99 == 0xCC XOR 0x55 

 

˷ḟḶ 

ἵ ≢‡ Ẅᴆ╪ ╬ ᵑ ╬  ὡ ▓ѻᶔ ᵙḲἌө╘ ͎ҍᾐ ӥ≢‡ Ẅᴆ╪ ╬ ᵑ Ợ↔  ὡ ▓ᾋѱѻ. API 

ӥ Ό⁄Ἄ Ẅᴆ╪ ╬ ʺ ⅝  ԅ ʺ API ӥ Ό⁄Ἄ Ẅᴆ╪ ╬ ᵑ Ѥ ˦╙ ᾎҵ ѻᶔ ᵙḲἌө╘ 

UNICODE Ḳ♣╥ API ὡᵑ ANSI Ḳ♣(₉: LoadLibraryExW ҍᾐ LoadLibraryA)╥ ὡ ֞Ѥ ▀ Ѥ Native API 

(ntdll!LdrLoadDll) ὡᴛ ҍᾐ Ṭױ ₤ ὡҵ ▓ᾋѱѻ.  

 

3.2 Hardware Breakpoint Detection 

 

֞ ѻᵐ ░╥ Ẅᴆ╪ ╬ Ѥ ӥ≢‡ Ẅᴆ╪ ╬ ░ѱѻ. ӥ≢‡ Ẅᴆ╪ ╬ Ѥ ӰḲ˞ ᴆּתᾅ өᴛ 

ἒ♬Ӌѱѻ. ╪ ᴆּתᾅ ө╥ ╪ᵒ╘ Dr0 Ṩ  Dr7 ᾋѱѻ. Dr0 - Dr3▓ תּͥ ⁄Ѥ 4 ˌ╥ Ẅᴆ╪ ╬  ̆ ἵᵑל 

▓ᾋѱѻ. Dr6 ╘ Ẅᴆ╪ ╬ ʺ ‡ӰἌ ┬ḛ Ӈ‴Ѥּתᵑ ҅̆ ▓ᾋѱѻ.. Dr7 ╘ 4 ˌ╥ ӥ≢‡ Ẅᴆ╪ ╬ ᵑ 

▄͙/ῠ͙/ַתּאᵑ enabling/disabling Ѥ ˦╙ ҅̆ ▓ᾋѱѻ.  

 

Ring3 ᶛӥ ⁄ἌѤ ӰḲ͎ ᴆּתᾅ ⁄ ♪͐  ὡ ′‡Ἄ ӥ≢‡ Ẅᴆ╪  ╬ ᵑ ╙ ὡ ′͙ ԅᶷ⁄ Ḉᵙ ӥᵑ 

ẋר ‒ Ӌѱѻ.. ͎מἌ Ѥ CONTEXT ̯ ⱳ ᵑ ʺּ̆ת ▓Ѥ ӰḲ͎ ᴆּתᾅ ╥ ˃╙ ╪↔ ѱѻ. CONTEXT ̯ ⱳ Ѥ 

₉Ω өױ⁄Ἄ ḛỸ  ContextRecord גḈ ⁄ ♪͐ ὡ ▓ᾋѱѻ. 
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₆♫ 

⁴͙╥ ₉ⱠѤ ӰḲ͎ ᴆּתᾅ ө̓ ֿפ╥ᵑ ѱѻ. 

; set up exception handler  

push .exception_handler 

push dword [fs:0]  

mov [fs:0], esp 

 

; eax will be 0xffffffff if hardware breakpoints are identified  

xor eax,eax 

 

; throw an exception  

mov dword[eax],0  

 

; restore exception handler 

pop dword [fs:0]  

add exp,4 

 

; test if EAX was updated (breakpoint identified)  

test eax,eax 

jnz .breakpoint_found  

 

::: 

 

.exception_handler 

;EAX = CONTEXT record 

mov eax,[esp+0xc] 
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;check if debug Registers Context. Dr0 -Dr3 is not zero  

cmp dword [eax+0x04],0 

jne .hardware_bp_found 

cmp dword [eax+0x08],0  

jne .hardware_bp_found 

cmp dword [eax+0x0c],0  

jne .hardware_bp_found 

cmp dword [eax+0x10],0  

jne .hardware_bp_found 

jmp .exception_ret  

 

.hardware_bp_found 

; set Context.EAX to signal breakpoint foun d 

mov dword [eax+0xb0],0xffffffff  

 

.exception_ret 

; set Context.EIP upon return  

add dword [eax+0xb8],6  

xor eax,eax 

retn 

 

‡Ԑ Ѥ ӰḲ͎ ᴆּתᾅ ө╥ ▀Ṩᵑ ṓ  ᴛ Ợ↔ ѱѻ. ╪׳ ᴆּתᾅ ө╘ ♬ ˃╖ᴛ ͙  ˞Ϯ 0 ╖ᴛ ˃ 

ᾅתἌ ӰḲ͎ ᴆּמ͎ .ѱѻשּׁ ╙ ʺ ὡ♬Ӈᶔ ṓ ʺ ᾒ ˭ Ӌѱѻ. ╪ ṓ  ӥʺ ӈ ᴛ͎ע╥ … Ѥ 

ӥ╥ ▀ṨṪ ▀ԅ ӥʺ ὡ♬Ӈ˭ Ӈᶔ ṓ ʺ ᾒ ˭ Ӈᶔ ┬ Ώ╘ ᶘᴖ╪ ḛỸӇ‡ ₉Ữ תּ  ᶣ  ꜙᴮʺ 

▀‡Ϸѱѻ. 

 

˷ḟḶ 
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ʺ ἵ ≢‡ Ẅᴆ╪ ╬ ᵑ ּת ΏѤѻᶔ ᵙḲἌө╘ ἵ ≢‡ Ẅᴆ╪ ╬ ᵑ Ợ↔  ὡ ▓ᾋѱѻ. 

₤ᵙӰḲ͎ᵑ Ợ↔ ⁴ ᶉᶛᵙ⁄ ♪͐/ῠ͙  ԅ Ẅᴆ╪ ╬ ᵑ ˢ ὡ ▓ᾋѱѻ. ᵙḲἌө╪ API Ẅᴆ╪ ╬ ╥ 

ἒ♬╪ ⅝  ԅ Native API ֞Ѥ UNICODE Ḳ♣╥ API ϿṨ⁄ ἵ ≢‡ Ẅᴆ╪ ╬ ᵑ ἒ♬ ҵ Ӌѱѻ. 

 

3.3 Patching Detection via Code Checksum Calculation 

 

 Ӱ Ἢ(Patching Detection)╘ ӥᵑ ὡ♬ ₄Ѥּת ᾏṊ  ὡ ▓ᾋѱѻ. ╥ ӥᵑ ὡ♬ ѻѤ ˦╘ Ό  

ӰḲ͢ᴴ ╪ ẋ Ἓ  ӈ ˦╙ ╥Ḉ ѱѻ. ͎ᵙ̆ ἵ ≢‡ Ẅᴆ╪ ╬ ᵑ ἒ♬ ₄Ѥּתҵ ᾏṊ  ὡ ▓ᾋѱѻ.  

Ӱ Ἢ╘ ӥᵑ ἕ ѱѻ. ἕ ́ụ╘ ʼѾ  ́ụ ̓ ṓ◌  ἕ/ ή ῼ̆ᵙּצ╙ ѱѻ. 

 

₆♫ 

ῷמѤ ẋ̪♠ ʼѾ  ἕ ́ụ ₉Ⱡ░ѱѻ. 

mov esi,Protected_Code_Start 

mov ecx,Protected_Code_End - Protected_Code_Start 

xor eax,eax 

.checksum_loop 

movzx ebx,byte [esi]  

add eax,ebx 

rol eax,1 

inc esi 

loop .checksum_loop  

 

cmp eax,dword [.dwCorrectChecksum] 

jne .patch_found  

 

˷ḟḶ 

ӥ ἕ ᴴ ⁄Ἄ ἵ ≢‡ Ẅᴆ╪ ╬ ᵑ ᾏṊ Іѻᶔ ӥ≢‡Ẅᴆ╪ ╬ ᴛ ҍ  ὡ ▓ᾋѱѻ.  
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ἕ⁄Ἄ ӥʺ  ӇѤ ˦╙ ᾏṊ  Іѻᶔ ᵙḲἌѤ  ӈ לἵᵑ ⁴ ᶉᶛᵙ ♪͐ Ẅᴆ╪ ╬ ᵑ ἒ♬ ⁴ 

ἕ ӥᴴ ╪ ▓Ѥ ̐╙ ╙ ὡ ▓ᾋѱѻ. ͎ᵙ̆ ӥ ἕ ᴴ ╙ ḛ˸ ѻᶔ ἕ˃ ̓  ˃╙ ὡ♬ ˞Ϯ 

ẋ̪ʺ ᾒ   ♠♥ ˿ᴛ ṉ͎מ   .ѱѻשּׁ

 

4. TECHNIQUES:ANTI-ANALYSIS 

 

anti-analysis ͙ὥ╘ ᵙḲἌө╪ ӈ ᴛ͎ע╪Ϯ Ṓ ӈ ӥᵑ ╪ ̆ ṪἍ Ѥ ἶҵᵑ Ѭ   .ѱѻשּׁ

  /  , ῠᴆ͙ ӥ, ӥṉ , Ό  Ӱ‡ἣẇᵙ ͙ὥө╙ ”͙ ѱѻ. ╪׳ ͙ὥ╥ ᶜ Ѥ ӥᵑ ӚἎ‡ ╬Ͽᾔ╙ 

ᾎ ˞Ϯ ᵙḲἌ╥ ᾎʼ╙ Ϻẋ ͙ ─  ░ѱѻ. ╪׳ ᶷⱠᵑ ˺ ᴎᶔ ᵙḲἌѤ ╬Ͽᾔ╪ ▓‡‒ ̆ ֟֟ ‒ 

ѱѻ. 

 

4.1 Encryption and Compression 

 

   ˞Ϯ   ╙ Ѥ ˦╘ ʺ◑ ͙ṕ♠╬ ┬ ╥ anti-analysis ░ѱѻ. ᵙḲἌʺ Ṓ ӈ ᾒ ᴛ͎ע╙ Ṭױ₮ 

Ӱᾅ‡ἣẇױᴛ Ό ˭ ṪἍ╙ ᾎ▬ ᴎ̆  ԅ ͙⁄ Ḣ‡ ѱѻ. ´ . Ѥ Ṓ  Ṓ ӈ ᴛ͎̓ע Ṓ  ӥ 

ӑѻ    ѱѻ.    ῼ̆ᵙּצ╘  Ό⁄Ἄ ᵤ╘ ṉ ᵑ ѱѻ. ῷל ʼѾ  XOR ḙṓ Ṩ  ᵰ↕ ṓ◌  ́ụҵ 

▓ᾋѱѻ. ѻ Ἓ Ѥ ṪἍ ╪ ╥ ♬  ♬Ṓᵑ ᾏṊ Ѥ ˦╙ ᵢ͙ ─ ⁴ ╙  ԅᵡѻ ṉ ᵑ לѤ Ḣᾏ╥ 

   ῼ̆ᵙּצ╙ Ợ↔ ѱѻ. 

 

ṓ  ᴴ ╘ Ϯ╥ ὡᵑ ́ụ ̆ ҥ╪  ⁷ụ╙ ♇◑ Ѥ ˦╙ ḙṓ ͙ ԅᶷ⁄ ὺ˭ ῼῷ Ṗ ὡ ▓ᾋѱѻ. 

ῷ₉ ╥מⱠѤ   ӈ DWORD ˃╙ ⁴ױḴ XOR⁷ụ Ѥ ʼѾ  ṓ  ᴴ ░ѱѻ. 

0040A07c LODS DWORD PTR DS:[ESI] 

0040A07d XOR EAX,EBX 

0040A07f SUB EAX,12338CC3 

0040A084 ROL EAX,10 

0040A087 XOR EAX,799F82D0 

0040A08C STOS DWORD PTR ES:[EDI] 

0040A08D INC EBX 

0040A08E LOOPD SHORT 0040A07c ;decryption loop 
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╪̐╘ ֞ ѻᵐ ѻ Ἓ ╥ ṓ  ᴴ  ₉Ⱡ░ѱѻ. 

00476056 MOV BH,BYTE PTR DS:[EAX]  

00476058 INC ESI 

00476059 ADD BH,0BD 

0047605C XOR BH,CL 

0047605E INC ESI 

0047605F DEC EDX 

00476060 MOV BYTE PTR DS:[EAX],BH  

00476062 CLC 

00476063 SHL EDI,CL 

::: More garbage code  

00476079 INC EDX 

0047607A DEC EDX 

0047607B DEC EAX 

0047607C JMP SHORT 0047607E 

0047607E DEC ECX 

0047607F JNZ 00476056 ;decryption loop  

 

͎ᵙ̆ ῷמѤ ˉ╘ ѻ Ἓ ╥ ֞ ѻᵐ ṓ  ᴴ ╙ ỸἛ ̆ ▓ᾋѱѻ. 

0040C045 MOV CH,BYTE PTR DS:[EDI]  

0040C047 ADD EDX,EBX 

0040C049 XOR CH,AL 

0040C04B XOR Ch,0D9 

0040C04E CLC 

0040C04F MOV BYTE PTR DS:[EDI],CH 

0040C051 XCHG AH,AH 

0040C053 BTR EDX,EDX 

0040C056 MOVSX EBX,CL 
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::: More garbage code  

0040C067 SAR EDX,CL 

0040C06C NOP 

0040C06D DEC EDI 

0040C06E DEC EAX 

0040C06F JMP SHORT 0040C071 

0040C071 JNZ 0040C045 ;decryption loop  

 

─╥ ӎ ₉Ⱡ⁄Ἄ ̴╘ ͒ῬѤ ṓ  ᶘᴖ⁄Ἄ ַא⅝  ṨṪ░ѱѻ. ͎ Ω╥ ṨṪ╘ ᵙḲἌᵑ הᾅᴁ˭ ᵣӥѤ ῠᴆ͙ 

ӥ░ѱѻ. ‡֒˭ ᴆּתᾅ ʺ ṉ ̆ ḕϔѤּת ͎ᵙ̆ ӎ ₉Ⱡ⁄Ἄ ṓ  Ḣḹ╪ ‡֒˭ ḕϔ‴Ѥּתҵ ◄ ủ  ṛ‒ 

ѱѻ. 

 

῾ .   ᶜ♠╘ ᾒל ╥ ӥ₮ ҥ╪ ө╥ ͙ᵑ ת╪Ѥ ˦░ѱѻ. ͎ױϮ ╪ ˺̓ᴛ ∟ṕ ᾒ ▀╥ ▄╙ ὡ ▓Ѥ 

ᶷ▫⁸өҵ   ӈ ҥ╪ ʺ Ӌѱѻ. ╪˦╘ ↕ᵙ ᵙḲἌө╙ ϱ ˭ ᵣӬѱѻ.  ө╪ Ợ↔ Ѥ    תּʺᶙ ╥בֿ⁪ 

₉ᵑ Ṓᶔ UPX Ѥ NRV(Not Really Vanished) ₮ LZMA(Lempei-Ziv-Markov chain -Algorithm) ╙ Ợ↔ ̆ FSG Ѥ aPlib, Upack 

ҵ LZMA, yoda's protector Ѥ LZO ᵑ Ợ↔ ѱѻ. ᶙᶙ   ↔ᶴᴮ╪̆ ẋỮ‰♠╖ᴛ Ợ ╘בֿ⁪   ὡ ▓ּתᵣ Ữ‰♠╖ᴛ 

Ợ↔ ᴎᶔ ʺ/Ӯᴜ ╪ ⅝ ѱѻ. 

 

˷ḟḶ 

ṓ ₮   ╙ Ѥ ˦╘ ῷל ὺ˭ ↕   ὡ ▓ᾋѱѻ. ᵙḲἌѤ Ѿּת ṓ ₮   ╙ Ѥ ˦╪ …Ⱡ ϥϮѤ ּתᵣ 

‡Ёѻᶔ ϥϳ ԅ Ẅᴆ╪ ╬ ᵑ ˢ‡לᶔ Ӌѱѻ. ‡Ԑ Ѥ ṓ ʺ ϥϱ Ӛ⁄ Ẅᴆ╪ ╬ ᵑ ˁּת Ѥ ӥᵑ 

К͙ҵ ѱѻ. 

 

4.2 Garbage Code And Code Permutation 

 

῝ᴃ͖ Ӣ. …  ᴴ ⁄ ῠᴆ͙ ӥᵑ КѤ ˦╘ ᵙḲἌᵑ הᾅᴁ˭ Ѥ ̓♠╬ Ḣḹ░ѱѻ. ṓ  ᴴ  ╪Ϯ 

Ό  ᵙḲᾗ ᴴ , ӰḲ˞  ͙ѫ╙ Ѥ ӥᵑ ὦ͙Ѥ ˦╪ ֿב  ᶜ♠░ѱѻ. ῠᴆ͙ ӥʺ ʺӇᶔ ╪ ᶷἌ⁄Ἄ 

Ϯ₡Ѥ ӰḲ˞/Ẅᴆ╪ ╬ /  ˤỢ ͙ὥө╙ ὦ˵Ἄ ῷᶴ˦ҵ ּת ΏѤ ˦ ᴀ Ṓ╪˞Ϯ ṓ◌  ᶘᴖ╖ᴛ Ṓ╪˭ 

ѱѻ. ˭ѻʺ ̓♠╬ ῠᴆ͙ ӥѤ ₤ḕᵐ ▀╙ Ѥ ӥ ᴀ Ṓ░ѱѻ. 
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₆♫ 

ῷ₉ ╥מⱠѤ ṓ  ᴴ ⁄ ῠᴆ͙ ӥᵑ К╘ ˦░ѱѻ. 

0044A21A JMP SHORT sample.0044A21F 

0044A21C XOR DWORD PTR SS:[EBP],6E4858D 

0044A223 INT 23 

0044A225 MOV ESI,DWORD PTR SS:[ESP] 

0044A228 MOV EBX,2C322FF0 

0044A22D LEA EAX,DWORD PTR SS:[EBP+6EE5B321] 

0044A233 LEA ECX DWORD PTR DS:[ESI+543D583E] 

0044A239 ADD EBP,742C0F15 

0044A23F ADD DWORD PTR DS:[ESI],3CB3AA25 

0044A245 XOR EDI,7DAC77E3 

0044A24B CMP EAX,ECX 

0044A24D MOV EAX,5ACAC514 

0044A252 JMP SHORT sample.0044A257 

0044A254 XOR DWORD PTR SS:[EBP],AAE4725 

0044A25B PUSH ES 

0044A25C ADD EBP,5BAC5C22 

0044A262 ADD ECX,3D71198C 

0044A268 SUB ESI,-4 

0044A26B ADC ECX,3795A210 

0044A271 DEC EDI 

0044A272 MOV EAX,2F57113F 

0044A277 PUSH ECX 

0044A278 POP ECX 

0044A279 LEA EAX,DWORD PTR SS:[EBP+3402713D] 

0044A27F DEC EDI 
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0044A280 XOR DWORD PTR DS:[ESI],33B568E3 

0044A286 LEA EBX,DWORD PTR DS:[EDI+57DEFEE2] 

0044A28C DEC EDI 

0044A28D SUB EBX,7ECDAE21 

0044A293 MOV EDI,185C5C6C 

0044A298 MOV EAX,4713E635 

0044A29D MOV EAX,4 

0044A2A2 ADD ESI,EAX 

0044A2A4 MOV ECX,1010272F 

0044A2A9 MOV ECX,7A49B614 

0044A2AE CMP EAX,ECX 

0044A2B0 NOT DWORD PTR DS:[ESI] 

 

₉Ⱡ⁄Ἄ ṓ ⁄ ̕ᴐӈ ᶘᴖ‡ : 

0044A225 MOV ESI,DWORD PTR SS:[ESP] 

0044A23F ADD DWORD PTR DS:[ESI],3CB3AA25 

0044A268 SUB ESI,-4 

0044A280 XOR DWORD PTR DS:[ESI],33B568E3 

0044A29D MOV EAX,4 

0044A2A2 ADD ESI,EAX 

0044A2B0 NOT DWORD PTR DS:[ESI] 

 

Ӣ Ṇ . ӥ ṉ ╘ ⸗җ ֿבṒӈ ө╪ Ợ↔ Ѥ ͙ὥ░ѱѻ. ӥ ṉ ╙ ⁴ ʼѾ  ᶘᴖ‡ᵑ ⸗җ ṓ◌  

ᶘᴖ‡өᴛ ṉ ᾎ ѱѻ. ʺ ᶘᴖ‡ᵑ ╪ ̆ ╪₮ ẋᾌ  Ựᴛ⇔ ᶘᴖ‡өᴛ ỸἛ╙ ѱѻ. 

 

ʼѾ  ӥ ṉ ╥ ₉░ѱѻ: 

mov eax,ebx 

test eax,eax 
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ῷמ╥ ᶘᴖ‡өᴛ ṉ ѱѻ: 

push ebx 

pop eax  

or eax,eax  

ῠᴆ͙ ӥ₮ ˉ╪ Ợ↔ Ѥ ӥṉ ╘ ᵙḲἌʺ Ṓ ӈ ӥᵑ ╪ Ѥ ἶҵᵑ Ѭ  .Ѥ ̓♠╬ ͙ὥ░ѱѻל

 

₆♫ 

₉ᵑ ө‡ ἒᶘ ˳ᾋѱѻ. ῷ₉ ╥מⱠ ӥѤ ӰḲ˞ ּת ᴴ ⁄ ӥṉ ̓ ῠᴆ͙ ӥᵑ К‴ᾋѱѻ. 

004018A3 MOV EBX,A104B3FA 

004018A8 MOV ECX,A104B412 

004018AD PUSH 004018C1 

004018B2 RETN 

004018B3 SHR EDX,5 

004018B6 ADD ESI,EDX 

004018B8 JMP SHORT 004018BA 

004018BA XOR EDX,EDX 

004018BC MOV EAX,DWORD PTR DS:[ESI] 

004018BE STC 

004018BF JB SHORT 004018DE 

004018C1 SUB ECX,EBX 

004018C3 MOV EDX,9A01AB1F 

004018C8 MOV ESI,DWORD PTR FS:[ECX] 

004018CB LEA ECX,DWORD PTR DS:[EDX+FFFF7FF7] 

004018D1 MOV EDX,600 

004018D6 TEST ECX,2B73 

004018DC JMP SHORT 004018B3 

004018DE MOV ESI,EAX 

004018E0 MOV EAX,A35ABDE4 
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004018E5 MOV ECX,FAD1203A 

004018EA MOV EBX,51AD5EF2 

004018EF DIV EBX 

004018F1 ADD BX,445A 

004018F6 ADD ESI,EAX 

004018F8 MOVZX E‒,BYTE PTR DS:[ESI] 

004018FB OR EDI,EDI 

004018FD JNZ SHORT 00401906  

 

╪ ₉ⱠѤ ʼѾ  ӰḲ˞ ּת ᴴ ╬ ˦╙ Ṓ⁴ּׁשѱѻ: 

00401081 MOV EAX,DWORD PTR FS:[18] 

00401087 MOV EAX,DWORD PTR DS:[EAX+30] 

0040108A MOVZX EAX,BYTE PTR DS:[EAX+2] 

0040108E TEST EAX,EAX 

00401090 JNZ SHORT 00401099 

 

˷ḟḶ 

ῠᴆ͙ ӥө̓ ӥ ṉ ╘ ╬Ͽᾔ╙ ᾎ ̆ ᵙḲἌ╥ ᾎʼ╙ Ϻẋ ѱѻ. ͎ױḃᴛ ╪׳ ͙ὥ ╪ ὦ͛ ַא⅝  ᶘᴖ‡ᵑ 

ῷѤ ˦╪ ַא⅝ ѱѻ(₉:Ѿּת ṓ ᵣ Ѥּת ʺ ͙  .(ӮӮ תּ╬

 

ױ╪  ὦ‡▓Ѥ ᶘᴖ‡ᵑ ᴆ╪ᾗ  ὡ ▓Ѥ Ḣḹ ַא ϮѤ ʺ ʺ◑ ▫ל Ợ↔ Ѥ API ὡ(₉: VirtualAlloc, 

VirtualProtect, LoadLibrary, GetProcAddress, ӮӮ)ө⁄ Ẅᴆ╪ ╬ ᵑ ˢ‡ ╪׳ API ө╙ ♠ ᶜ ᴛ ◌̆ ᴆ╪ᾗ 

ᶔ Ӌѱѻ. ᵣ– ͎̐⁄Ἄ ⁄ױ(ӰḲ˞ Ϯ Ẅᴆ╪ ╬ ḛỸ ʺ(תּ  ѻᶔ ͎ ӥᵑ ♠ ᶜ ᴛ ◌̆ ▫Ἕ ˭ 

ӥᵑ ṪἍ ѱѻ. ʺ♠╖ᴛ ᵙḲἌѤ ♪͐/ῠ͙ Ẅᴆ╪ ╬ ө╙ ἒ♬ ⁴ Ṓ ӈ ӥ╥ ⅝  ṨṪ╙ ὡ♬/♪͐ 

 .Ώᾋѱѻ תּꜜ ӥᵑ ṪἍ Ѥ ˠ ╥װҍ תּ‒

 

ᵡּתᵢ╖ᴛ, VMWare ⁄Ἄ ₤ᵙӰḲ͎ᵑ ᾒ ◑♇ ╙ᴛ ӰḲ͢ ἝἪ╖♠͙ל ⁴ ⁴‒ ѱѻ. ╪ױᶔ ᵙḲἌѤ ‡Ѣ  

♬ ♠ ṨṪ╥ Ữ ᴛ ҹῷ₤ ὡ ▓ᾋѱѻ. ⁄ױʺ Ϯҵ ♬ἝἪṨṪ╖ᴛ ҹῷ₮ ́ἶ ṪἍ  ὡ ▓ᾋѱѻ.  
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4.3 Anti-Disassembly 

 

ᵙḲἌᵑ הᾅᴁ˭ Ѥ ֞ ѻᵐ Ḣḹ╘ Ӱᾅ‡ἣẇᵙᵑ הᾅᴁ˭ ᴏ Ѥ˦░ѱѻ.  

Ό  Ӱᾅ‡ἣẇᵙѤ ♬♠╬ ṪἍ╙ ˞  ḕ╪Ўᵙ ӥ╥ ̓♬╙ ╪ ⁴ ṓ◌ ˭ ᵣӥѤ Ḣḹ░ѱѻ. ͎ᵙ̆ ῠᴆ͙ 

ӥ₮ ӥ ṉ ╙ ˉ╪ Ợ↔ ѻᶔ җ↨ ̓♠▀ ˦░ѱѻ. 

 

Ό  Ӱᾅ‡ἣẇᵙ͙ὥ╥ ʺּ₉ תᴛѤ ῠᴆ͙ ḕ╪ ᵑ К‡ӎ̆ Ṫ͙ᶷ⁄Ἄ Е‡₮ ῠᴆ͙ ḕ╪ ᵑ ᾒ ˭ Ӌѱѻ. 

∟ᵣ Ṫ͙ᶷ╘ Ữ FALSE ╪͙ ԅᶷ⁄ ₅תּ  ῠᴆ͙ ḕ╪ ө╘ ᾒ Ӈּת Ώᾋѱѻ. ͎ױϮ Ӱᾅ‡ἣẇױѤ ῠᴆ͙ 

ḕ╪  .ἵᵑ Ӱᾅ‡ἣẇᵠ╙ ⁴ ꜙ♠╖ᴛ ◄ᶣӈ Ӱᾅ‡ἣẇᵙ ᴏ╙ ˭ ӇѤ ᵚ░ѱѻל 

 

₆♫ 

╪ ₉ⱠѤ ʼѾ  PEB.BeingDebugged ͎מ  ⁄ Ό  Ӱᾅ‡ἣẇᵙ ӥᵑ ʺ  ˦ ░ѱѻ. ̴╘ ͒Ῥᴛ ӈ ṨṪ╘ 

ᶘᴖ‡╪̆ ͎ ΩѤ Ό ⅝ל  Ӱᾅ‡ἣẇᵙ ӥ░ѱѻ. ῠᴆ͙ ḕ╪ ╬ 0xFF ᵑ ʺ ⁴ Ṫ͙ᶷ⁄Ἄ ˞︢ ⱳˠ╖ᴛ 

♩  Ӛ ῠᴆ͙ ḕ╪ ө╙ Ӱᾅ‡ἣẇױʺ ᴆ╪ᾗ ѱѻ: 

;Anti-disassembly sequence #1 

push .jmp_real_01 

stc 

jnc .jmp_fake_01 

retn 

.jmp_fake_01: 

db 0xff  

.jmp_real_01: 

mov eax,dword [fs:0x18]  

 

;Anti-disassembly sequence #2 

push .jmp_real_02 

clc 

jc .jmp_fake_02 

retn 
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.jmp_fake_02: 

db 0xff  

.jmp_real_02 

;-------------------  

mov eax,dword [eax+0x30]  

movzx eax,byte [eax+0x02]  

test eax,eax 

jnz .debugger_found  

 

ῷמѤ WinDbg ╥ Ӱᾅ‡ἣẇᵙ ᴏ░ѱѻ: 

0040194a 6854194000 push 0x401954 

0040194f f9 stc  

00401950 7301 jnb image00400000+0x1953 (00401953)  

00401952 c3 ret  

00401953 ff64a118 jmp dword ptr [ecx+0x18]  

00401957 0000 add [eax],al  

00401959 006864 add [eax+0x64],ch  

0040195c 194000 sbb [eax],eax 

0040195f f8 clc  

00401960 7201 jb image00400000+0x1963 (00401963)  

00401962 c3 ret  

00401963 ff8b40300fb6 dec dword ptr [ebx+0xb60f3040]  

00401969 40 inc eax 

0040196a 0285c0750731 add al,[ebp+0x310775c0]  

 

͎ᵙ̆ ₤ᵙӰḲ͎ ╥ Ӱᾅ‡ἣẇᵙ ᴏ░ѱѻ: 

0040194A 68 54194000 PUSH 00401954 

0040194F F9 STC 
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00401950 73 01 JNB SHORT 00401953 

00401952 C3 RETN 

00401953 FF64A1 18 JMP DWORD PTR DS:[ECX+18] 

00401957 0000 ADD BYTE PTR DS:[EAX],AL 

00401959 0068 64 ADD BYTE PTR DS:[EAX+64],CH 

0040195C 1940 00 SBB DWORD PTR DS:[EAX],EAX 

0040195F F8 CLC 

00401960 72 01 JB SHORT 00401963 

00401962 C3 RETN 

00401963 FF8B 40300FB6 DEC DWORD PTR DS:[EBX+B60F3040] 

00401969 40 INC EAX 

0040196A 0285 C0750731 ADD AL,BYTE PTR SS:[EBP+310775C0] 

 

ᵡּתᵢ╖ᴛ IDAPro Ӱᾅ‡ἣẇᵙ╥ ᴏ░ѱѻ: 

0040194A push (offset loc_401953+1) 

0040194F stc 

00401950 jnb short loc_401953  

00401952 retn  

00401953 ; ------------------------------------------------------  

00401953 

00401953 loc_401953: ; CODE XREF: sub_401946+A  

00401953 ; DATA XREF: sub_401946+4 

00401953 jmp dword ptr [ecx+18h]  

00401953 sub_401946 endp 

00401953 

00401953 ; ------------------------------------------------------   

00401957 db 0  

00401958 db 0  
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00401959 db 0  

0040195A db 68h ; h  

0040195B db offset unk_401964  

0040195F db 0F8h ; Á 

00401960 db 72h ; r  

00401961 db 1  

00401962 db 0C3h ; +  

00401963 db 0FFh 

00401964 unk_401964 db 8Bh ; µ 

00401965 db 40h ; @  

00401966 db 30h ; 0  

00401967 db 0Fh 

00401968 db 0B6h ; |  

00401969 db 40h ; @  

0040196A db 2  

0040196B db 85h ; ¨ 

0040196C db 0C0h ; +  

0040196D db 75h ; u  

 

╪ Ἕʺּת Ӱᾅ‡ἣẇױ/ӰḲ˞ ʺ ‡֒˭ Ό  Ӱᾅ‡ἣẇᵙ ᵚ⁄ ẖⱨө‴Ѥּל תᶜ ‒ ѱѻ. ╪˦ө╘ ᵙḲἌʺ 

ӥᵑ ṪἍ Ѥҥ ᵰ↕ ̈́  ͎ תᾅᴁ˭  ὡ ▓ᾋѱѻ. ╪˦╘ Ѿּה ᾅᴁ˭ ѱѻ. ѻᵐ Ḣḹ╖ᴛҵ ᵙḲἌᵑה ̆

Ϯ ▀ Ỏ░ѱѻ. ʺ♠╖ᴛ Ό אַ  Ӱᾅ‡ἣẇᵙ ӥѤ ᵰ ᴛᴛ ӹ  ὡ ▓‡Ἄ ‡ἣẇᵙ ἵᾅѤ ᵰ↕ ͵ϣ ѱѻ. 

 

Ҷ▫ө╘ Eldad Eliam ╥ ᵍ  ᵙḲᾗ ╙ ̆ ͝ ḕחѱѻ. ╪ ⁄Ѥ Ό  Ӱᾅ‡ἣẇᵙ͙ὥ̓ ѻᵐ ᵙḲᾗלⱠ⁄ 

ҍ  ▫Ἕ ˭ Ϯ₮▓ᾋѱѻ.  

 

5. THCHNIQUES : DEBUGGER ATTACKS 
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╪Ḵ ◑⁄ἌѤ ʺ ӰḲ˞ᵑ ̑˶ Ѥ ͙ὥ╙ ⁸˞ ₄ᾋѱѻ. ᴛἝᾅᵑ ӰḲַ͢ג╪ אᶔ ˂▫͙ ♬ּת Ӈ̆ 

Ẅᴆ╪ ╬ ҵ Ⱡ Ӈ˭ Ӌѱѻ. ͎ᵙ̆ ╪˦⁄ anti-analysis ͙ὥ╙ ˉ╪ Ợ↔ ⁴ ὦ͙ᶔ җ ̓♠▀ ˦░ѱѻ. 

 

5.1 Misdirection and Stopping Execution via Exceptions 

 

Ѿὣ  ╥ ӥѤ ᵙḲἌ ө╪ ὺ˭ ӥ╥ ᶜ ᵑ ╪ ̆ ◑Ὸ ˭ Ӌѱѻ. ͎מἌ ‡Ԑ ө╘ ᶙᶙ ͙ὥ╙ 

Ợ↔ ⁴ Ѿὣ  ʺ Ӈּת Ώ˭ ⁴ ӥᵑ ṪἍ Ѥҥ ᾎʼ╙ Ϻẋ ˭ ѱѻ. 

 

▀ḙ♠╖ᴛ … ╙ Ѥ ̓♬⁄Ἄ ₉Ωᵑ ḛỸᾎ ╙ ԅ ᵙḲἌѤ EIP ʺ ‡Ӱᵑ ʺᵙ Ѥּת ╪ ⁴‒ ̆ ₉Ω өױ 

ᾒ ╪ ϥϱ ⁄ EIPʺ ֞ ‡Ӱᵑ ʺᵎ Ѥּתᵑ ῼῷ‒ ѱѻ. 

 

ʺ♠╖ᴛ, ₉ΩѤ ʺ ḙṓ♠╖ᴛ …  ӥ╥ ᾒ ╙ ᶃ ˭ Ѥ Ḣḹ ַא Ϯ░ѱѻ. ⃰Ј ᶔ ᴛἝᾅᵑ 

ӰḲ͢  ԅ ₉Ωʺ ḛỸ ᶔ ӰḲ˞Ѥ …  ӥᵑ ᾒ Ѥ ˦╙ ▀ᾎ♠╖ᴛ ᶃ ˭ Ӌѱѻ. 

 

Ѥ ▀ḙ♠╖ᴛ Structured Exception Handling(SEH)ᵑ Ợ↔ ⁴ ₉Ω өᵠ╙ ῠѤҥ Ựᴛ⇔ ө╘ Ḿ ᾏ 

₉Ω(Vectored Exceptions) ᵑ Ợ↔ ͙ ᾎ▬ ᾋѱѻ. 

 

₆♫ 

ῷ₉ ╥מⱠ ӥѤ ₡Ḳ ᴛ↕ ₉Ω(INTO ᵑ )ᵑ ḛỸ ᾎ  ԅ ᶙ ˌ╥ ᴴ ᵑ ҹῷ ₡Ḳ ᴛ↕ ͎מѤ ROL ᶘᴖ‡⁄ 

╥  ἒ♬ӈ  ₉Ωᵑ ḛỸᾎ ѱѻ. ͎ױϮ ₡Ḳ ᴛ↕ ₉ΩѤ ף(trap) ₉Ω ╪ḃᴛ EIP Ѥ JMP ᶘᴖ╙ ʺᵎ ѱѻ. 

ᵙḲἌʺ ₤ᵙӰḲ͎ᵑ Ợ↔ ⁴ ᴛἝᾅ⁄ ₉Ω(Shift + F7/F8/F9 ᵑ ⁴)ᵑ ᵙ בֿ Ώ̆ תּ ˭ Ӈᶔ ᵙḲἌѤ 

₅∟  ᴴ ᵑ ҹ ˦░ѱѻ. 

; set up exception handler  

push .exception_handler 

push dword [fs:0]  

mov [fs:0],esp 

 

; throw an exception  

mov ecx,1 
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.loop: 

rol ecx,1 

into  

jmp .loop  

 

; restore exception handler  

pop dword [fs:0]  

add esp,4 

::: 

 

.exception_handler 

;EAX = CONTEXT record 

mov eax,[esp+0xc] 

;set Context.EIP upon return  

add dword [eax+0xb8],2  

xor eax,eax 

retn 

 

Ѥ ▀ḙ♠╖ᴛ access violations(0xC0000005), breakpoint(0x80000003),single step(0x80000004) ₉Ωᵑ ▀╖ ὡ ▓ᾋѱѻ. 

 

˷ḟḶ 

ʺ ₉Ωᵑ Ợ↔ ⁴ Ѿּת ˺̓ᴛ ѻᵐ ṨṪ╥ ӥᾒ ╙ ͙ ─ Ἄ ▀ ԅ ₤ᵙӰḲ͎Ѥ ₉Ω өױ ᵙᵑ ▫ҿ╖ᴛ 

♬ὡ ▓ᾋѱѻ. ₪Ἢ⁄Ἄ -> Debugging Options -> Exceptions. ₉Ω өᵠ╙ ἒת  ὡ ▓Ѥ ῷמ₮ ˉ╘ ᶔ╙ Ṗ ὡ 

▓ᾋѱѻ. 
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ᵙḲἌѤ Ḗᾅᵑ ἐ ⁴Ἄ ₉Ω ᵙᵑ ת ὡ ▓ᾋѱѻ. 

 

⅝אַ ʺ  ᶘᴖ╙ ₉Ω өױ⁄Ἄ ᵙ  ԅ ᵙḲἌѤ ₉Ω өױ⁄ Ẅᴆ╪ ╬ ᵑ ˢ‡ לἵʺ ₤ᵙӰḲ͎⁄Ἄ 

Ṓ╪˭  ὡ ▓ᾋѱѻ. Ḣḹ╘ Shitf+F7/F8/F9 яױἌ ₉Ω өױᵑ ♣ ╬ Ӛ View -> SEH Chain⁄Ἄ ר  ὡ ▓ᾋѱѻ.  

 

5.2 Blocking Input 

 

Ѥ …  ᴴ ╪ ᾒ Ӊ ԅ user32!BlockInput() API ὡᵑ Ợ↔ ⁴ Ṓӥ₮ ᵡ↕ᾅ╥ ░ᴏ╙ ᵢῷἌ ᵙḲἌʺ 

ӰḲ˞ᵑ ⱳ♬ Ѥ ˦╙ Ḣ  ὡ ▓ᾋѱѻ. ῠᴆ͙ ӥ₮ Ό  Ӱᾅ‡ἣẇᵙ ͙ὥ╙ ⁴ ὦ‡Ἄ ᵙḲἌ⁄˭ ө  תּ

ΏѤѻᶔ ᵰ↕ ┬↔ ѱѻ. ᴛ͎ע╪ ᾒ Ӈ‴╙ ԅ ᾎᾅ ╪ ḙ╞╪ ′╖ᶔ ᵙḲἌѤ ԎϮ˭ Ӈ‡ … ⁄ ᾒ ˭ 

Ӌѱѻ. 

 

▀ḙ♠╬ ₉ⱠѤ ᵙḲἌʺ GetProcAddress() ⁄ Ẅᴆ╪ ╬ ᵑ ˢ‡ … ╙  ԅ ᶙ ˌ╥ ῠᴆ͙ ӥө╙ ּתϮʺ̆ 

Ѥ BlockInput() ὡᵑ Ṭױ₪ѱѻ.͎ ᵙ̆ GetProcAddress() ⁄ Ẅᴆ╪ ╬ ʺ ˢᵜ ԅ ᵙḲἌѤ ˂▫͙ ӰḲ͢ ╙ 

ⱳ♬  ὡ ′˭ Ӈ‡ ϱ  ѻʺ ꜙᴮ  ˦░ѱѻ. 

 

₆♫ 

BlockInput() ╘ boolean ╥ fBlockIt גḈ ᵑ Ḛᾋѱѻ. TRUE ╪ᶔ Ṓӥ₮ ᵡ↕ᾅѤ ♬ּתӇ̆ FALSE ╪ᶔ ♬ּתʺ 

ⱠӋѱѻ.  

; Block input  
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push TRUE 

call [BlockInput]  

 

; ...Unpacking code... 

 

; Unblock input  

push FALSE 

call [BlockInput]  

 

˷ḟḶ 

ѻ ҵ ʼѾ  Ḣḹ╖ᴛ BlockInput()ᵑ  ⁴ ᵙ  ᾎ  ὡ ▓ᾋѱѻ. ╪ ₤ᵙᾅ ᵞ Ѥ user32!BlockInput()╥ Ό⁄Ἄ 

ᵑ ּׁשѱѻ. 

gpa "BlockInput", "user32.dll"  

mov [$RESULT]. #c20400# //retn 4  

 

Olly Advanced ͎ױ╬ ⁄Ἄҵ BlockInput() ὡᵑ  Ѥ ₪Ἢ╪ ▓ᾋѱѻ.  

ʺ♠╖ᴛ CTRL+ALT+DELETE ŋ  яױ ὡҿ╖ᴛ ♬ּתᵑ Ⱡ ὡҵ ▓ᾋѱѻ. 

 

5.3 ThreadHideFromDebugger 

 

╪ ͙ὥ╘ thread's priority ᵑ ἒ♬ Ѥ ntdll!NtSetInformationThread() ὡᵑ Ợ↔ ѱѻ. ╪ API ὡѤ ӰḲ͢╙ Ḣּת  

ὡ ▓ᾋѱѻ.  

 

NtSetInformationThread() ╥ גḈ Ѥ ῷמ₮ ˉᾋѱѻ. ╪ ͙ὥ╘ ὡ ᴎᶔ TheadHideFromDebugger (0x11)╙ 

ThreadInformationClass ╥ גḈ ᵑ Ợ↔ ⁴ ṒϿ‒ ѱѻ. ThreadHandle ╘ ▀ḙ♠╖ᴛ (0xfffffffe) ╖ᴛ ἒ♬ ⁴ 

Ợ↔ ѱѻ: 

NTSTATUS NTAPI NtSetInformationThread( 

HANDLE ThreadHandle, 

THREAD_INFORMATION_CLASS ThreadInformationClass, 
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PVOID ThreadInformation,  

ULONG ThreadInformationLength  

); 

 

В̯ⱳ ╥ ETHREAD╥ HideThreadFromDebugger ӥѤ ThreadHideFromDebugger ⁄ ╥  ἒ♬ Ӊ ˦░ѱѻ.  

ἒ♬╪ ӈ  ϿṨ╥ В ὡ _DbgkpSendApiMessage() Ѥ ╪ḿ ᵑ ӰḲ˞⁄˭ ṒϿּת ᶣ ѱѻ. 

 

₆♫ 

NtSetInformationThread() ὡᵑ Ợ↔ Ѥ ♣ ♠╬ ₉Ⱡ: 

push 0 ;InformationLength  

push NULL ;ThreadInformation  

push ThreadHideFromDebugger ;0x11  

push 0xfffffffe ;GetCurrentThread() 

call [NtSetInformationThread]  

 

˷ḟḶ  

ntdll!NtSetInformaionThread() ὡ⁄ Ẅᴆ╪ ╬ ᵑ ˢ ὡ ▓ᾋѱѻ. ͎ᵙ̆ Ẅᴆ╪ ╬ ʺ ˢᵙᶔ ᵙḲἌѤ EIP ᵑ 

ⱳ▬ ⁴ API ʺ В⁄ ҵҀ Ѥ ˦╙ Ḣּת  ὡ ▓ᾋѱѻ. ollyscript ᵑ ⁴ ▫ҿ╖ᴛ  ὡҵ ▓ᾋѱѻ. ͎ᵙ̆ Olly 

Advanced ͎ױ╬ ⁄Ἄҵ ἐ ⁴   ὡ ▓ᾋѱѻ. ╪ API Ѥ ThreadInformationClass ╥ גḈ ʺ 

HideThreadFromDebugger ᴛ ἒ♬Ӈᶔ В ӥᵑ Ṭתּ₡ױ Ώ̆ Ѿὣ  ᵙ  .ѱѻשּׁ 

 

5.4 Disabling Breakpoints 

 

ӰḲ͢ ╙ ̑˶ Ѥ ֞ ѻᵐ Ḣḹ╘ Ẅᴆ╪ ╬ ᵑ Ợ↔ ᶣ תּ ˭ Ѥ ˦ ░ѱѻ. Ѥ CONTEXT ̯ ⱳ ᵑ ⁴ 

ӰḲ͎ ᴆּתᾅ ᵑ ὡ♬  ӥ≢‡ Ẅᴆ╪ ╬ ᵑ ּ͔תᾎ ѱѻ. 

 

₆♫ 

╪ ₉Ⱡ⁄Ἄ ₉Ω өױ╥ CONTEXT ᴆ ӥᵑ ♣Ҁ Ѥ ˦╙  ӰḲ͎ ᴆּתᾅ ᵑ ẋ−ѱѻ: 

; set up exception handler  
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push .exception_handler 

push dword [fs:0]  

mov [fs:0],esp 

 

; throw an exception  

xor eax,eax 

mov dword [eax],0  

 

; restore exception handler  

pop dword [fs:0]  

add esp,4 

::: 

 

.exception_handler 

;EAX = CONTEXT record 

mov eax,[esp+0xc] 

 

;Clear Debug Registers: Context .Dr0-Dr3,Dr6,Dr7 

mov dword [eax+0x04].0  

mov dword [eax+0x08].0  

mov dword [eax+0x0c].0  

mov dword [eax+0x10].0  

mov dword [eax+0x14].0  

mov dword [eax+0x18].0  

 

;set Context.EIP upon return  

add dword [eax+0xb8],6  
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xor eax,eax 

retn 

 

ἵ ≢‡ Ẅᴆ╪ ╬ ⁄ ҍ ⁴ Ѥ ֹו♪ INT3(0xCC)ŋ  ˤự  ὡ ▓̆ ▐╥╥ ӥᴛ ḕρ ὡ ▓ᾋѱѻ. ͎ױᶔ 

Ẅᴆ╪ ╬ Ѥ ⱠӋѱѻ. 

 

˷ḟḶ 

♬  ӥ≢‡ Ẅᴆ╪ ╬ ʺ ˤ  ӈ ˿↕⁄Ѥ ἵ ≢‡ Ẅᴆ╪ ╬ ᴛ ҍ  ὡ ▓ᾋѱѻ. ᵣ– ӎ ʺּת ᶛӎ 

ˤ  ӈѻᶔ ₤ᵙӰḲ͎ ╥ on-memory a ccess/write Ẅᴆ╪ ╬ ᵑ Ợ↔  ὡ ▓ᾋѱѻ.  

 

5.5 Unhandled Exception Filter 

 

MSDN ⁄ἌѤ Ϯ╥ ₉Ωᴛ unhandled exception filter(kernel32!UnhandledExceptionFilter) ⁄ ҵҀ ̆ ᴛ͎ע╪ ӰḲ͢╪ 

Ӈּת Ώ ╙ ԅ unhandled exception filter Ѥ top level exception filter ╙ Ṭױ₮Ἄ Kernel32!SetUnhandledExceptionFilter() 

ὡ Ό╥ גḈ ᵑ ּת♬ ѻ̆ Ϯ₮▓ᾋѱѻ.. Ѥ ╪♩╙ ╪↔ ⁴ exception filter ᵑ ἒ♬  Ӛ ₉Ωᵑ ḛỸᾎ  ᵣ– 

ӰḲַ͢ג╪ אᶔ ╪ ₉Ωᵑ ӰḲ˞ʺ Ḛ˭ Ӌѱѻ. ӰḲַ͢א╪ ῷѱגᶔ exception filter ᴛ ♣Ἶ Ӈ‡ ́ἶ ᾒ ˭ Ӌѱѻ.  

 

₆♫ 

ῷ₉ ╥מⱠѤ SetUnhandledExceptionFilter()╙ ╪↔ ⁴ top level exception filter ᵑ ἒ♬ ̆ access violation ╙ 

ḛỸᾎ ѱѻ. ᴛἝᾅʺ ӰḲ͢ ַג╪אᶔ ӰḲ˞Ѥ ӎ ˌ╥ ₉Ω ᶉᾎּתᵑ Ḛ˭ Ӈ̆ ӰḲַ͢א╪ ῷѱגᶔ exception filter 

Ѥ CONTEXT.EIP ᴛ ἒ♬Ӈ‡ ́ἶ ᾒ Ӌѱѻ. 

;set the exception filter  

push .exception_filter  

call [SetUnhandledExceptionFilter]  

mov [.original_filter],eax  

;throw an exception  

xor eax,eax 

mov dword [eax],0  
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;restore exception filter  

push dword [.original_filter]  

call [SetUnhandledExceptionFilter]  

 

::: 

.exception_filter: 

;EAX = ExceptionInfo.ContextRecord 

mov eax,[esp+4]  

mov eax,[eax+4] 

 

;set return EIP upon return  

add dword [eax+0xb8],6  

 

;return EXCEPTION_CONTINUE_EXECUTION 

mov eax,0xffffffff  

retn 

 

‡Ԑ Ѥ SetUnhandledExceptionFilter() ὡᵑ Ợ↔ Ѥ ҍᾐ kernel32!_BasepCurrentTopLevelFilter ↔Ợ ♪וֹ ╙ ⁴ 

exception filter ᵑ ἒ♬ ѱѻ. ᵙḲἌʺ ╪ API Ẅᴆ╪  ╬ ᵑ ˞Ѥ ˦╙ Ḣּת ѱѻ. 

 

˷ḟḶ 

Ḉᴠ˭ҵ kernel32!UnhandledExceptionFilter() ὡ╥ ӥ Ό⁄Ἄ ntdll!NtQueryInformationProcess (ProcessDebugPort) ᵑ 

Ợ↔ ⁴ ӰḲ͢ ַתּ╬א Ѿ ѱѻ. ⁴͙ᴛṨ  Ӯᴜӈ exception filter ᵑ Ṭתּ╬ ˦ ₤ױ ῷѳּת ˺♬ ѱѻ. ͎ױḃᴛ 

DebugPort ӰḲ˞ ˤỢ ͙ὥ̓ ˉ╘ Ḣḹ╖ᴛ ˺ ᶔ Ӌѱѻ. 

 

5.6 OllyDbg:OutputDebugStrion() Format String Bug 

 

╪ ӰḲ˞ ̑˶ ╘ ₤ᵙӰḲ͎ ⁄Ἄᵣ ʺѫ ѱѻ. ₤ᵙӰḲ͎ Ѥ ῷᾎѻᾎ  ᵶ ᾅ ᵠ Ḳ͎╥ –♩╙ ʺּ̆ת ▓ᾋѱѻ. 

╪ Ḳ͎Ѥ kernel32!OutputDebugString() ὡ⁄ ẋ♬Ữ♠╬ ᶷ▫⁸ גḈ ᵑ ל˭Ӈᶔ ▀‡Ϸѱѻ. ╪ Ḳ͎Ѥ 
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₤ᵙӰḲ͎(1.10)⁄Ἄ ῷֹוҵ Ⱶ◓ ̆ ▓╖ᶒ Ӈּת Ώ ᾋѱѻ. 

 

₆♫ 

╪ ʼѾ  ₉ⱠѤ ₤ᵙӰḲ͎ʺ access violation ֞Ѥ ₉͙  ᶣ  ꜙᴮᵑ ▀╖  ˦░ѱѻ. 

Push .szFormatSting 

call [OutputDebugSringA]  

::: 

.szFormatString db "%s%s",0 

 

˷ḟḶ 

kerne32!OutputDebugStringA() ╥ ⁪ ᵙᵑ  ָאἌ ֹו♪♠╖ᴛ ᵙ  ⁴ ˺  ὡ ▓ᾋѱѻ. 

 

6.TECHNIQUES:ADVANCED AND OTHER TECHNIQUES 

 

╪Ḵ ◑ ⁄ἌѤ  ⁄Ἄ╥ ◑⁄ ἶ ΏѤ ͙ὥө̓ җ ͕͙̆ὥө⁄ ҍ תּ Ἄ ⁸˞ ₄ᾋѱѻ. 

 

6.1 Process Injection 

 

ᴛἝᾅ ╬◔Ἢ╘ ╪Ḉ ᶙᶙ ө╥ ︣╪ Ӈ‴ᾋѱѻ. ╪ ︣̓ җṬ‡ ╙ Ѥ ӥѤ ♬  ᾅ ᴛἝᾅ(₉: 

▫͙ ▫ᾐ, explorer.exe, iexplorer.exe, ͙ ӮӮ)ᵑ ἐ  Ӛ ᾅ  ᴛἝᾅ Ό⁄ … ӈ ᴛ͎ע╙ Кᾋѱѻ. 

 

 

ῷמѤ ᴛἝᾅ ╬ⱡἪ╙ ּת∟ Ѥ ╥ ᾅ ᵛἅ ░ѱѻ. 
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ῸἛ ӥѤ ╥ ╪ױ  ︣╙ ╪↔ ⁴ ᶙᶙ Ḣ Ṉ╙ ↕ Ѥҥ Ợ↔ ѱѻ ╪׳ Ḣ Ṉ╘ ᴛἝᾅ Ό⁄ Ἄ Л √  

⁷˺╥ ╞↔ ᴛ͎ע ᵙᾅ ᵑ ↔  ὡ ▓ᾋѱѻ.  

 

ʺ Ợ↔ Ѥ ᴛἝᾅ ╬ⱡἪ╙ Ѥ Ḣḹө╘ ѻ╛̓ ˉᾋѱѻ. 

1. kernel32!CreateProcess() ⁄ CREATE_SUSPENDED╥ ᴛἝᾅ ỸἛ ͎מᵑ Е˵ל‡Ἄ ᾅ  ᴛἝᾅѤ ▫ᾏ 

ᴛἝᾅᵑ ᵣӥѤ ˦╙ ּ⁷תᾎ ѱѻ. ╪ԅ Ϯ╥ ͙ ӈ ῠמӥʺ ᵣө‡ּ̆ת ᶃ ˭ Ӌѱѻ. DLL ө╘ ⁴♣  ᴛҗ 

ᴴ (ntdll!LrdInitializeThunk) ╪ Ṭתּ₡ױ ΏῷἌ ᴛӥ Ӈ‡▓ּת Ώᾋѱѻ. ╪ Ữ ⁄Ἄ ῠמӥѤ PEB לἵ╥ ♬Ṓ₮ ᾅ  

ᴛἝᾅ╥ ⁪ ᵙ ╬ ᵑ ᴆּתᾅ  ˃⁄ ἒ♬ ѱѻ. 

 

2. kernel32!GetThreadContext() ὡᵑ Ợ↔ ⁴ ▫ᾏ ᴛἝᾅ╥ ͙  ῠמӥᵑ ʺⱨ₪ѱѻ. 

 

3. CONTEXT.EBXŋ  ⁴ PEBלἵ₮ ▫ᾏ ᴛἝᾅᵑ ʺⱨ₪ѱѻ. 

 

4. PEB.ImageBase(PEB+0x8)ŋ  ▄‡Ἄ ▫ᾏ ᴛἝᾅ╥ ╪Ḉּת ḽ╪ᾅᵑ ʺⱨ₪ѱѻ. 

 

5. ▫ᾏ ᴛἝᾅ Ό╥ ∟מ╥ ᾅ  ╪Ḉּתʺ ntdll!NtUnmapViewOfSection() ὡᵑ Ợ↔ ⁴ unmap  ԅ BaseAddress 

Ḉג Ѥ ʺⱨ₣ ╪Ḉּת ḽ╪ᾅᵑ ʺᵙ ѱѻ. 

 

6. ╙ Ѥ ӥʺ kernel32!VirtualAllocEx() ὡᵑ Ợ↔ ⁴ ▫ᾏ ᴛἝᾅ Ό⁄ ᶉᶛᵙᵑ ҉  ԅ dwSize גḈ Ѥ 

… ӈ ᴛ͎ע╥ ╪Ḉּת Ợ╪ּנ₮ ˉᾋѱѻ. 

 

7. kernel32!WriteProcessMemory() ὡᵑ Ợ↔ ⁴ … ӈ ᴛ͎ע╥ PE җ₮ ἠἪ⁄ ▫ᾏ ᴛἝᾅʺ ᾬ Кᾋѱѻ. 
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8. PEB.ImageBase ╥ ▫ᾏ ᴛἝᾅʺ ‰ҥ╪ Ӊ ԅ … ӈ ᴛ͎ע╥ ╪Ḉּת ḽ╪ᾅך ▀ ѱѻ. 

 

9. kernel32!SetThreadContext()╙ ⁴ ▫ᾏ ᴛἝᾅ╥ ͙  ῠᴆӥᵑ ‰ҥ╪ CONTEXT.EAXŋ ╥אַ ╪ ⁴  ╙ 

╥ ⁪ ᵙ ╬ ᴛ ἒ♬ ѱѻ. 

 

10. kernel32!ResumeThread()ŋ  ⁴ ▫ᾏ ᴛἝᾅ╥ ᾒ ╙ ◓ˌ ѱѻ. 

 

▫ᾏ ᴛἝᾅʺ ỸἛӉ ԅ ⁪ ᵙ ╬ ᵑ ӰḲ͢ ͙ ─  ᵙḲἌѤ WriteProcessMemory() ὡ⁄ Ẅᴆ╪ ╬ ᵑ ˢ 

ὡ ▓ᾋѱѻ. ͎ᵙ̆ ⁪ ᵙ ╬ ᵑ ҅̆ ▓Ѥ ἠἪ⁄Ἄ ▫ᾏ ᴛἝᾅʺ ῠ͙ᵑ ᴎ̆  ԅ ⁪ ᵙ ╬  ╥ ӥѤ 

(ŗ▫͙▫ᾐ╖ᴛ ♩ Ř) (0xEB 0xFE)ᶘᴖ‡ᴛ  Ӌѱѻ. ᶉ╬ ῠᴆӥ╥ ▫ᾏ ᴛἝᾅʺ ◓ˌӉ ԅ ▫ᾏ ᴛἝᾅѤ ⁪ ᵙ 

╬ A⁄Ἄ ϥ′Ѥ ḙṓ ̯ʼ╖ᴛ ө‡˂ѱѻ. ᶘᴖ‡ᵑ ὡ♬ ⁴ ṓ̯ ˭ Ӈᶔ ́ἶ Ἄ ӰḲ͢╙  ὡ ▓ᾋѱѻ. 

 

6.2 Debugger Blocker 

 

Armadillo Ѥ Debugger Blocker ᵑ Ṭױ₡Ѥҥ ╪˦⁄ ҍ  ἵˌ ˳ᾋѱѻ. ╪˦╘ ᵙḲἌʺ Ṓ ӈ ᴛἝᾅᵑ ‡  

Ѥ ˦╙ ᵢῷּׁשѱѻ. ╪ Ṓ Ѥ ┌ҵ↕ּנʺ Ⱡ̑ Ѥ ӰḲ͢ ὡᵑ Ợ↔ ⁴ ὡ ѱѻ. 

 

♬  ᵦ ᶔ ╙ Ѥ ӥѤ Ϯ╥ ӰḲ˞(Ṩᶛ ᴛἝᾅ) ⁵ ╙ ̆ ╪˦╙  … ӈ ᴛ͎ע╙ ҅̆ ▓Ѥ 

˦╙ ▫ᾏ ᴛἝᾅᵑ ỸἛ ⁴ ӰḲ͎/ ᴞ╙ ѱѻ.  

 

 

Ṓ Ḛ̆ ▓Ѥ ᴛἝᾅѤ ╪Ḉ ӰḲַ͢א╪͙ ԅᶷ⁄ kernel32!DebugActiveProcess()ŋ   ӰḲ˞ᴛ ‡  ᴎ̆ ᶔ 

ᾒ ˦░ѱѻ. ╪Ḉ native API ╬ ntdll!NtDebugActiveProcess() ʺ STATUS_PORT_ALREADY_SET╙ ᵙ  ͙ ԅᶷ░ѱѻ. 

NtDebugActiveProcess() ʺ ᾒ  ∟╬╘ В ̯ⱳ ╬ EPROCESS ╥ DebugPort ӥʺ ╪Ḉ ἒ♬Ӈ▓͙ ԅᶷ░ѱѻ. 
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Ṓ Ḛ̆ ▓Ѥ ᴛἝᾅᵑ ӰḲ͢ ͙ ─ Ἄ ᶙᶙ╥ ᵙḲᾗ ᴀ⁄Ἄ ḛ  ˺Ḣḹ╘ Ṩᶛ ᴛἝᾅ╥ ᾅ Ό⁄Ἄ 

Kernel32!DebugActiveProcessStop()╙ ╪↔ Ѥ ˦░ѱѻ.  

‡   ӰḲ˞╥ Ṩᶛ ᴛἝᾅ⁄Ἄ kernel32!WaitForDebugEvent() ϿṨ⁄ Ẅᴆ╪ ╬ ᵑ ˢ╘ Ӛ ᾒ ⁴ 

Ẅᴆ╪ ╬ ʺ ˢᵜ ԅ DebugActiveProcessStop(ChildProcessPID)ŋ  ṬױϿѤ ӥᵑ К‡Ἄ ᾒ ᶔ ӰḲ˞Ѥ Ṓ Ḛ̆ 

▓Ѥ ᴛἝᾅᵑ ‡   ὡ ▓ᾋѱѻ.  

 

6.3 TLS Callbacks 

 

֞ ѻᵐ ͙ὥ╘ ʺ ᾒⱠ ⁪ ᵙ ╬ ᵑ ᾒ  ͙♣⁄ ӥᵑ ᾒ  Ѥ ˦ ░ѱѻ. ╪˦╘ Thread Local Storage(TLS) 

ḥ ὡᵑ Ợ↔ ⁴ ╪ᴴ‡ ︡ѱѻ. ʺ ӰḲ˞  Ϯ ṓ  ᴴ ╙ ḥ ὡ Ό⁄ КѤ ѻᶔ ᵙḲἌѤ ╪ 

ᴴ ө╙ ᴆ╪ᾗ  ὡ ′╙ ˦ ░ѱѻ. 

 

TLS ḥ╘ pedump ₮ ˉ╘ PE ▀ ṪἍ ᴛ ᾏṊ  ὡ ▒ᾋѱѻ. ᾒ ▀ Ό⁄ TLS Ӱᴇ ᵙʺ Ⱶ◓ ѻᶔ Data 

Ӱᴇ ᵙ Ό⁄Ἄ Ṗ ὡ ▓ᾋѱѻ. 

Data Directory  

EXPORT rva: 00000000 size: 00000000 

IMPORT rva: 00061000 size: 000000E0 

::: 

TLS rva: 000610E0 size: 00000018  

::: 

IAT rva: 00000000 size: 00000000 

DELAY_IMPORT rva: 00000000 size: 00000000 

COM_DESCRPTR rva: 00000000 size: 00000000 

unused rva: 00000000 size: 00000000 

 

TLS Ӱᴇ ᵙ╥ ᾒⱠ Ͽ↔ө╙ Ṓ⁴ּׁשѱѻ. AddressOfCallBacks ӥ ╬ ө╘ null ᴛ ꜙᴮӇѤ ˦ ̓ ḥ ὡө╥ 

Ḥ⁸╙ ʺᵙ ѱѻ: 

TLS directory: 

StartAddressOfRawData: 00000000 

EndAddressOfRawData: 00000000 
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AddressOfIndex: 004610F8 

AddressOfCallBacks: 004610FC  

SizeOfZeroFill: 00000000 

Characteristics: 00000000 

 

╪ ₉Ⱡ⁄Ἄ RVA 0x4610fcѤ ḥ ὡ ╬ ᵑ ʺᵙ ѱѻ.(0x490f43 , 0x44654e): 

 

 

͙ṕ♠╖ᴛ, ₤ᵙӰḲ͎ᴛ ₉Ⱡᵑ Ṭױ₣ѻᶔ ⁪ ᵙ ╬ ⁄Ἄ ᶃ  ˦ ░ѱѻ. ᾒⱠ ⁪ ᵙ ╬ ⁄ ҵ  ͙♣⁄ TLS 

ḥ ὡө╘ ╪Ḉ ᾒ ╪ Ӌѱѻ. ₤ᵙӰḲ͎⁄Ἄ TLS ḥ╙ Ṭאַ ⁄♣͙₡ ױѾӈ ᾒⱠ loader ⁄Ἄ ♬ּת ҵᴜ 

ἒ♬ ⁴‒ ѱѻ. 

 

Option -> Debugging Option -> Events -> Make  First pause at -> System breakpoint.  

ױ╪  ἒ♬╙ ⁴ ntdll.dll Ό⁄Ἄ ַאѾӈ ᾒⱠ loader ӥ⁄Ἄ ᶃ ѱѻ. 

 

 

╪ᴅ˭ ἒ♬  ⁄ ₤ᵙӰḲ͎Ѥ TLS ḥ╥ ntdll!_LdrpRunInitializeRoutines() ♣╥ ntdll!_LdrpInitializeProcess() ᴛ ᾒ ӈ 

▫ᵙ⁄Ἄ ַאѾӋѱѻ. ╪ԅ ḥ ὡ ⁄ Ẅᴆ╪ ╬ ᵑ ˢ‡ ᴆ╪ᾗ  ὡ ▓ᾋѱѻ. 

 

PE ▀ ᵶ╥ җ ᵤ╘ ♬Ṓ ₮ pedump ╥ ᾒ ▀/ἵᾅ Ѥ ῷמ╥ ᵠ ⁄Ἄ ̯ ᾒ ὡ ▓ᾋѱѻ: 

An In-Depth Look into the Win32 Portable Executable File Format by Matt Pietrek  

http://msdn.microsoft.com/msdnmag/issues/02/02/PE/d efault.aspx 

An In-Depth Look into the Win32 Portable Executable File Format,Part 2 by Matt Pietrek  

http://msdn.microsoft.com/msdnmag/issues/02/02/PE/default.aspx
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http://msdn.microsoft.com/msdnmag/issues/02/03/PE2/  

 

ᾐḲⱩ╥ PE ▀ ᵶ ╘ ῷ:ὡ ▓ᾋѱѻ ╙‫  ╙˺⁷ מ  

microsoft Portable Executable and Common Object File Format Specification  

http://www.microsoft.com/whdc/system/platform/firmware/PECOFF.mspx  

 

6.4 Stolen Bytes 

 

Stolen Bytes Ѥ ʺ ╪ҿᾎ  Ṓ ӈ ᴛ͎ע╥ ӥ╥ ▀ṨṪ(Ṓ ╘ ⁪ ᵙ ╬ ╥ ᶙ ˌ╥ ᶘᴖ‡)░ѱѻ. ╪ 

ṨṪ╥ ᶘᴖ‡Ѥ ╪ҿӈ ̐ ╪Ϯ ҉ Ḛ╘ ᶉᶛᵙ ̑ʼ⁄Ἄ ᾒ Ӌѱѻ. Ṓ ӈ ᴛἝᾅ╥ ᶉᶛᵙʺ ҟ  Ӈ‴╙ ԅ Stolen 

Bytes ᵑ ṓ̯ ּת ᶣ ѻᶔ ҟ ӈ ᾒ ▀╘ ▬ҿ  .Ώᾋѱѻ תּ

 

⁴͙ ╪ ₉ⱠѤ ᾒ Ӊ ὡ ▓Ѥ ▀╥ ₡ᵙּתϳ ⁪ ᵙ ╬ (OEP)░ѱѻ: 

004011CB MOV EAX,DWORD PTR FS:[0] 

004011D1 PUSH EBP 

004011D2 MOV EBP,ESP 

004011D4 PUSH -1 

004011D6 PUSH 0047401C 

004011DB PUSH 0040109A 

004011E0 PUSH EAX 

004011E1 MOV EWORD PTR FS:[0],ESX 

004011E8 SUB ESP,10 

004011EB PUSH EBX 

004011EC PUSH ESI 

004011ED PUSH EDI 

 

͎ᵙ̆ ῷמѤ Enigma Protector ᴛ ⁴  ṨṪ╥ ӎ ˌ╥ ᶘᴖ‡ᵑ Ё ҿ▀  ӥ░ѱѻ: 

004011CB POP EBX 

004011CC CMP EBX,EBX 

http://msdn.microsoft.com/msdnmag/issues/02/03/PE2/
http://www.microsoft.com/whdc/system/platform/firmware/PECOFF.mspx


52 | ╪ תּ  

004011CE DEC ESP 

004011CF POP ES 

004011D0 JECXZ SHORT 00401169 

004011D2 MOV EBP,ESP 

004011D4 PUSH -1 

004011D6 PUSH 0047401C 

004011DB PUSH 0040109A 

004011E0 PUSH EAX 

004011E1 MOV DWORD PTR FS:[0],ESP 

004011E8 SUB ESP,10 

004011EB PUSH EBX 

004011EC PUSH ESI 

004011ED PUSH EDI 

 

╪ ˦╘ ASProtect ᴛ ᶙ ˌ╥ ᶘᴖ‡ᵑ  ҿ▀  ₉Ⱡ░ѱѻ. jump ᶘᴖ‡ᵑ ʺ ᶘᴖ‡╥ ᾒ בֿ ⁴  ᴴ ╙ 

ʺᵎ ѱѻ. ֿב ᶘᴖ‡₮ ῠᴆ͙ ӥʺ Ζ ▓╖ᶔ ֿב ᶘᴖ‡ᵑ ṓ̯ ͙ʺ ᵰ↕ ‡ᴓᾋѱѻ. 

004011CB JMP 00B70361 

004011D0 JNO SHORT 00401198 

004011D3 INC EBX 

004011D4 ADC AL,0B3 

004011D6 JL SHORT 00401196 

004011D8 INT1 

004011D9 LAHF 

004011DA PUSHFD 

004011DB MOV EBX,1D0F0294 

004011E0 PUSH ES 

004011E1 MOV EBX,A732F973 

004011E6 ADC BYTE PTR DS:[EDX-E],CH 
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004011E9 MOV ECX,EBP 

004011EB DAS 

004011EC DAA 

004011ED AND DWORD PTR DS:[EBX+58BA76D7],ECX 

 

6.5 API Redirection 

 

API ᵙѻ╪ᴇἪ╘ ᵙḲἌө╪ Ṓ ӈ ᴛ͎ע╥ ▐  ╪ẇ╙ ὺ˭ ᵙẎӹ Ѥ ˦╙ Ḣּת ͙ ─  ͙ὥ░ѱѻ.  

₡ᵙּתϳ ▐  ╪ẇ╘ ̢Ӈ̆ ҉ӈ ᶉᶛᵙ Ό⁄ Ṭױ₣ ᵙѻ╪ᴇ ӇѤ API ө╥ ᴴ ө╪ Ⱶ◓ ѱѻ. ╪ ᴴ ө╘ 

APIᵑ Ṭױ₤ ԅ Ợ↔Ӌѱѻ. 

 

╪ ₉Ⱡ⁄ἌѤ kernel32!CopyFileA() ὡᵑ Ṭױ₪ѱѻ: 

00404F05 LEA EDI,DWORD PTR SS:[EBP-20C] 

00404F0B PUSH EDI 

00404F0C PUSH DWORD PTR SS:[EBP-210] 

00404F12 CALL <JMP.&KERNEL32.CopyFileA> 

 

call ҍᾐ JMPᵑ Ợ↔ ᶒ ♩ Ѥ̐╥ לἵѤ ▐  ╪ẇ╙ ⱳ ѱѻ. 

004056B8 JMP DWORD PTR DS:[<&KERNEL32.CopyFileA>] 

 

Ϯ ASProtect ʺ ᵙѻ╪ᴇױ͎  kernel32!CopyFileA() ὡᵑ Ṭױ₤ ԅ ҉ӈ ᶉᶛᵙ⁄Ἄ CALL ᴴ ╖ᴛ ὡ♬ Ӈ‡ 

kernel32!CopyFileA() ╥ ֿב ᶘᴖ╘ ˺̰ ʺ◑ַא⅝  ᾒ ╪ Ӌѱѻ.  

004056B8 CALL 00D90000 

 

ῷמ ἒᶘ╘ ֿב ᶘᴖ‡ʺ ‡֒˭ Ợ↔ӇѤּת ἒᶘ ѱѻ. ╛ 7 ˌ╥ ᶘᴖ‡ө╘ kernel!CopyFileA() ӥ⁄Ἄ ṓỢӈ 

˦░ѱѻ. ͎ᵙ̆ ӥΌ╥ 0x7C83005E ╙  Ѥ ṨṪ ֞  ṓỢӇ‴ᾋѱѻ. RETN ᶘᴖ‡ᵑ ⁴ kernel32.dll Ό╥ 

kernel32!CopyFileA() ᴴ  :ʼ╬ 0x7C830063 ╖ᴛ  ˂ѱѻאַ 
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‡Ԑ Ѥ җ ᶀ ̐╥ ♣  DLL ╪Ḉּתᵑ ҉ӈ ᶉᶛᵙ⁄ Ṭױ₪ѱѻ. ͎ᵙ̆ ᵙѻ╪ᴇ ӈ API ὡᵑ Ṭױ₤ ԅ Ό⁄Ἄ 

DLL ╪Ḉּתᵑ ṓỢ ѱѻ. ╪ ͙ὥ╘ ᾒⱠ API ὡ⁄ Ẅᴆ╪ ╬ ᵑ ˞Ѥ ˦╙ ‡ᴓ˭ ᵣӥѤ ̓ʺ ▓ᾋѱѻ. 

 

6.6 Multi-Threaded Packers 

 

ᶁ ῠמӰӥ ⁄Ἄ ֞ѻᵐ ῠמӥѤ Ṓ ӈ ᴛ͎ע╙ ṓ  Ѥҥ ⅝  ᶙᶙ ᶘᴖ‡ᵑ ỸἛ Ѥҥ Ợ↔ ѱѻ. 

ᶁ ῠמӰӥ ╥ ṓ◌ҵѤ ּשʺ ⁴ ӥʺ ṓ◌ ⱨἌ ӥᵑ ╪ ͙ҵ ᵰ↕ ‡ᴎ√Ɑᾋѱѻ. 

 

ᶁ ῠמӰӥ ╥ ʺּ₉ תᴛѤ PECryptʺ ▓ᾋѱѻ. ╪˦╥ ӎḴ  ῠמӥѤ ṓ  Ѥҥ Ợ↔ ̆ ᶉ╬ ῠמӥѤ ╪ 

ҥ╪ ᵑ Ợ↔ ѱѻ. ╪׳ ῠמӥѤ ᾒᾎʼ╖ᴛ ֿב Ӌѱѻ.  

 

PECrypt⁄Ἄ ῠמӥᵑ Ợ↔  ᶘᴖ‡ ᵙ: 

 

 

6.7 Virtual Machines 

 

ʺỮ ᵾᾐ╙ Ợ↔  ╪ ˌШ╘ ῷל ʼѾ ѱѻ. ᵙḲἌѤ ꜙ♠╖ᴛ ‡֒˭ ↕ /Ό ӰḲ͢, Ό ᵙḲᾗ╥ ͙ὥ╙ ˺  

˦╬ʺᵑ Ỹʻ ѱѻ. Ṓ ӈ ᴛ͎ע╘ ᶉᶛᵙΌ⁄Ἄ ṓ  ḓ ᾒ Ӊ ԅ ♬♠ṪἍ╙ ᶔ – ѱѻ. 




